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From the Editor-in-Chief. . . . 
 
This is the 13th  volume of the Southern Journal of Business and Ethics, an official publication of the Southern 
Academy of Legal Studies in Business.   The Journal is being published in hardcopy and electronically on the 
Southern Academy’s web page at http://www.salsb.org. 

 
The SJBE has been included in Ebsco Host services, allowing for full text search on most university library systems! 
This provides a great benefit to our authors and readers! 

 
All articles that appear in this volume of the Southern Journal of Business and Ethics have been recommended for 
publication by the Advisory Editors, using a double, blind peer review process. A personal thanks is extended to the 
Advisory Editors for all their hard work and dedication to the Journal and the Southern Academy; without their 
work, the publication of this Journal would be impossible. 

 
This is my eleventh year as Editor-in-Chief, and I wish to express my sincere thanks and appreciation to all the 
Officers of the Southern Academy for their support, encouragement, assistance and advice throughout this year.  I 
would like to further express appreciation to Will Mawer of Southeastern Oklahoma State University, for his efforts in 
coordinating the start of the Journal.  The publishing of this journal is an intense educational experience which I 
continue to enjoy. 

 
Many of the papers herein were presented at the Southern Academy of Legal Studies in Business meeting in San 
Antonio, Texas, March, 2021.  Congratulations to all our authors. I extend a hearty invitation to the next meeting of 
the SALSB in San Antonio, Texas, March, 2022. 

 
The Southern Academy annual meeting has been voted the “BEST REGIONAL” among all the regions affiliated 
with the Academy of Legal Studies in Business (ALSB) featuring over 60 authors and 50 papers. I hope to see ya’ll 
in San Antonio! Please check the web site (www.salsb.org) for further information. To further the objectives of the 
Southern Academy, all comments, critiques, or criticisms would be greatly appreciated. 

 
Again, thanks to all the members of the Southern Academy for allowing me the opportunity to serve you as editor-in- 
chief of the Journal. 

 
M.P. (Marty) Ludlum 
Editor-in-Chief 
Southern Journal of Business and Ethics 
www.salsb.org
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Our Reviewers 
 
The Southern Journal of Business and Ethics is truly a group effort, requiring the  
tireless efforts of many volunteers to review our submissions. 
 
I would like to extend a very public and eternal thanks to our reviewers.  Many are  
listed below.  Some have chosen to be anonymous for their efforts.  I thank them  
also for their many hours of work in supporting the SJBE. 
 
Reviewers for the 2020 issue in alphabetical order were: 
 
Jennifer Barger Johnson, University of Central Oklahoma 
 
Darrell Ford, University of Central Oklahoma 
 
Jessica A. Magaldi, Pace University (NY) 
 
Dinah Payne, University of New Orleans 
 
Edward J. Shoen, Rowan University (NJ) 
 
Laura Sullivan, Sam Houston State University 
 
Kaimee Kellis Tankersley, University of Oklahoma 
 
Chris Thompson, Sam Houston State University 
 
Kristopher Tilker, Midwestern State University (TX) 
 
Lee Usnick, University of Houston - Downtown 
 
Aubree Walton, Cameron University  (OK) 
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Notes for Authors: 
 
 
The focus of the Southern Journal of Business and Ethics (SJBE) is to examine the current trends and 
controversies in business, law and ethics, both domestic and international. In addition, future issues will 
include a new section, Short Notes, which will consist of shorter articles focusing on pedagogical ideas 
for the new business law instructor. 
 
All authors promise that any submission is original work, and has not been previously published. 
 
Since the topics of SJBE cross into many different academic areas, the SJBE does not have a specific 
format. Authors are free to use Chicago style, Harvard style or the APA, as long as the application is 
consistent throughout the paper. 
 
The title should be in ALL CAPS.  The text should be in Times New Romans 12 point font for the text 
and 10 point font for the footnotes.  Authors’ names should be centered below the title. 
Paragraphs should be indented five spaces. 
 
The maximum size for a paper is twenty-five pages, all inclusive, single spaced. Articles substantially 
longer may be accepted as space allows. 
 
All submissions should include a complete copy (with author identification) and a blind copy (with author 
identification left blank).  
 
All submissions are electronic, in MS-Word format. No paper copies will be reviewed or returned.   
 
Artwork is discouraged. Tables and charts should be kept to a minimum and should be included in an 
appendix following the paper. 
 
Submissions deadline is 45 days after the SALSB spring meeting each year. Articles sent after the 
deadline will be reviewed for the next issue, or may be withdrawn by the author and submitted elsewhere. 
 
Look for the call for papers at the Southern Academy’s website (www.salsb.org). If you would like to 
serve SJBE as a reviewer, your efforts would be appreciated. Many hands make light work. 
 
If you have any questions, please submit them to the Editor in Chief. 
 

Please submit all papers to: 
Marty Ludlum 

Editor in Chief, SJBE 
mludlum@uco.edu 
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AN ETHICAL ANALYSIS OF MEDICAL DATA MINING:  AN ARGUMENT FOR 
BUSINESS RESTRAINT IN THE FACE OF AGGRESSIVE DATA MINING 

PRACTICES  
 

DINAH M. PAYNE*

 
KEVIN WATSON†

 
Abstract 

A Federal mandate requiring healthcare providers to adopt and demonstrate “meaningful use” of 
electronic healthcare records creates the specter of a comprehensive national medical record 
database. Digitizing health records and utilizing such records for medical data mining purposes 
presents potential benefits to patients and society, but also creates opportunities to invade patient 
privacy. Thus, it is necessary to better understand data mining in the context of the healthcare 
environment for both business and public policy reasons. This paper presents a brief review of 
medical data mining, revealing potential benefits, costs, and ethical issues. We contribute to the 
literature by comparing proper and improper medical data mining to aid in the development of a 
model that can be utilized to determine ethical boundaries. We argue that medical data mining 
can be done in an ethical manner, aiding in patient care while minimizing privacy risks. We further 
assert, after a careful ethical analysis using multiple ethical perspectives, that aggressive data 
mining is unethical, bad business practice, and should be avoided. Several suggestions for the 
ethical mining and sharing of medical data are discussed, including a scheme classifying the intent 
of the use of the data and an initial framework to guide ethical mining of medical data.  
 
Keywords: Healthcare, Data Mining, Data Sharing, Ethics 
 

Introduction 
On February 17, 2009, President Obama signed into law The American Recovery and 

Reinvestment Act (Pub. Law No. 111-5, 123 Statute 115). Title XIII of the Act, known as the 
Health Information Technology for Economic and Clinical Health Act (HITECH), required 
“meaningful” use of EHR and adoption of at least one decision support tool to reduce 
misdiagnoses, incorrect clinical choices, errors, and unnecessary tests (Blumenthal and Tavenner, 
2010). HITECH authorized incentive payments totaling $27 billion over ten years to facilitate the 
creation of Electronic Health Record (EHR) systems (Blumenthal and Tavenner, 2010). These 
incentive payments were justified by a RAND study, which estimated a 90 percent adoption rate 
would yield net savings of $531 billion over 15 years (Hillestad, Bigelow, Bower, Girosi, Meili, 
Scoville and Taylor, 2005). Further, a McKinsey Group assessment estimated that EHR use would 
reduce healthcare expenditures by $300-450 billion.  

* J.D., Department of Management, University of New Orleans, dmpayne@uno.edu  
† Ph.D., Sustainable Supply Chain Management, Louisiana Tech University, kwatson@latech.edu  
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HITECH mandated and subsidized the development and use of a national comprehensive 
medical record database and decision support system capable of electronically sharing medical 
records. Government statistics showed that by 2017, 96 percent of non-federal acute care hospitals 
acquired certified IT systems (ONCHIT, 2017). HealthIT.gov (n.d.) asserts that the use of EHRs 
has resulted in reduced transcription cost, reduced chart-associated costs, improved documentation 
with fewer errors and ultimately improved quality of healthcare provision. These reports are 
echoed by an American Medical Association (AMA) report indicates that adoption have reduced 
transcription costs and increase medical practices/hospitals revenue (AMA, 2019). Further, Lesley 
(2015) reported EHR facilitated exchange of medical records between providers, rising from 
12.5% in 2004 to 80% in 2015. 

While a number of studies have focused on benefits, both cost reduction and improved 
patient outcomes, there have also been a number of cautionary analyses. Holland (2018) argues 
that the use of EHRs has not actually cut medical costs substantially.  Automation brings its own 
costs into the equation, not the least of which are the use of codes physicians must use in 
documenting patient health. Physicians report being annoyed and distracted by the use of EHRs.  
Furthermore, the cost of maintenance of EHR systems can be substantial. Keller (2019) estimates 
that, depending on the number of users, the vendor and a variety of other factors, practices spend 
an average of $38,000 on annual maintenance. Additionally, since the data is no longer protected 
from unauthorized access by disperse paper files kept at individual doctor offices, access to 
medical records has greatly expanded creating the potential for invasion of privacy. 

Privacy is very much a concern when considering the ability to mine and share EHRs due 
to the deeply personal nature of medical data. Davis (2019) listed the 10 biggest healthcare data 
breaches of 2019.  She estimated that each occurrence exposed as many as 200,000 records, many 
for extended periods.  The HIPAA Journal (2020) reported that, between 2009 and 2018, there 
were 2,546 healthcare data breaches involving more than 500 records, the total number of 
compromised records account for more than 59% of the U. S. population.  Cohen (2020) reports 
that there have numerous breaches wherein more than 100,000 people’s records have been 
breached. This supports suggests that all of us, consumers and healthcare providers, “accept that 
it’s going to happen and focus …attention on how to recover, how to minimize the [damage], and 
get back up and running as fast as possible:  that’s the mindset of what’s more important to 
customers.”   

This paper attempts to reconcile the positive and negative elements of mining and sharing 
medical data. We assert that medical data can be mined and the information used or shared in ways 
that aid in patient care while minimizing privacy risks. We further assert that aggressive medical 
data mining, data mining done in accordance with the letter, but not the spirit of the law, is 
unethical and bad business practice. Hallmarks of aggressive data mining are “matchback” 
attempts to re-identify de-identified patient data without the patient’s permission or knowledge. 
To make this argument, we first examine the environment in which mining and sharing medical 
data occurs. Second, we address the uses of mined and shared medical data. Next, we present a 
review of the advantages and disadvantages of the mined and shared medical data, revealing 
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significant costs and benefits. This paper contributes to the literature by addressing the issue of 
proper and improper medical data mining:  such a comparison aids in the development of an ethical 
model that medical data miners and all stakeholders can utilize to determine what data to collect, 
from whom, with whom it should be shared, etc.  
 

The Medical Data Mining Environment 
Before tackling issues regarding mining and sharing medical data, it is necessary to 

understand the main verbiage associated with such activity. Data is described by Feldman and 
Shaw (2019: 703) as “factual records (numerical scores, textual records, images, and sounds) used 
as primary sources for scientific research, and that are commonly accepted in the scientific 
community as necessary to validate research findings” (also see Mauthner and Parry, 2013: 57).  
The character of big data includes the mass collection and use of information derived from the 
many electronic elements of our lives and the many harvesters of such data, like governments, 
businesses and other large organizations like healthcare providers (Glenna, Hesse, Hinrichs, Chiles 
and Sachs, 2019).  Data mining is a form of knowledge discovery: “the nontrivial extraction of 
implicit, previously unknown, and potentially useful information from data” (Frawley, Piatetsky-
Shapiro and Matheus, 1992: 58). Data mining searches disparate datasets to establish previously 
hidden relationships and patterns, a process that is particularly powerful when combining large, 
previously unlinked datasets (Frawley, et al., 1992; MacCarthy, 2011). The relationships revealed 
are found “at the interface of statistics, data-base technology, pattern recognition, machine 
learning, data visualization, and expert systems” (Obenshain, 2004: 690) and are intended to assist 
in the decision-making processes (Heesters, 2009; MacCarthy, 2011; Mehta and Dang, 2011). 
There are many purposes for mining and using data outside of the realm of healthcare provision:  
Hoerl (2017: 75), for example, cites “pervasive governmental surveillance of citizens, typically 
justified by the legitimate need to combat terrorism.”  Shmueli (2017) notes that medical big data 
is related to physical measurements, rather than patterns associated with criminal behavior. The 
purpose of mining medical data, then, is identification of factors that can improve business or 
medical decisions affecting healthcare provision, prediction, patterns of disease, development of 
pharmaceuticals, etc. Emerging patterns are unpredictable but, once identified, can be used to 
predict new instances of behaviors or results.   

Mining and sharing medical information is unique; it is different due to the nature of the 
data analyzed. To a greater extent than any other data sets, even such as personal financial data, 
the data involved in medical data mining involves confidential facts or private information, which 
is deserving of a heightened level of security or privacy. Privacy, the “quality or state of being 
apart from company or observation” or “freedom from unauthorized intrusion” (Merriam Webster, 
2020), is a well established legal term. In the Vermont Law Review, Smith (2012) cites an 1890 
article as providing a deep-rooted definition: privacy is the right to be let alone. The implication is 
that privacy is a duty we owe others, i.e., a responsibility we each have relative to others, in 
addition to being one’s own privilege. DeGeorge (2010) and van Wel and Royakkers (2004) define 
information privacy as information about oneself that one has some recognized right to keep secret 
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or private, information that is not to be shared widely or indiscriminately. Further, a right to privacy 
includes the right to protect one’s personal information from unapproved inquiry or scrutiny. This, 
as well as other definitions of privacy and private information, envisions that individuals have the 
right to control their own information (see also ISTPA Framework Project, 2001; Fule and 
Roddick, 2004; and Jain, Yadav and Panday, 2011). Regardless of how it is defined, it is well 
recognized that there is a right to privacy and that right includes the ability of the data subject to 
control private information (Collingwood, 2012; Fule and Roddick, 2004; ISTPA Framework 
Project, 2001; Milne and Gordon, 1993).   

However, the question of control and ownership of private information is many faceted 
and complex. As Arndt (2018) notes, as consumers gain control of and store private information 
on personal devices comes “another layer of risk and vulnerability:” to at least some extent the 
control the subject has is impacted by data mining practices that allow others than the original 
recipient of the information access to personal, private and confidential information. West (2017: 
13), in the context of library privacy, posits that issues of privacy are constantly evolving.  She 
describes herself as privacy-conscious, but not necessarily privacy-concerned; as such, she tries to 
“figure out what normative privacy expectations are…(in the past), privacy and safety advice 
included such wisdom as not putting your first name in your phone book listing if you were a 
female…or not captioning photos of minor children with their full names.”  This is not the current 
landscape for privacy concerns with the advent of ubiquitous Internet activity.  Thus, “the fight for 
privacy, online and offline, is taking place everywhere.”  Wheeler (2018) notes that with changing 
contexts, for example as represented by Twitter use, means changing ethics; indeed the basic 
concepts even of privacy are shifting in the onslaught of social media ubiquity.  Privacy 
expectations on Twitter are impacted by the length of time tweets are shared and with whom they 
are shared.  “Twitter exemplifies the types of information sharing and community coherence that 
can blur distinctions between public and private behavior and add complexity to understandings 
of human subjects and consent… (p. 19).” 

 
Health Information as Confidential Fact 

Healthcare success is highly dependent upon access to and analysis of reliable medical 
information. The American Medical Informatics Association (AMIA) (Safran, Bloomrosen, 
Hammond, Labkoff, Markel-Fox, Tang and Detmer, 2007) defines medical data as data about or 
from an individual, the sum total of which comprises that individual’s personal medical history. 
Thousands of terabytes of heterogeneous medical data are generated each year, which collectively 
have great potential to aid individual and classes of patients; however, ethical, legal and social 
constraints limit collection and distribution, thereby limiting the scientific conclusions that may be 
drawn (Cios and Moore, 2002).  

Due to medical data’s highly personal and private nature, the Health Insurance Portability 
and Accountability Act of 1996 (HIPAA) (Pub. Law No. 104-191, 110 Stat. 1936) established 
privacy protections for the use, storage, and transmission of electronic health records. HIPAA’s 
Privacy Rule safeguards patient information, making it illegal for health providers, pharmacies, 
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insurers, data clearinghouses, and their business associates (such as pharmacy benefit managers 
and IT providers) to disseminate personally identifiable information without specific consent. 
However, it allows unauthorized disclosure to public health agencies for specific public health 
activities such as when abuse is suspected or a court orders disclosure (Lee and Gostin, 2009; 
Texas Medical Association, n.d.). HIPAA disclosure limits only apply to identifiable information 
(Morrissey, 2014), creating the opportunity for nonconsensual sale and dissemination of de-
identified data. Additionally, HIPAA transfers ownership of medical data to the practitioner 
collecting the information and/or the insurance company covering the patient (Angst and Agarwal, 
2009), complicating individual privacy issues. However, HIPAA does give patients the 
unconditional right to be informed of medical practitioners’ and providers’ data-handling practices 
(Angst and Agarwal, 2009).  Hoffman (2015) describes many ways in which HIPAA regulations 
are legally skirted, allowing what a data subject might have considered private under HIPAA 
regulations to be more publicly available than was envisioned. 

In light of this reality, Cios and Moore (2002), Safran et al. (2007), and Pearson (2009) 
have proposed taxonomies to distinguish between types of medical information requiring differing 
levels of privacy and security. These taxonomies facilitate the dissemination and use of pertinent 
medical information, identifying categories from identifiable information that is available through 
the public domain to more sensitive personally identifiable information that is not. The latter is, 
reasonably, subject to higher levels of protection. Classification of data is less important to this 
discourse than the use to which the data is put or the others with whom the information is further 
shared; however, knowing the kinds of data available and how confidential that data might be is 
the precursor to reasonable use and sharing. 

Safran, et al. (2007) define the primary and secondary use of medical data. Primary use of 
data occurs in the real-time use of information in the patient’s immediate care; secondary use of 
data is a non-direct use in research, quality/safety measurement of public health, and payment or 
marketing efforts, inter alia. The primary collection and use of medical data is not at issue; most 
patients understand the need to collect private information to facilitate care. The secondary use of 
medical data is the primary subject of this inquiry, requiring determination of issues such as who 
owns the data, how it is collected and stored, how can it be fairly and safely transferred to 
secondary users, how should it be used and whether the patient whose information was collected 
should be required to consent to its use or transfer. Mining and sharing medical data could 
potentially help large classes of patients, yet a breach of confidentiality could cause irreparable 
harm to the original data subject.  

It is not a violation of privacy to collect data from knowing and willing subjects; however, 
failing to maintain proper confidentiality and exercise proper restraint in distributing said data for 
either primary or secondary use may compromise privacy. Data mining identifies underlying 
patterns in linked data sets:  sharing or linking new data sets allows the extraction of new and 
valuable information.  However, that new insight may come as an unintended consequence of or 
be used for a purpose separate from its initial collection. Both data mining and data sharing have 
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separately identifiable costs and benefits. Neither is, of itself, illegal or immoral; rather, it is the 
manner in which data is collected, shared, or used that sparks debate.  
 
Potential Benefits from Mining and Sharing Medical Data 

As summarized in Exhibit 1, the potential benefits from mining and sharing medical data 
in terms of research applications, improving patient outcomes and reducing costs is immense. Six 
specific areas of health care management that can substantially benefit from data mining and data 
sharing are (1) hospital infection control through early recognition of outbreaks, (2) ranking of 
hospitals and healthcare plans via standardized reporting systems, (3) identification of high-risk 
patients through the identification of the patient’s medical trends, (4) allocation of scarce medical 
resources based on predictive analysis, (5) elimination of duplicate tests ordered by multiple 
providers, and (6) in the development of innovative treatment regiments. The COVID-19 outbreak 
provides an excellent example of how cell phone, medical, and publicly available information can 
be combined and minded in order to predict contagion patterns, allowing public health officials to 
proactively manage rapidly changing medical events (Whitaker, 2020). Similarly, Obenshain 
(2004) provides excellent examples of how medical data mining can improve pharmaceutical 
research and patient outcomes through the early identification of new therapeutic candidates and 
at-risk patients respectively. Jaret (2013) discusses how mining and sharing medical data allowed 
researchers to identify a potentially harmful interaction between two widely prescribed 
medications without the delay, cost, and potential patient harm of a clinical trial.  See Exhibit 1 for 
a list of benefits associated with data mining and sharing.   

Beyond its use in patient care, mining and sharing of medical data has potential benefits in 
terms of educating patients and doctors, and in helping doctors effectively market their service. 
Lim and Ting (2012) succinctly present two perspectives pertaining to the benefits of medical data 
mining. First, from a medical perspective, marketing can be used to provide a link between 
healthcare providers and consumers, facilitating full dissemination of salient information: 
information about patients’ medical concerns, patients’ perceptions of quality and satisfaction 
related to the healthcare provided, and patients’ anxiety, uncertainty and their lack of control over 
their own fates. Second, from a business perspective, healthcare practitioners must make a 
reasonable profit in this era of increasing competition and higher medical expenses. Efficient 
marketing, facilitated by medical data mining, can lead to increased profitability and better 
healthcare delivery through improved segmentation, targeting and positioning.  

Similarly, Resch and Tena (2013) assert that data mining can enhance the patient-
physician-marketing professional relationship making it beneficial to all parties. They assert that 
data mining provides a good mechanism to meet patients’ expectations regarding treatment 
information. Healthcare providers that learn to use marketing to enhance their practices will benefit 
by doing so, “Professional management and marketing in a changing health care environment is 
also perceived to offer physicians the opportunity to enhance the trust of their patients and build 
long-term relationships with them while maintaining a high quality of service” (p. 32). Thus, better 
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marketing, enhanced by data mining, increases the economic viability of the doctors’ practices, 
making it easier to fulfill the Hippocratic Oath.  

 
Exhibit 1:  Benefits of Data Mining (Danna and Gandy, 2002; Ngai, Xiu and Chau, 2009; Kim 
and Street, 2007; Jackson, 2002; Safran, et al., 2007; Jakbosson, Juels and Ratkiewicz, 2008; 
Lim and Ting, 2012; Feldman and Shaw, 2019.)  

• Data mining broadly allows the business to focus on the most important information 
available in their extant databases  

• Medical data mining aids businesses in meeting the needs of consumers 
o Data mining techniques allows for real time response to consumer inquiry  
o Data mining can identify trends in patient satisfaction-loyalty relations 

• Data mining can increase market share:  customization allows for this benefit, as well as 
providing a better 360° view of the customer 

o Customer Relations Management as accomplished by data mining aids in the 
acquisition and retention of potential customers and maximizes customer value 

o Customization facilitated by data mining results in increased return on investment 
• Data mining can aid in expanding exposure of health and wellness promotions 

o Data mining allows for optimal selection of mailing targets, among the most 
important factor for direct marketing to be successful  

o With a view to international competition, data mining can be beneficial in the 
exploration of medical tourism, increasing specialization and a desire on the part 
of the medical communities around the world to continuously improve their 
treatment options, consumer/patient satisfaction, etc.  

• Medical data mining strengthens understanding of the efficacy of the health care system 
o Medical data mining expands knowledge about disease and appropriate 

treatments, supports public health and security goals 
o Data mining facilitates better medical research in profiling, classification, 

clustering, prediction and data analysis 
o Drug detailing allows for enhanced efficacy and safety as it can be used to track 

adverse effects of drugs, drug interaction and side-effects 
o Data mining improves transparency 
o Data mining aids in avoiding unnecessary replication 
o Data mining contributes to theory building 

Potential Injuries from Mining and sharing Medical Data 
From a medical perspective, potential harms accruing from mining and sharing medical 

data reflect three categories: (1) erosion of the physician-patient relationship attributable to the 
fear of personal information disclosure, (2) potential breaches of patient confidentiality, and (3) 
intentional or unintentional discrimination/bias. Based on current technology, Sharp (2013) asserts 
that “data mining is becoming synonymous with invading privacy”; as such, mining medical data 
may impede primary care. Patients consider medical data highly private and are loath to disclose 
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it if they suspect it will be used for secondary purposes. A 2005 study found that 13% of patients 
withheld information, including health issues, from their doctors (Bishop, Holmes and Kelley, 
2005), while McCarthy (2014) reported that 50% (or higher) of patients withhold information, and 
a more recent survey found that between 61% and 81% of patients withhold information (Hlavinka, 
2018).  Patients fear that companies may use information provided to formulate policies that would 
discriminate against “high-risk” individuals for employment, finance or other opportunities 
(Hoffman, 2015: 1746). 

Kucan (2009), Pearson (2009) and Tsai, Egelman, Cranor and Acquisti (2011) identify 
unauthorized collection and use of sensitive information as among the most pressing needs to 
address. Beyond the data explicitly provided, “data mining extracts information from the database 
the user did not anticipate” (Cook and Cook, 2003:  396). By providing or withholding 
information, data subjects reveal, knowingly or unknowingly, information not only about 
themselves, but also potentially about others. MacCarthy (2011) echoes this concern when 
questioning what is “revealed” when no information is provided, such as when the law does not 
require disclosure of information. Data sharing adds further risks to privacy since the practice 
entails dissemination of information to people or entities for purposes unforeseen and/or 
unsuspected by the supplier of the information, the patient, who may find his private information 
is accessible (Guccione, 2018). As displayed in Exhibit 2, there are myriad costs associated with 
medical data mining; the question becomes one of balance: whether the benefits of medical data 
mining outweigh the costs. 
 
Exhibit 2:  Problems and Concerns Associated with Data Mining (Smith, Milberg and Burke, 
1996; Malhotra, Kim and Agarwal, 2004; Fule and Roddick, 2004; van Wel and Royakkers, 
2004; Cranor, 2005; Kelley, 2009; Jensen and Potts, 2003; Tsai, et al., 2011; Ware, 2007; Gillis 
and Spiess, 2019; Hoffman, 2015). 

• Abuse of sensitive information 
• Improper access to personal information   
• Control over the collected information  
• Unauthorized secondary use of information collected 
• Information mistakes  
• Awareness of how the information would be used  
• Loss of individualism   
• Difficulties associated with the consumers’ ability to effectively understand what is in 

privacy policies    
• Uneven legal treatment of data mining in various jurisdictions 
• Use of big data to contribute to illegal discrimination 

 
Further, as discussed by Angst (2009), sharing data across various platforms creates 

unforeseen linkages and uses for data, increasing associated privacy and security risks. One such 
unforeseen use, profiled in the Washington Post, used prescription medical records mined by a 
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third-party health information service company to determine the type of coverage, if any, health 
and life insurance companies should offer specific consumers (Nakashima, 2008). In both this 
example and another chronicled in Tampa (Jensen, 2015), individuals may have actually waived 
their right to privacy by applying for new policies and/or utilizing existing policies for prescription 
drug benefits, as specified in the policy fine print. Further, patients may have waived future rights 
under HIPAA for these records, as the information gathered and utilized during the decision 
making process for new applicants is used to create a profile stored by the Medical Information 
Bureau, a private clearinghouse for insurance company data sharing (see also Gillis and Spiess, 
2019 and Hoffman, 2015). 

Data sharing also adds to the risk of information de-identified under HIPAA requirements 
being re-identified. As acknowledged by IMS Health Holdings (IMS, n.d.), one of the largest 
brokers of de-identified medical data, in their 2014 registration statement for public listing, “there 
are ongoing public policy discussions regarding whether the standards for de-identified, 
anonymous or pseudonomized health information are sufficient, and the risk of re-identification 
sufficiently small, to adequately protect patient privacy. These discussions may lead to further 
restrictions on the use of such information.” Sweeney (1997, 2015), Robertson and Pettypiece 
(2014), Jensen (2015), Tanner (2015) and Feldman and Shaw (2019) provide details regarding 
how the process of re-identifying de-identified data, called matchback, is carried out. Further, it is 
not just text and numeric data that allows for re-identification: McFarland (2014) reveals that MRI 
and/or CT scans could be matched back to individuals posting pictures to Facebook, Instagram, or 
YouTube using facial recognition software. The industry maintains that the practice of matchback 
is legal, since it complies with HIPAA requirements to conceal patient names/identifiable 
information (Robertson and Pettypiece, 2014); however, these practices are forms of aggressive 
data mining with potentially significant costs regarding the primary use of the data. Hoffman 
(2015: 1771) notes that, though there is what she describes as a small risk that “highly skilled and 
motivated attackers will be able to re-identify records that have been de-identified in compliance 
with HIPAA guidelines,” the use of non-medical open data can be linked to anonymized health 
data, resulting in a loss of privacy, but, even more specifically, the possibility of illegal 
discrimination is heightened. 
 

Perspectives and Values: Mining and sharing Medical Data 
Stakeholders are those affected by an action, whether taking action or simply feeling the 

consequences of another’s action (Wood-Harper, Corder, Wood and Watson, 1996). As depicted 
in Figure 1, there are a great many stakeholders one must consider when contemplating the 
provision of healthcare, mining medical data, and/or sharing medical data. Lim and Ting (2012) 
list the government, consumers, employers, insurers, HMO’s, hospitals, physicians, integrated 
delivery networks, pharmacies, wholesalers, group purchase organizations and the life sciences 
industry as supported by “boundary industries” as key stakeholders involved in the medical data 
mining debate.  
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Moving beyond those primarily involved in the provision or payment of healthcare, 
Orentlicher (2010) includes pharmaceutical sales representatives, medical schools and those 
associated with them as stakeholders. Heesters (2009) expands this to include legislators, 
regulators, academics, expert review boards, medical journals, doctors, patients, insurers, jurors, 
and those affected by efforts to bring drugs to market. Heesters also captures stakeholders outside 
the limits of medical data mining (e.g. consumer privacy/advocacy groups, retailers, criminals, the 
financial industry, etc.), sufficient to show the breadth and depth of the importance of developing 
good ethical principle to administer data mining protocol. While acknowledging the large number 
of stakeholders, both personal/private and on a larger societal scale, Lim and Ting (2012:  3) 
highlight a major concern: there is no single organization accountable for oversight of healthcare 
costs, medical research, or determining the availability of healthcare provision. Therefore, the 
“challenge to healthcare providers (is) not only (to) make (healthcare) work but also to make these 
medical solutions available and affordable to the society.”  Given the number and types of 
stakeholders, this is indeed a challenge in today’s society. Figure 1 represents stakeholders relative 
to healthcare professionals involved in mining, using and sharing medical data. 
 
Figure 1.  Stakeholders in the Provision of Healthcare  

 
Adapted from Payne and Landry, 2005 
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The Consumer Perspective 
The discussion of stakeholders lead Lim and Ting (2012) to address potentially divergent 

perspectives on medical data mining and sharing, that of the consumer and of those involved in 
provision of health care. We have identified three disparate, yet related, groups of stakeholders for 
review:  the consumer, the healthcare provider and the stakeholders involved as secondary users 
of medical data, such as public health officials.  First, the consumer’s interest focuses on a 
healthcare quality, satisfaction, patient anxiety, ambiguity, uncertainty, and the lack of control over 
healthcare issues. The public expects that healthcare providers are ethical, caring and are fairly 
compensated for their contributions. The consumer perspective demands good quality at a 
reasonable cost with satisfactory customer service; sick people are supposed to recover and, when 
they do not, legal remedy is often sought. Additionally, the consumer has reasonable expectations 
that information will be shared appropriately. These concerns must be measured against the factors 
influencing the provision of healthcare: increasing competition among providers, rising costs, and 
a change of focus within the healthcare industry from treating existing medical conditions to 
designing preventative measures to obviate the necessity of treating diseases in the present.   

 
The Healthcare Provider Perspective:  Four Pertinent Values 

From a broader healthcare perspective, medical values translate into four values:  
economic, status, altruistic and legalistic values (Kohli and Kettinger, 2004; Resch and Tena, 2013; 
Bertolini, Flinchum and Richardson, 2019). Economic value refers to the need to have a business 
model sufficient to earn a living. Status values represent the desire to be competitive relative to 
other healthcare providers in the marketplace. Altruistic values stem from the desire for the patient 
to be one’s first concern in the delivery of healthcare; ultimately, the physician’s immediate 
concern is the welfare of the patient. Legalistic value is reference to society’s requirement that 
medical care must meet all legal standards for care and competence. 

Physicians in private practice are entrepreneurs who must make sufficient profit in order 
to assist those in need of professional services. Mining medical data improves provider ability to 
build relationships with patients while reducing the cost of doing so, an objective fully 
commensurate with fulfilling the economic objectives. Mining and sharing medical data are also 
congruent with the altruistic value, information derived from the use of the data enhances medical 
science’s ability to identify and treat a patient through improved diagnostics and/or treatment. 
Identification of trends and the discovery of new medical knowledge increases the efficacy of care 
for individual and groups of patients, now and in the future. Effective care based on medical data 
mining can also reduce exposure to litigation risk. Enhanced ability to serve patients, facilitated 
by means of mining and sharing medical data, is arguably an economic boon as well as a societal 
benefit. Thus, the four values of economic benefit, status achievement, altruism and legality can 
all be present in medical data mining practice that is well and ethically managed. 

Healthcare providers, including those involved in research and public health initiatives, 
have their own expectations as reflected in their own values, which incorporate the four values 
listed above. Since 1847, these values have been codified and regularly updated by the American 
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Medical Association as the “Principles of Medical Ethics” (AMA, 2019). As the AMA’s Preamble 
notes, these principles reflect the AMA’s commitment to responsible professional care for patients.   

 
The medical profession has long subscribed to a body of ethical statements developed 
primarily for the benefit of the patient. As a member of this profession, a physician must 
recognize responsibility to patients first and foremost, as well as to society, to other 
health professionals, and to self. The following Principles adopted by the American 
Medical Association are not laws, but standards of conduct that define the essentials of 
honorable behavior for the physician.  
 

Even within these principles, the duality of mining and sharing medical data is present. Principles 
I, IV, and VII reflect the need to regard the responsibility for the patient as paramount and to 
respect the rights of patients, especially in safegurading patient confidentiality. However, Principle 
V states that medical professionals shall continue to study, advance scientific knowledge, and 
make relevant information available to patients, colleagues, and the public. Therefore, as long as 
mining and/or sharing medical data in pursuance of continued study to advance knowledge or to 
disclose relevant information appropriately does not endanger patient confidentiality, there appears 
to be professional support for medical data mining and sharing if those practices improve 
efficiency and effectiveness of medical care:  the four values are upheld (see Exhibit 3). 
 
Exhibit 3:  Pertinent Principles of Medical Ethics (AMA, 2019) 

I. A physician shall be dedicated to providing competent medical care, with compassion 
and respect for human dignity and rights.  
IV. A physician shall respect the rights of patients, colleagues, and other health 
professionals, and shall safeguard patient confidences and privacy within the constraints 
of the law.  
V. A physician shall continue to study, apply, and advance scientific knowledge, 
maintain a commitment to medical education, make relevant information available to 
patients, colleagues, and the public, obtain consultation, and use the talents of other 
health professionals when indicated.  
VII. A physician shall recognize a responsibility to participate in activities contributing to 
the improvement of the community and the betterment of public health.  

 
Perspectives on Secondary Use: Sharing Medical Data 

While previous discussions focused on the use of data for primary care, Safran, et al. (2007) 
broaden the discussion to include several more perspectives on the issue of secondary use, i.e. the 
sharing of medical data with third parties, such as data warehousers, pharmaceutical companies, 
and medical research organizations. They cite the consumer, patient safety/quality/research, public 
health, and industry perspectives as being integral elements to any debate on the mining and 
sharing of medical data. The consumer perspective addresses issues such as ownership of the data 
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and whether permission should be sought from the patient before medical information is used or 
transferred. The patient safety, quality and research perspective addresses the more purely research 
objective of data mining:  explicit rules or benchmarks regarding evidence and scientific validation 
should be developed and adopted. This perspective includes questions associated with the de- and 
re-identification of information. The public health perspective centers on educating the public as 
to the purposes of mining and sharing medical data, as well as privacy issues surrounding the use 
of personal information. Finally, the industry perspective admits to the profit motive in medical 
data mining as well as the research motive. 
 
 

Business Ethical Values 
Clearly, the healthcare industry does not exist simply to provide treatment to individual 

patients; it is an industry composed of hospitals, long-term care centers, urgent care centers, etc. 
and an enormous number of individuals employed by doctors’ offices, clinics, and public health 
organizations. These entities must be governed by principles of good management, axiomatically  
including strong ethical principles. Our contention is that good business ethics translates into good 
medical data mining and sharing ethics, policies, and practices; however, aggressive medical data 
mining, wherein de-identified patient information is re-identified without the knowledge or 
permission of the subject, is unethical and bad business practice. We base our arguments on several 
well-established teleological and deontological premises. 

The teleological approach is the consequence-based approach first articulated by Jeremy 
Bentham (1789): utilitarianism (egoism is another form of teleological decision-making, but, as it 
involves an analysis of costs/benefits only as they relate to the decision maker, we have not 
considered that a suitable foundation for our contention that aggressive medical data mining is 
unethical). Its basic premise is that, of all available alternatives, the alternative that produces the 
greatest good for the greatest number or the least harm for the greatest number of those affected is 
the correct choice. This analysis assumes that all alternatives are known, that all stakeholders can 
be identified and that all consequences, both good and bad, can be quantified in some way. While 
these assumptions are not all necessarily true/verifiable, the utilitarian analysis has long been 
recognized as a legitimate ethical analysis (Velasquez, 1998). Utilitarianism is outcome or 
consequence based, the teleological approach: the justification for a choice lies not in a duty to act 
or not act, but in the outcome of the action or inaction. Determination of right and wrong is based 
on whether the outcome provides the maximum benefit to society.  

Andre and Velasquez (1989) warn against the use of utilitarianism as the sole method for 
moral decision-making. Utilitarianism selects alternatives based on net social utility, requiring that 
we antecedently assign values to both the benefits and harms associated with the decision at hand. 
It is oftentimes impossible to assign values to the benefits and harms antecedently, especially when 
dealing with concepts like human life, human dignity or, a central element of those, privacy. Nor 
is it easy to predict the unintended future consequences of our actions, especially in the evolving 
realm of medical science; while an act may seem safe today, technological advances may make 
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the risk of harm unacceptably high in the future. While the concept of net social utility is 
conceptually appealing, utilitarianism fails to consider what is morally just, i.e. the fundamental 
concept of justice. Therefore, utilitarian analysis may sanction actions with an apparent net societal 
benefit that are unjust and morally reprehensible. Such decisions litter history, imparting a warning 
against what could otherwise be a slippery slope. Once we as a society deem it appropriate to 
disregard privacy rights in pursuit of a time-sensitive laudatory purpose, we may open the 
proverbial door for other potentially less worthy purposes. Table 1 provides a rough assessment of 
costs and benefits according to a utilitarian analysis of decisions to use ethical data mining 
principles, aggressive principles or even illegal principles. In presenting this table, we recognize 
that the assignment of specific numeric values to the advantages and disadvantages is not 
realistically possible; we leave it to the reader to estimate possible current and future, known and 
here-to-for unknown costs or benefits.   

A number of well-established deontological analyses support the position that aggressive 
medical data mining is unethical and that responsible data handlers should avoid such practice. 
Rawlsian Theory (Rawls, 1958, 1971) is founded in the concept of distributive justice, purportedly 
addressing questions associated with political or economic equality, minimal standards of living, 
people’s needs, abilities and efforts, and freedom. Rawls’s Social Justice Theory asserts that 
fairness is the essence of justice. The process by which decisions are made as to the morality of an 
issue must be fair: such fairness would assure the appropriate distribution of benefits and burdens. 

Under Rawlsian Theory, each person is presumed to have entered into a social contract 
with all others in society to obey moral rules that are necessary for people to live in peace and 
harmony. Because Rawls recognized differences among people, his theory is founded on the idea 
that actions should be decided according to a process. The process should use principles of justice 
deemed appropriate to the society and when used should result in morally defensible ethical 
judgments. Thus, the decision-maker would follow certain “rules of thumb:” he would accord 
everyone liberty that was as great as everyone else’s and he would arrange societal opportunities 
such that they were equally available to all, including the least advantaged persons. These rules of 
thumb are generated in the “original position” behind a “veil of ignorance:” the decision maker 
has not been endowed with any characteristics/traits/circumstances, good or bad, causing him to 
be ignorant of how he would fare under the rules determined to be just. 

Rawlsian analysis can be reduced to several basic concepts: the Principle of Equal Liberty, 
the Difference Principle and the Principle of Fair Equality of Opportunity. The Principle of Equal 
Liberty represents the idea that each person has an equal right to the most extensive basic liberties 
compatible with similar liberties for all:  we are all be free to do what we feel is most important 
individually, within the limits of similar liberties for everyone else. The Difference Principle 
reflects the idea that social and economic inequalities should be arranged so that they are to the 
benefit of those least advantaged in our society: we should chose rules that protect us from being 
treated as the least important in society. Lastly, the Principle of Fair Equality of Opportunity is the 
idea that those most disadvantaged would have the best opportunities under conditions of fair 
equality of opportunity: our rules would protect our own interests if we ultimately are found to be
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Table 1:  Benefits and Costs of Fair and Aggressive Medical Data Mining (Adapted from Payne and Raiborn, 2018). 

Stakeholder 
Fair Medical Data Mining (MDM) Aggressive Medical Data Mining (MDM) 

Benefits Costs Benefits Costs 

Subject 

Reduction of misdiagnoses, 
incorrect clinical choices, errors, 
and unnecessary tests 

Decreased health risk through real-
time use of information in 
immediate care situations  

Underlying patterns of linked data 
allow extraction of new and 
valuable information 

Continued pursuit of prediction, 
classification, exploration or 
discovery of affinities 

Creation of time saving in analyses 
and/or cost 

Enhanced perceptions of medical 
care provision quality 

Reduced levels of anxiety and lack 
of control with commensurate 
increase in certainty that comes 
with growth of knowledge base 

Increased trust between patient and 
health care provider 

Increased potential loss of privacy 
unintentionally 

Increased inability to control private 
information 

Increased unintentional risk of 
dissemination of identifiable 
information without consent 

Possible unintentional transference 
of ownership without 
knowledge/consent 

Possible unintentional use of 
information for purposes other 
than the purpose collected 

Possibility of unintentional yet 
improper collection, use, storage 
and sharing of private 
information 

Possibility of unintentional 
nonconsensual sale and 
dissemination of information 

Possible unintentional failure to 
inform subjects of their rights 
regarding their information 

Erosion of physician-patient 
relationship out of fear of 
information disclosure 

Decreased quality of primary care as 
a result of patient withholding 
information 

Distribution/use of erroneous data 
which could harm the patient 

Unintentional revelation of 
information about themselves or 
others and possible legal 
ramifications 

All the same benefits as associated 
with Fair MDM 

 

Some similar costs as with Fair 
MDM, but with increased 
likelihood of the incurrence of 
such costs as a result of 
intentional privacy breach or 
reckless disregard of privacy 
rights 

Heightened risk of de-identified 
information being re-identified, 
prompting all privacy-related 
fears 

Potential for legal trouble for 
accidental revelation of private 
information 
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Direct 
Providers of 

Health 
Care* 

Cost reductions resulting from 
reduction of misdiagnoses, etc. 

Commensurate increase in potential 
revenue  

Continued pursuit of prediction, 
classification, exploration or 
discovery of medically-associated 
affinities 

Enhanced ability to address issues 
like hospital infection controls 

Enhanced accuracy in ranking of 
hospitals and health care plans 

Enhanced marketing abilities, 
allowing for increased 
profitability and better healthcare 
delivery through improved 
segmentation, targeting, and 
positioning 

Earlier, more accurate identification 
of high-risk patients 

Improved relationships between 
patient and physician through 
increased efficiency, accuracy and 
time-saving benefits 

Possible distribution/use of 
erroneous data, creating false 
patterns which could harm all 
stakeholders 

Unintentional revelation of 
information about themselves or 
others and possible legal 
ramifications 

 

All the same benefits as associated 
with Fair MDM 

Providers might be more likely to 
aggressively seek private 
information with which to identify 
medical trends, conditions, etc., 
leading to increased efficacy of 
care, etc.  

Aggressively sought private 
information might yield cost 
savings and competitive 
advantages among health care 
providers 

 

Some similar costs as with Fair 
MDM, but with increased 
likelihood of the incurrence of 
such costs as a result of 
intentional privacy breach or 
reckless disregard of privacy 
rights 

Aggressively sought data might lead 
to heightened risk of de-identified 
information being re-identified, 
prompting all privacy-related 
fears 

Patients might be more reluctant to 
share sensitive information if they 
perceive a heightened threat of 
invasion of privacy 

Increased risk of damage to 
reputation of provider as a safe 
repository of sensitive information  

Potential for legal trouble for 
accidental revelation of private 
information 

 
 

Businesses 
Indirectly 
Associated 
with Direct 
Health Care 
Provision** 

Continued pursuit of prediction, 
classification, exploration or 
discovery of medically-associated 
affinities 

Elimination of duplicate tests 
ordered by multiple providers 

Improved pharmaceutical research 
and, thereby, patient outcomes 

 

Distribution/use of erroneous data, 
creating false patterns which 
could harm all stakeholders 

Unintentional revelation of 
information about themselves or 
others and possible legal 
ramifications 

 

All the same benefits as associated 
with Fair MDM 

 
 

Similar costs as with Fair MDM, but 
increased likelihood of incurrence 
as a result of intentional privacy 
breach or reckless disregard of 
privacy rights 

Heightened risk of de-identified 
information being re-identified, 
prompting all privacy- fears 

Aggressively sought data might 
spark competition among 
businesses, encouraging them to 
even more aggressively seek data 

Potential for legal trouble for 
accidental revelation of private 
information 
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* These stakeholders include physicians, urgent care centers, clinics associated employees,  
** These stakeholders include insurance companies, pharmaceutical companies, medical schools, medical associations, public health organizations, legislators, 
regulators, academics, expert review boards, medical journals, insurers, and jurors, data clearinghouses 

Government, 
Society, 

Taxpayers 

Net savings of $531 billion over 15 
years 

Continued pursuit of prediction, 
classification, exploration or 
discovery of affinities such as 
length of hospital stay or early 
detection of disease outbreaks 

Identification of trends and new 
knowledge increases care efficacy  

Identification of trends and of new 
medical knowledge increases 
efficacy of care and decreases 
exposure to litigation 

Fair allocation of scarce medical 
resources 

Increased ability to detect 
Medicare/Medicaid fraud, 
allowing for identification of 
fraud trends and thereby 
increasing prevention 

 

Distribution/use of erroneous data, 
creating false patterns which 
could harm all stakeholders 

All the same benefits as associated 
with Fair MDM 

Net savings of $531 billion over 15 
years 

Some similar costs as with Fair 
MDM, but with increased 
likelihood of the incurrence of 
such costs as a result of 
intentional privacy breach or 
reckless disregard of privacy 
rights 

Heightened risk of de-identified 
information being re-identified, 
prompting all privacy-related 
fears 

 
 

Future 
Beneficiaries 

of MDM 

Identification of trends and of new 
medical knowledge increases 
efficacy of care 

Identification of trends and of new 
medical knowledge increases 
efficacy of care and decreases 
exposure to litigation 

Increased ability to examine 
multiple data sets simultaneously 

Potential increase in the research 
and development of more 
necessary treatments, equipment, 
processes, etc. 

Decrease potential for human error 

Distribution/use of erroneous data, 
creating false patterns which 
could harm all stakeholders 

All the same benefits as associated 
with Fair MDM 

 

All the same costs associated with 
Fair MDM 
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the most talented or deserving, yet the most disadvantaged. If there is conflict among the principles, 
the Principle of Equal Liberty takes precedence over the others and the Principle of Fair Equality 
of Opportunity takes precedence over the Difference Principle.  

Rawls’ theory adopts basic values already held by society: it matches basic capitalistic 
economic theory, it allows for acceptance of both the individual and the group dynamic found in 
many societies, it encompasses issues related to need, ability, effort and contribution and it 
promotes least biased moral decisions. Caveats to the Rawlsian approach include the notion that 
the original position is not a sufficiently real or impersonal basis for making moral decisions:  it is 
only an imaginary world, populated by imaginary decision-makers and that hypothetical people 
are making these rules, with no assurance that the rules will in fact be moral. Further, the use of 
the veil of ignorance in the original position may not be the case: the decision-maker might actually 
want to use ideals of utilitarianism, rights or virtues, etc. It is very hard, if not impossible, to 
sufficiently divorce the imaginary world of the original position and veil of ignorance from one’s 
self and knowledge of one’s self and the associated cultural values. The principles themselves are 
not an accurate reflection of what society values:  they are simply the processes one should engage 
to achieve a valid moral decision. See Table 2 for a presentation of Rawls’ Principle of Justice as 
related to aggressive medical data mining. 

Aggressive medical data mining can also be argued to be unethical using theories of rights. 
Velasquez (1998) identifies rights as important, normative and justifiable entitlements to 
something: what is allowed or owed to others according to the legal, social, or ethical principles 
of freedom/entitlement ruling societal interaction. Velasquez (2012) defines moral rights as an 
absence of a prohibition to do something, the right to do something to secure the interests of others 
(a passive right:  pertaining to someone else’s right), or the right to protect the rights of others from 
being violated, (again, a passive right: pertaining to someone else’s right). In the context of 
aggressive medical data mining, subjects have passive rights, in particular:  subjects have the rights 
that others, i.e., collectors, users and those who store the information, secure and protect their 
interests.   

Further, the identification of a right gives that action special status, more important than 
mere claims. Natural or moral rights, justified by a moral standard most people acknowledge 
(Andre and Velasquez, 1990), are associated with responsibilities among parties and assume 
freedom of choice. Rights are important, normative, justifiable entitlements to something: things 
are designated as rights to give them special status, status more important than mere claims. There 
are duties to abide by people’s rights, making this a deontological approach. Typically, where 
someone is entitled to the enforcement of a right, others have associated responsibilities to allow 
that person the right or to act responsibly towards the right-holder. Rights can only be pre-empted 
by other more basic rights, i.e., one’s right to be employed by another is pre-empted by the other’s 
right to discharge one from employment if the other can’t afford to pay for such employment. 
Rights are derived from and protected by legal systems. Generally, what society recognizes as a 
legal duty, i.e., a law, was first be recognized by society as a moral law. Thus, in the context of 
aggressive medical data mining, the rights of collectors, users and custodians of data to collect,
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Table 2: Rawls’ Principles of Justice Applied to Aggressive Medical Data Mining (Adapted from Payne and Raiborn, 2018).  
Principle Theory Application to Fair Medical Data Mining Using STRACQ Application to Aggressive Medical Data Mining 

Principle of 
Equal Liberty 

Each person has 
equal rights to 
the most 
extensive basic 
liberties 
compatible 
with similar 
liberties for all 

Security: each subject has the equal protection, including those collecting, using, sharing and 
storing data, from the CIO to the most technologically ill-educated medical services consumer 

Transparency: each subject has full knowledge and understanding of privacy rights and uses to 
which the data might be put, used and shared by whom 

Respect:  each person’s freedom to divulge information knowingly and freely is assured 
Accountability: all involved with data will be accountable, allowing for equal protection of 

consumers; no one will be immune from liability as not being responsible 
Community: all consumers subject to benefits accruing to use of data knowingly and freely given 
Quality: all consumers will be given equal rights/access to their data to assure that it is correct  

Subjects who reveal their private information are not 
free in regard to the security of their information:  
they have no control over who has the information or 
over the uses to which the information will be put 

While the business and research element of aggressive 
mining are free to exploit the subjects’ private 
information (in sometimes even laudable pursuits), 
subjects don’t have the same resources to protect their 
private information and thus don’t have equal liberties 

Difference 
Principle 

Social and 
economic 
inequalities are 
arranged so 
that the 
inequalities 
benefit those 
least 
advantaged 
members of 
society 

Security: no one is unequal in the assurance of data collection, use, sharing and storing data 
Transparency: each subject deserves to be fully informed, in comprehendible terms, his rights 

relative to collection, use, sharing and storing of private information 
Respect: each subject, from the least technologically and medically astute to the most astute, will 

be given respect and acceptance in making their choices as to what information should be 
shared, with whom, for what purpose 

Accountability: each subject, particularly those seen as having a lesser voice (those more 
vulnerable populations (see Wheeler, 2018)), will be given an accounting of inappropriate use of 
their information, including notification of possible breaches to their privacy 

Community: each subject should be included in not only the medical research, with his knowing 
permission, but should also be beneficiaries of fair use of information derived from data mining 

Quality: those subject least equipped to understand issues of privacy, consent, use, etc. of data 
mining practices should be given all aid in acquiring such understanding 

The business and research element of aggressive mining 
are better able to fight for continued and/or furthered 
privacy violations and public policy changes 
beneficial to continued aggressive mining in the name 
of pursuit of laudable research ends than subjects are 
able to influence public policy to protect privacy 
rights, i.e., the business organizations have more 
access to lobbyists than the average subject of 
gathered information 

The social and economic inequalities benefit the most 
rather than the least advantaged 

Principle of 
Fair Equality 

of 
Opportunity 

Those most 
disadvantaged 
in society 
would have the 
best 
opportunities 
under 
conditions of 
fair equality of 
opportunity 

Security: all subjects are to receive the same high level of security, regardless of their economic, 
social standing in the community 

Transparency: all subjects should be given all pertinent information regarding data mining 
purposes and processes, especially those representing vulnerable populations 

Respect: all subjects should be treated with respect such that those feeling most disenfranchised are 
made to feel most included in data mining activities 

Accountability: all subjects are worthy of accounts of privacy breaches, for example, to hold those 
failing in their duties to preserve privacy rights to the highest standards of ethics and efficacy 

Community: the vulnerable populations, i.e., those at the lower socio-economic spectrum, are 
likely to need better health care options in light of issues related to the lower status like inability 
to afford insurance, unavailability of fresh food sources, etc. 

Quality: the disenfranchised must be given all opportunity to advocate for the preservation of their 
privacy and for access to all records to correct mistakes; such advocacy may be provided by 
champions for the vulnerable, marginalized or disenfranchised in our society 

Business and research interests do not represent the most 
disadvantaged, yet the system to gather, store and 
share private information benefits them the most:  the 
nature of the information as truly private is subjective, 
the measures taken to protect privacy are always at 
risk (thus a need to stop aggressive mining:  if we can 
keep fairly and reasonably disclosed, used and stored, 
keeping aggressively mined information presents an 
even greater challenge) and the laws associated with 
privacy in this context are ripe for the identification of 
“loopholes,” bad faith interpretations of the letter of 
the law and non-compliance with the good faith spirit 
of the law  
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use and/or store medical data have been pre-empted by the more weighty right to privacy.  “Rights 
permit their holders to act in certain ways, or give reasons to treat their holders in certain ways or 
permit their holders to act in certain ways, even if some social aim would be served by doing 
otherwise (Stanford Encyclopedia of Philosophy, 2015).” The valid social aims of the collection 
and use of medical data cannot be questioned, but what can be questioned is whether those aims 
are sufficient to pre-empt the rights of the subjects to privacy:  we assert that it does not if such 
collection, use and/or storage is done aggressively. 

Contractual rights are based in legal rights, rather than moral rights: the force of legal 
structures is behind the imposition and recognition of these rights (Velasquez, 1998). Contractual 
rights have a number of characteristics. First, they are individual-specific, to the individuals 
involved in the contract. Further, they exist as a result of the contract between those in privity of 
contract, i.e., those who are parties to the contract. Additionally, they are enforced by the legal 
system that enacted the pertinent contract law. Finally, all parties in privity (parties to the contract) 
must have knowingly and willingly have entered into the contract and no party in privity should 
intentionally misrepresent facts related to the contract. There can be no coercion in any way by or 
towards any party to the contract; there can be no contract requiring the conduct of immoral or 
illegal action.   

In the context of aggressive medical data mining, the use of contractual rights to protect 
privacy is particularly apposite. Those in privity of contract with the data subject are indeed those 
that already have legal and moral obligations (i.e., see HIPAA) to safeguard the subject’s privacy, 
like the patient’s doctor, hospital or insurance company. When those obligations are not properly 
discharged, the whole societal concept of the sanctity of private information is suspect, a 
conclusion that would be disastrous for the long-term treatment of patients, as well as to research 
efforts that could be of tremendous benefit to society. Further, those who clandestinely collect, use 
or share private information are not contract specific to the subject sharing the data and thus have 
no legal or moral standing to utilize such data. Rightful data custodians have a contractual duty to 
protect the subject and his information. 

With regard to the knowing and willing acceptance of contractual terms safeguarding 
privacy, those who collect, use and share private information have purportedly entered into the 
contract with the data subject understanding that the subject has privacy rights. All parties 
associated with medical data mining and sharing are symbiotic parts of the whole, each having its 
own function:  thus, if we allow aggressive medical data mining, subjects could easily be hesitant 
or even refuse to provide information that could prove useful. The potential resulting absence of 
such information would be detrimental to society as a whole, as well as to individuals. 
Additionally, there is tacit or express agreement that private data will be collected, used and shared 
responsibly and not illegally or in bad faith. Finally, in any context, the elements of integrity and 
good faith are vital foundations upon which society is based and operates effectively: in the 
absence of this foundation, medical data again could be withheld, harming society as a whole, well 
as individuals.  See Table 3 for the theory of contractual rights as applied to aggressive medical 
data mining.
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Table 3: Contractual Rights Applied to Aggressive Medical Data Mining (Adapted from Payne and Raiborn, 2018). 
Principle Theory Application to Fair Medical Data Mining Using STRACQ Application to Aggressive Medical Data Mining 

Privity 

Contracts are specific to the parties to the 
contract 

Security: individual data subjects are assured their data is secure 
Transparency: individual data subjects are given all pertinent information about 

data mining purposes, processes, and parties 
Respect: individual data subjects are commensurately respected as a result of 

their knowing and willing acceptance of the data mining 
Accountability: individual data subjects receive accounts of data breaches, 

inappropriate use, etc. 
Community: individual data subjects are included in the community of 

beneficiaries of the results of data mining 
Quality: individual data subjects are assured quality data mining processes and 

given the right to access and correct their data  

Those who clandestinely collect, use or share private information are not 
contract specific to the subject sharing the data and thus have no legal or 
moral standing to utilize such data 

Legally 
Binding 

Social contracts associated with data 
mining (such as those between the 
physician and the patient/subject) and 
privacy protection are legally binding 
obligations 

Security: Data subjects can be assured that their data is secure according to the 
constraints/requirements of the contract 

Transparency: Contractual approach can be fully/clearly explained  
Respect: Contractual provisions known and willingly accepted  
Accountability: Failure to secure data appropriately could lead to damages 

subjects could be indemnified against 
Community: The community benefits by continued/increased sharing of data as 

they trust data handlers to abide by contractual protections 
Quality: Contractual provisions allow subject access & data correction 

Contractual provisions that limit the use and sharing of private information 
and the storage of such information are legally and morally binding:  
those data custodians must not violate the duty to protect the subject and 
his information by sharing data with those not foreseen as users, by not 
maintaining the highest levels of security for the data, etc. 

Knowing and 
Willing 

Acceptance of 
Contract 

Terms 

All parties should understand the contract 
and should be willingly accepting of 
contract terms 

• There can be no fraud or intentional 
misrepresentation, such as a bad faith 
contractual language designed to allow 
more wide-spread sharing of the 
subject’s private information than the 
subject knowingly and willingly and 
realistically agreed to 

Security:  If subjects are not comfortable with security measures the contract, 
they need not share information, knowingly and willingly 

Transparency:  Contract provisions are sufficiently clear as to produce knowing 
and willing understanding/acceptance of contractual terms 

Respect:  Knowing and willing comprehension and acceptance provide the 
respect of freedom of choice to provide information 

Accountability: Subjects understand and accept that there will be consequences 
to failure to provide adequate privacy protections  

Community: Voluntarily data provision with sufficient knowledge of data 
mining benefits and costs  

Quality:  Subjects understand the access to data, and benefit from use  

All parties associated with medical data mining are symbiotic parts of the 
whole, each having its own function:  if we allow aggressive medical 
data mining, subjects could easily be hesitant or even refuse to provide 
information that could prove useful to the symbiotic whole, i.e., in the 
nature of information that could prevent disease outbreaks, lead to better 
treatments, etc.; the potential resulting absence of such information 
would be detrimental to society as a whole as well as individuals 

There is tacit or express agreement that private data will be collected, used 
and shared responsibly, not illegally in bad faith 

Honesty 

There must be honesty in fact, without 
any kind of fraud  

Security:  Assurance of safe data handling procedures is more likely to prompt 
continued collection/sharing/use of data 

Transparency: Being provided with clarity in all elements of the data mining 
process provides a basis for knowing and willing understanding/acceptance 
that data mining can be beneficial 

Respect: Honesty requires informing subjects of their rights, giving status to 
those rights 

Accountability: Honesty requires admission of mistakes, aiding in the long-term 
development of trust 

 

The elements of integrity and good faith are vital foundations upon which 
society is based and operates effectively:  in the absence of this 
foundation, medical data again could be withheld, harming society as a 
whole, well as individuals 
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The Way Forward? 
Much of the debate concerning ethical distribution and use of medical data has focused on 

balancing access to promote research and improve healthcare outcomes versus a patient’s right to 
privacy and property. This debate has been framed by informed consent, the framework for privacy 
regulation in the U. S., which is intuitively appealing because it protects free will by allowing “data 
subjects to control information according to their own preferences” (MacCarthy, 2011: 3). While 
it would seem clear that patients should enjoy confidentiality when dealing with members of the 
medical profession and there have been numerous attempts to give patients ownership, thereby 
control, over their medical records (Evans, 2012), there are questions about whether informed 
consent can work due to the complexity and evolutionary nature of medical data mining.  In fact, 
to further cloud the debate about informed consent and confidentiality, Feldman and Shaw (2019) 
go so far as to actually identify informed consent and the preservation of confidentiality as two 
primary problems in the data mining debate. 

To address this issue, one must first ask whether a layperson can understand how 
information flows and how it can be analyzed and used. When contacted by Bloomberg News for 
comment on the practice of matchback, the practice previously discussed in terms of re-identifying 
patient information, “Federal regulators said they were not aware of the practice” (Robertson and 
Pettypiece, 2014). If Federal regulators are not aware of a business practice first reported by the 
Washington Post in 2008 (Nakashima, 2008), how are consumers expected to be aware that 
hospitals are mining “credit card records to learn about patients’ vices such as smoking and 
unhealthy eating?” How would consumers be expected to realize that Yahoo used IMS, the broker 
of de-identified patient information, to target ads to the more than 100 million registered users who 
have records in both databases (Robertson and Pettypiece, 2014)? Alternatively, how are 
consumers to know that pharmacies are required to receive consent for prescriptions, but not over-
the-counter drugs when selling information about purchases (Turow, Hennessy and Draper, 2015)? 
Despite the numerous privacy notifications consumers receive, a study by the Annenberg School 
for Communication at the University of Pennsylvania found that 65% of subjects did not know 
that the statement “When a website has a privacy policy, it means the site will not share my 
information with other websites and companies without my permission” is false (Turow et al., 
2015). As such, it is highly unlikely that consumers can effectively safeguard their own privacy. 

While some consumers are aware of information uses, are concerned about privacy of 
medical related data and actively seek to protect themselves, a large percentage unwittingly 
provide access to health information in personally identifiable ways. Arndt (2018) notes that 
patients unwittingly share private information by using apps without stringent security and privacy 
protocols in place.  GPS locaters in phones, activity trackers (which record activity levels, sleep, 
and heart rate), at-home paternity testing, and DNA testing companies fall outside of HIPAA 
protections (Ornstein, 2015). Furthermore, a study of more than 1400 emergency room patients 
who agreed to provide access to their Facebook accounts revealed that more than 7.5% of patient 
posts were related to health (Padrez et al., 2015). Use of these types of products and social media 
may inadvertently endanger the privacy of health data, allowing unscrupulous actors access to 
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information that can be used to develop a more thorough understanding of the data subject when 
combined with other data sources. Therefore, it must be concluded that “relying on informed 
consent to prevent information harms would be similar to letting people decide for themselves 
what level of exposure to toxic substances they would accept in the workshop or the environment” 
(MacCarthy, 2011, p. 4).  

As DeGeorge (2010) notes, one way forward in this debate is to accept that there is no right 
to privacy. West (2017) acknowledges that the notion of privacy is constantly evolving, as noted 
previously.  In this uncertain environment there is debate as to what privacy is, whether there is a 
right to privacy and, if so, what is it. This debate calls out for constructive solutions to perceived 
privacy violations.   

Arndt (2018) offers that “it’s first and foremost the patient’s responsibility to keep (their) 
data secure and private.”  Scardelli (2019) suggests that one should not put anything online that 
one would not share with the general public. While this approach is facile, it is not one that 
recommends itself to most people. Instead, we propose a system where medical organizations 
classify the intent of their data mining activities and then conduct those activities within the 
STRACQ ethical framework. First, in accordance with Table 4, if the activity is conducted in the 
primary use of the patient’s data or is being used for permissible health policy purposes, it should 
be classified as “Necessary” and be allowed, as it is both legal and ethical. If no attempt is made 
to re-identify the patient and the intent is to use the information for healthcare research or to 
communicate marketing and/or drug/procedure information materials to a community of patients, 
it should be seen as a “Reasonable” use of the data. If, however, there is an attempt to re-identify 
patient data without the subject’s knowledge or permission or to monetize the information gleaned 
through directed, individualized marketing, this should be seen as “Aggressive.” As previously 
asserted, aggressive medical data mining may be done within the letter of the law, but is unethical 
and bad business practice. Further, if the purpose of the data mining is to re-identify de-identified 
patient data for strictly commercial purposes, it should be seen as “Illegal.” While perhaps not 
strictly illegal, the intent is obviously to pierce the veil of privacy for personal/corporate gain rather 
than for patient/societal benefit and therefore should not be undertaken.  See Table 4 for a 
comparison of acceptable medical data mining and aggressive medical data mining. 

If medical data mining is to be undertaken, we recommend practitioners do so within the 
bounds of the STRACQ framework of ethical medical data mining principles (Watson and Payne, 
2020). The STRACQ model is based on respect for privacy and human dignity, ensuring 
confidentiality reflecting six basic tenets: Security, Transparency, Respect, Accountability, 
Community and Quality. Ensuring security and respect mitigates liability but, by reducing fear, 
can increase information sharing thereby improving medical delivery and increase societal benefits 
(Shmueli, 2017; Firmani, Tanca and Torlone, 2019; Wheeler, 2018; World Privacy Forum, 2007). 
Transparency and accountability ensure that data subjects are aware of how their data will be used, 
creates clear procedures for its use, transmission, and disposal and provides a means to achieve 
satisfaction if those procedures are not carried out (Feldman and Shaw, 2019; Firmani, et al., 2019; 
World Privacy Forum, 2007). Community addresses the need for the medical community to engage 
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Table 4:  Medical Data Mining:  Characteristics, Intent and Perspective (Adapted from Payne and Raiborn, 2018). 
Concept Definition Telling 

Characteristics 
Abides by the Letter 

or Spirit of the 
Law 

Consumer Perspectives Healthcare Provider/Industry 
Perspective 

Research and 
Public Health 

 
Necessary 
MDM 

Use of 
identified or 
de-identified 
patient data for 
medically 
required 
purposes 
 

Used in the primary 
patient care or for 
permissible health 
policy purposes 

Legal and ethical; may 
be mandated for public 
policy purposes 

STRACQ demands met: for 
increased healthcare quality and 
control, decreased anxiety, 
ambiguity, and uncertainty; to 
advance medical knowledge, 
information is used and shared 
appropriately 

STRACQ demands met:  for 
increased certainty of proper 
treatment and 
identification/tracking of health 
risk trends, etc.; economic, 
status, altruism and legal values 
are upheld 

STRACQ demands met:  
greatly increased ability to 
track healthcare trends, 
creates better identification 
and tracking of public health 
trends and treatments 
 

Reasonable 
MDM 

No attempt to 
re-identify 
patient 

Used for medical 
research and 
communication of 
marketing and 
drug/procedure 
information materials 

Legal and ethical; 
valid public policy 
served 

STRACQ demands met: for 
increased healthcare quality and 
control, decreased anxiety, 
ambiguity, and uncertainty; 
healthcare providers are ethical, 
caring and fairly compensated; 
information will be used and 
shared appropriately 

STRACQ demands met:  for 
increased certainty of proper 
treatment and continuous 
identification/tracking of health 
risk trends, etc.; economic, 
status, altruism and legal values 
are upheld 

STRACQ demands met:  
increased ability to track 
healthcare trends, 
identification and tracking of 
public health trends and 
treatments 
 

Aggressive 
MDM 

Re-identifying 
de-identified 
patient data 
without the 
patient’s 
permission or 
knowledge 

Used for medical 
research AND direct 
contact marketing in 
bad faith interpretation 
of the letter of the law, 
i.e., HIPAA 

Legal but unethical; 
public policy is not 
served as cost of lost 
privacy is too great 

STRACQ demands not met: 
increased fear of privacy 
violation by unexpected users, 
i.e., third party researchers; 
increased provider competition, 
rising costs; focus shift from 
current care to design of 
preventative treatments 

STRACQ demands not met:  
while immediate care costs 
could decline, costs of privacy 
violations will increase; status 
suffers when privacy breaches 
become known; altruism is 
lacking in the self-serving 
practice; potential legal 
problems abound 

STRACQ demands not met:  
aggressive MDM may lead 
to increased likelihood of  
privacy invasion and 
subsequent legal issues; this 
could initiate policies that 
slowly but surely chip away 
at privacy rights 

Illegal 
MDM 

Illegally re-
identifying de-
identified 
patient data  

Used for sale of 
private information 
simply to make a 
profit; disregard of the 
letter of the law, i.e., 
HIPAA, through use 
of unscrupulous data 
collection, storage, 
sharing, etc., practices 

Illegal and unethical; 
there is no legitimate 
public policy to be 
served, but, further, 
there could be a 
backlash of refusal to 
share information, 
actually harming 
public policy ends 

Not only are STRACQ demands 
not met as in Aggressive MDM, 
but increased fear of wider-
spread privacy violations, much 
like privacy violations 
associated with the “Dark Web,” 
increases 

STRACQ demands not met:  
significantly increased risks 
associated with illegal and/or 
criminal uses of private 
information, i.e., declination of 
health care benefits, identity 
theft, etc. 

STRACQ demands not met:  
policies designed to prevent 
privacy violations are not 
followed, perhaps sparking a 
change in public policy 
towards recognizing no 
privacy rights and prompting 
no legal protections for 
privacy violation  
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stakeholders regarding privacy, fair use, and control of medical data if they are to assuage fears 
over invasion of privacy. Medical data mining has the potential to enhance medical research while 
also improving healthcare delivery. Finally, quality reflects the need to have quality processes to 
capture, analyze and transmit data. Further, it provides a fair structure allowing individuals to 
address inaccuracies in their medical records (see Mauthner, 2019 for notes of “good practice” 
involving informed consent, prevention of harm and privacy protection; World Privacy Forum, 
2007).  We believe that it provides a basis for the development of “protocols that are attentive to 
the distinctive ethical relations, character, and procedures that accompany the collection and 
analysis of qualitative [any] data (Feldman and Shaw, 2019: 714).” 

Such protocols are twofold, including both the consumer and healthcare providers 
perspectives.  Avitzur (2018) and Mendelsohnn (2020) offer practical suggestions that consumers 
can adopt that will provide some protection from privacy intrusions. Control over what information 
is available to websites a few things:  first, consumers should understand technology as it promotes 
privacy intrusions; for example, we need to know more about tracking technologies inherent in 
activity trackers, heart monitors, browser characteristics.  Avitzur (2018: 11) also suggests that 
tracking can be better controlled if we browse in “private” mode: “cookies will be deleted once 
you browser windows and that searches won’t be recorded in your browser history.”  Devices 
should be secured, as should paperwork.  Permissions on apps and passwords should be reviewed 
as to whether the permission should be given or how often passwords should be changed.  
Regarding paperwork, the physical existence of sensitive data should be protected:  medical 
records and forms should not be accidentally shared with anyone, family member or not, without 
permission from the patient.  Information should not be “overshared” on social media like 
Facebook or Twitter.  Mendelsohnn (2020) further suggests more specific actions that provide 
protection:  extreme care can be taken to withhold social security numbers and Medicare ID 
numbers.  She also suggests that we use care in using browsers in DIY health inquiries (also see 
Hoffman, 2015): “the practice (of searching about medical conditions) might reveal more personal 
information than you’d expect and allow(s) advertisers to track your web activity.  If the info falls 
into the wrong hands, it could be used to steal your identity (p. 11).”  With regard to apps and 
devices, Mendelsohnn (2020) notes the dangers of using apps that, for example remind one to take 
one’s medications on time.  Citing Alexa and Google Home, she warns that some apps voluntarily 
apply HIPAA standards, but that these apps and the companies that have access to them are not 
obligated to adhere to HIPAA standards of privacy.  Checking privacy policies of any company or 
app is a strait forward way to decide if one should share private information. 
 On the healthcare provider side of the issue, Holtzman (2018: 26) notes that risk assessment 
and the use of data loss prevention (DLP) solutions are important tools in the preservation of 
privacy; in particular, DLP “enhances awareness of what is going on with information, enables 
better control of those actions, and helps to protect against unauthorized disclosures and loss of 
data.  In the context of laboratory medical trials, Borovecki, Mlinaric, Horvat and Smolcic (2018: 
1) suggest that informed consent is vitally important; “informed consent is a process in which a 
human subject who is to participate in research needs to give his or her consent after being properly 
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informed of the expected benefits as well as the potential harm of the research” to be performed.  
They further assert that the language contained in consent forms should be understood:  “clearly 
written, easily understandable and not excessively lengthy (p. 6).” Subjects should be told that 
their data may be used for diagnostic purposes, but also for future research, even research that is 
not planned at the time the data is collected.  For a brief review of basic actions both consumers 
and healthcare providers can take to preserve privacy rights in the face of medical data mining, see 
Table 5.   
 
Table 5:  Practical Solutions to Prevent Victimization by Aggressive Medical Data Mining  

The Consumer Perspective The Healthcare Provider Perspective 
Control what websites know Maintain continuous risk assessment exercises 
Secure one’s devices Work to identify threats to security (i.e., 

hackers, terrorists…) 
Secure one’s paperwork Employ data loss protection solutions 
Don’t overshare private information Obtain fully informed consent in all aspects of 

data mining 
Secure one’s social security number Encourage consumer ownership of privacy 

protections through easing ability to gain 
careful comprehension of privacy policies 

Protect one’s Medicare ID number and 
information 

IT Executive Suite Data Governance strategies 
should be in place 

Resist web searches on medical conditions Conform to data quality frameworks 
Adapted from: Avitzur, 2018; Mendelsohnn, 2020; Holtzman, 2018; Borovecki, Mlinaric, Horvat 
and Smolcic, 2018; Firmani, et al., 2019; Lesley and Shmerling, 2015; Wheeler, 2018 
 

Conclusion 
The American Medical Association “Principles of Medical Ethics” reflects the dichotomy 

of mining and sharing medical data. Medical professionals owe a duty to respect patients’ rights 
and safegurad confidentiality; however, they must also advance medical knowledge and make 
information available to patients, colleagues, and the public. Indeed, “in a climate where 
technology, the availability and use of data, and opportunities to greatly enhance and improve the 
delivery of health care proliferate, the ability for HCPs and medical technology companies to 
explore collaborative enad educations realationships is essential (Bertolini, et al., 2019:  16).”  
Aggressive mining or sharing of medical data, without good protocols to ensure confidentiality 
and/or legitimate medical purposes, can lead to an invasion of privacy. However, adherence to 
good practices already formulated and implemented in healthcare communities, as well as 
adherence to basic ethical principles, will prevent such perversion of what is legal and ethical. 
Therefore, we do not suggest that mining or sharing medical data is tantamount to an invasion of 
privacy. Certainly that possibility exists, as the possibility exists for any legitimate, legal, or moral 
action to become illegitimate, illegal or immoral. However, adherence to sound scientific research 
practice and good business ethics as detailed by the STRACQ model should preclude the likening 
of well-done data mining/sharing to privacy invasion.  By addressing the issue of proper and 
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improper medical data mining, this paper aids in the development of an ethical model that medical 
stakeholders can utilize to determine what data to collect, from whom, with whom it should be 
shared. As Hoerl (2017:  76) notes: “big behavior data presents a big ethical problem, one that we 
are already way behind on as a profession and as a society.  Leadership and bold action are called 
for.”  Our model provides leadership in providing a foundation for discussion and strategy 
development for resolving this ‘big ethical problem.’ 
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Abstract 

 
The authors recommend the use of blockchain as a technology platform that can support 

the security, interoperability, and decentralization needed in Electronic Medical Records (EMR).  
The 2009 Health Information Technology for Economic and Clinical Health Act (HITECH) 
ushered in the widespread adoption of EMR.  An unfortunate outcome of the act, however, was 
the overlooked opportunity to standardize and integrate EMR across systems.  Therefore, some 
of the missed communication, costs, and issues of manually transferring records to specialists, 
laboratories, and other providers still exist.  Moreover, issues with antiquated processes rabid 
with transfer errors, inefficiencies, and miss steps slow the process of sharing sensitive patient 
information.  Significantly, since 2009, technology advancements in the blockchain platform 
have ushered in functionality that lends itself to various business applications outside of 
cryptocurrency.  Because of wide adoption, the current state of EMR is positioned for a phase 
two implementation.  Mindful of the missed opportunities for standardization and integration of 
patient data across EMR systems under the first stimulus package, the potential of a HITECH 
Act II could provide that much needed standardization and integration.  However, as important 
as integration is, the added benefit of blockchain’s inherent and ongoing development could 
position ERM on a perpetual path to opportunities for new functionality and security. 

 
Introduction 

 
Health care is one of the many industries that is experiencing change because of 

emerging technology.  For health care, change is a means to enhance patient experiences and 
outcomes, provide greater transparency between the patient and his or her providers, and reduce 
costs.  Nonetheless, safeguarding and controlling access to patient health care data remains 
important.  Returns on investments to address these areas are often difficult to show, since the 
benefits of emerging technology are not often immediately tangible, are not integrated 
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consistently across payers and providers, and tend to be more of a benefit long-term in a business 
world that is more inclined to reward short-term results and maintain confidentiality for 
competitive advantage. 

 
Data relating to health care may commonly involve four sources: clinical data, claims 

data, patient-generated data, and emerging data sources such as social media.1  Found inside and 
outside of medical systems, any one of these sources can include multiple systems.  As with any 
data sourcing, the challenges of health care data include quality, language, movement, record 
retention, and regulatory compliance.  Data quality is often universally explained with the idiom, 
“garbage in, garbage out.”  This does not imply that the intent is ever to create bad data but 
rather a mindset of sourcing quality information is important.  In today’s digital age the idiom 
“garbage in, gospel out” had become the new advisory phrase.  That is, maintain a guarded 
mindset cautious not to over trust information because the input has found its way through a 
modern analytics process.  Even with vetted data and measured analytics, considering the 
language of country or culture, and various definitions and acronyms are confounded in the 
written language of the data across disciplines and information systems.  In addition, once stored 
does not mean always stored.  Data movement is inevitable and may include extracting, 
translating, and loading as hardware and software change.  In addition to technology change, 
data does not reside in one place forever or survive forever as each data source abides by a 
different retention policy.  Not the least of these challenges is the regulatory compliance 
developed by governing bodies around the world. 

 
Moreover, with the advent of advancing value in medicine with such things as genetic 

testing comes an opportunity to address data integration, increased cost pressure, and the 
landscape for reimbursement.2  These are the same opportunities found across the health care 
industry with the expansion of personal data and personalized medicine as well.  As health care 
advances—not unlike the reset of the world’s business industries—additional background 
information about a person’s health and wellbeing will become available and require a safe 
storage place.  This background information will include sensitive data about a person’s genetic, 
genomic, mental health, and lifestyle.3  In addition, background information will include the 
social determinants that defines one’s health and wellbeing as a condition of where he or she was 
born, grew up, lives, works, and age.  These determinants happen because of what the World 
Health Organization identifies as the 10 social determinants of health.4  The details of these 
determinants are important only from the context that more personal data will need to be 
available, accurate, and secure in the quest to provide effective and efficient health care.  
Expanding one’s data records to EHR from EMR is going beyond a clinical understanding of 

1 Olivia Cavlan, Sastry Chilukuri, Matthias Evers, and Ann Westra, Real-world evidence: From activity to impact, 
MCKINSEY & COMPANY (May 2018); available from: https://www.mckinsey.com/industries/pharmaceuticals-
and-medical-products/our-insights/real-world-evidence-from-activity-to-impact-in-healthcare-decision-making.  
2 Queenie Cheong, Sastry Chilukuri, David Quigley, and Jonathan Usuka, Genetic testing: Opportunities to unlock 
value in precision medicine, MCKINSEY & COMPANY (October 2018); available from: 
https://www.mckinsey.com/industries/pharmaceuticals-and-medical-products/our-insights/genetic-testing-
opportunities-to-unlock-value-in-precision-medicine.  
3 Id.  
4 Principles of practice: Determinants of Health, AUSTRALIAN DEPARTMENT OF HEALTH & HUMAN SERVICES (2019); 
available from: https://www.dhhs.tas.gov.au/wihpw/principles/determinants_of_health.  
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one’s health and adds complexity for systems integration and security.5  Based on the definition 
in the HITECH act, today’s system may be more of an EMR with clinical health information.6 
versus an EHR that includes both clinical health information and social determinant information. 

 
The motivation for using blockchain is to reduce the paperwork involved in tracking and 

processing a person’s health care information.  Of course, the term “paperwork” is used 
figuratively here in a time of government, mandated electronic records.7  By definition, EMRs 
need to track and process information between internal and external health care systems, 
networks, and providers.  To that end, the information must be recorded transparently, follow a 
prescribed workflow, be transmitted correctly between stakeholders, and be secure in transit and 
at rest.  The added motivation to use blockchain technology is the built-in auditing process for 
validating the transactions in the EMR along the way and the data security structure that provides 
information access only to those authorized.  The health care industry, like the shipping 
industry,8 is a large network with many partners where blockchain can be an ideal and secure 
organizing tool. 

 
Part 1 of this article examines the state of Medical Records and how they were switched 

into electronic form after the U.S. Government provided financial incentives to do so with the 
passage of the Health Information Technology for Economic and Clinical Health Act of 2009 
(“HITECH”).  That transformation, however, overlooked any semblance of conformity, as a 
consequence of which medical records are diffused, disaggregated, and subject to cyberattacks. 

 
Part 2 examines the privacy protection requirements mandated by Health Insurance 

Portability and Accountability Act of 1996 (“HIPAA”) and the penalties imposed for HIPPA 
violations. 

 
Part 3 examines the privacy standards and administrative requirements imposed by 

HIPPA and reinforced by the passage of the HITECH and the technical safeguards of the HIPAA 
Security Rule. 

 
Part 4 examines the broad authority of the Federal Trade Commission to protect 

consumers’ personal and privacy from data breaches as articulated in F.T.C. v. Wyndham 
Worldwide Corp., 799 F.3d 236 (3d Cir. 2015), 

 

5 US Health Information Technology for Economic and Clinical Health (HITECH) Act.  Title XIII of Division A 
and Title IV of Division B of the American Recovery and Reinvestment Act of 2009 (ARRA), Pub. L. No. 111-5, 
123 Stat. 226 2009; February 17, 2009: https://www.govinfo.gov/content/pkg/PLAW-111publ5/pdf/PLAW-
111publ5.pdf. 
6 Id.  
7 Id.  
8 Imani Moise and Dominic Chopping, Maersk and IBM aim to apply blockchain to trade, THE WALL STREET 
JOURNAL (January 17, 2018, B5); available from https://www.wsj.com/articles/maersk-and-ibm-partner-on-
blockchain-for-global-trade-
1516111543#:~:text=Maersk%2C%20which%20owns%20the%20world's,global%20trade%20using%20blockchain
%20technology.  
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Part 5 examines the major and massive health care data breaches during the period 2017-
2020, and underscores the vulnerability of private and sensitive information contained in medical 
and health care records. 

 
Part 6 provides a brief history of the development of blockchain, explains how 

blockchain operates and how the ethereum programming language and distributed ledger 
technology can provide unprecedented protection to electronic medical and health records. 

 
Part 7 describes how blockchain can be adapted to serve as the health record backbone, 

examines the success of preliminary efforts to apply blockchain to electronic medical and health 
records by researchers at the Massachusetts Institute of Technology and Massachusetts General 
Hospital, and demonstrates how blockchain can meet the HITECH security requirements. 

 
Part 8 concludes that blockchain is an innovative tool that not only can play a crucial role 

managing, controlling, and securing medical records, but also provides the opportunity for the 
successful integration of patients’ digital data, thereby enhancing medical research to 
substantially improve the quality and efficiency of care delivered, engaging patients and their 
families in their health, and improving care coordination and public health. 

 
(1) Current State of Medical Records 

 
In the recent past, patient health records were maintained in paper charts, using divided 

folders, and typically written in the SOAP format (Subjective, Objective, Assessment, and Plan) 
in as brief a form as possible.9  This remained largely unchanged from the 1960’s until the 
1990’s when fax machines came into common use.  Faxes allowed for transmission of records 
from one health care entity to another, but they had significant downsides, including jamming, 
blurring of pages, and the possibility of sending to an incorrect location.  These issues led most 
industries to move away from reliance on faxes; nonetheless, in the U.S. much health care 
communication still occurs via fax.  One firm estimates that 75% of communication was still 
conducted by fax as recently as 2017.10  Even after the U.S. government spent $36 billion to 
switch paper medical records to EMR and an 86 percent adoption rate at physician practices plus 
an adoption rate of 96 percent at acute care hospitals by 2017,11 the EMR systems are 
incompatible, which leaves providers printing EMRs and faxing or mailing them.12  While issues 
with faxing persist, the Health Insurance Portability and Accountability Act of 1996 (HIPAA) set 
very specific rules on the handling and disclosure of patients’ health information for all providers 
who bill services to Medicare and also, set appropriately high standards for ensuring patient 
privacy.13  These standards are necessary given the highly sensitive nature of patient data, but 
may make it more difficult to achieve innovation within the industry. 

9 Erika Fry and Fred Schulte, Death by a thousand clicks. FORTUNE (April 1, 2019, p. 57-73); available from 
https://fortune.com/longform/medical-records/.  
10 Sarah Kliff, The fax of life: Why American medicine still runs on fax machines, VOX (January 12, 2018); 
available from: https://www.vox.com/health-care/2017/10/30/16228054/american-medical-system-fax-machines-
why.  
11 Fry supra note 9. 
12 Kliff supra note 10. 
13 Summary of HIPAA Privacy Rule, US OFFICE OF CIVIL RIGHTS, UNITED STATES DEPARTMENT OF 
HEALTH & HUMAN SERVICES (last revised July 26, 2013); available from: https://www.hhs.gov/hipaa/for-
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In the early conversion of paper health records into electronic formats, much of the initial 

emphasis was on billing decision support in the existing paradigm of a problem-focused record.14  
Many physicians were thus initially reluctant to adapt to these new systems.  Change has 
occurred more rapidly since 2009 with the passage of the HITECH to improve health care 
delivery through the use of technology, as well as updated privacy rules legislated by HIPAA. 
Much of this funding was done through incentive payments to physicians and health systems to 
adopt EHR systems.15  Additionally, the concerns that these federal regulations would stifle 
innovation may not have been well founded.  Despite specific regulations regarding EHR’s, there 
was a large increase in the number and variety of EHR vendors after the funding generated by 
HITECH, with as many as 1,265 distinct complete EHR products that meet federal standards. 
These standards focus on security and interoperability requirements.16  While this may seem to 
have been a positive stimulus for change, it has only exacerbated many physicians’ concern 
about the usability and practical applications of these systems.  Seventy percent of physicians did 
not find that their EHR system was worth the cost or the effort,17 indicating a perceived lack of 
value in these technologies. 

 
The wide variety and scope of the health care industry make standardization and 

interoperability difficult to achieve, and economic incentives do not incentivize sharing of data.  
In 2016, in addition to other areas of health and pharmaceutical research, the 21st Century Cures 
Act also attempted to define interoperability and prohibited information blocking.18  This portion 
of the law has not been fully implemented, and it remains to be determined how federal 
regulators will interpret and implement the act’s goals. 

 
The sensitive and private nature of health care data makes it an enticing target for 

cyberattacks and requires high standards of data security.  These security features can be divided 
into technical (such as access control, audit trails, encryption); administrative (for instance risk 
management, security officer, disaster recovery); and physical safeguard (as found in site access 
and site hardware security.19  Current cryptography methods, such as username-password and 

professionals/privacy/laws-regulations/index.html.  The HIPPA privacy protection requirements are discussed infra 
in the next section. 
14 James J. Cimino, Improving the electronic health record: Are clinicians getting what they wished for? JOURNAL 
OF THE AMERICAN MEDICAL ASSOCIATION (Vol. 309, No. 10, March 13, 2013, p. 991-992); available from 
https://pubmed.ncbi.nlm.nih.gov/23483171/; and Fry supra note 9. 
15 Micky Tripathi, EHR evolution: Policy and legislation forces changing the HER, JOURNAL OF AHIMA (Vol. 
83, No. 10, October 2012, p. 24-29); available from . https://library.ahima.org/doc?oid=105689#.YAwY3ehKjtM.  
16 How can certified health IT help my practice? HEALTH IT PLAYBOOK: SECTION 2, CERTIFIED HEALTH 
IT, US HEALTH INFORMATION TECHNOLOGY (May 31, 2019); available from: 
https://www.healthit.gov/playbook/certified-health-it/. 
17 Donna Marbury and Alison Ritchie, Post-implementation: Making the EHR system work for you, MEDICAL 
ECONOMICS (Vol 91, No. 5, March 2014, p. 34-39; available from https://pubmed.ncbi.nlm.nih.gov/25137907/.  
18 US 21st Century Cures Act. An Act to accelerate the discovery, development, and delivery of 21st century cures. 
United States Pub. L. No. 114-255; December 13, 2016; Available from: 
https://www.congress.gov/114/bills/hr34/BILLS-114hr34enr.pdf.  
19 Clemens Kruse et al., Security techniques for the electronic health records, JOURNAL OF MEDICAL 
SYSTEMS (Vol 48, No. 8, July 21, 2017, p. 1-9; available from 
https://www.ncbi.nlm.nih.gov/pmc/articles/PMC5522514/.  
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encryption-decryption of data are useful and widely adopted,20 in addition to public and private 
keys.  Moreover, in health care most data breach issues are theft or loss versus hacking.  As 
health care technology continues to advance the monitoring of security and controls from all 
sources of threat will be important and require updating continually.  Existing medical record 
systems do not have the interoperability or patient access to help combat medical error, fraud 
such as overbilling, and data entry tasks that contribute to physician burnout.21 

 
(2) HIPPA Privacy Protection Requirements 

 
The health care industry has two distinct reasons to guarantee the safety of patients’ 

personal data.  The first reason is the privacy protection requirements of the Health Insurance 
Portability and Accountability Act of 1996, Pub. L. No. 104-191, 110 Stat. 1936 (codified as 
amended in scattered sections of U.S.C.), which impose civil and criminal penalties on violators 
of the HIPAA Privacy Standards.  The civil penalties range from $100 per violation (up to a total 
of $25,000) to $50,000 per violation (up to a total of $1.5 million).22  The criminal provisions, 
which range from a fine of less than $50,000 to imprisonment up ten years, punish any individual 
who knowingly misuse a unique health identifier, cause an identifier to be misused, or obtain or 
disclose a unique health identifier.23  The second reason to guarantee the safety of personal 
patient data is the ability of the Federal Trade Commission to bring a broad range of unfair trade 
practice actions under section 5(a) of the Federal Trade Commission Act, 15 U.S.C.A. § 45(a), 
for failure to protect consumers private and personal information from data breaches, as upheld 
in F.T.C. v. Wyndham Worldwide Corp., 799 F.3d 236 (3d Cir. 2015).24 

 
(3) HIPAA and HITECH Privacy Standards 

 
The Health Insurance Portability and Accountability Act of 1996 (“HIPAA”) was enacted 

to encourage the development of a health information system, to facilitate the sharing of health 
information for purposes that benefited patients and the health care industry, and to establish 
requirements and standards for electronic transmission of that information.25  HIPAA broadly 
defines “Protected Health Information” (“PHI”) as all “individually identifiable health 
information (including demographic information)” which is (1) “transmitted by electronic 
media,” (2) “maintained in electronic media,” or (3) “transmitted or maintained in any other form 
of medium.”26  In order to be protected under HIPAA, PHI (1) must relate to individual’s past, 
present, or future physical or mental health condition, (2) must “originate or be received by a 
health care provider, health plan, employer, or health care clearing house,” and (3) must readily 
identify the individual or provide a reasonable inference that the individual can be identified 

20 Suanu B. Wikina, What caused the breach? An examination of use of information technology and health data 
breaches, PERSPECTIVES IN HEALTH INFORMATION MANAGEMENT (Fall 2014, No. 11, p.1-16); available 
from https://www.ncbi.nlm.nih.gov/pmc/articles/PMC4272442/. 
21 Fry supra note 9. 
22 Shawn Marie Boyne, Data Protection in the United States, 66 AM. J. COMP. L. 299, 335 (Supplement 2018). 
23 Megan Bradshaw, Not So Hip? The Expanded Burdens on and Consequences to Law Firms as Business 
Associates under HITEH Modifications to HIPAA, 13 RICH. J.L. & PUB. INT. 313, 322 (2010). 
24 Boyne supra n. 22 at 334.  
25 Bradshaw supra n. 23 at 316. 
26 Id. at 318. 
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from the information.27  As originally enacted, HIPAA imposed its privacy regulations on 
“covered entities,” which were defined to include health plans, health care clearing houses, and 
health care providers.  HIPAA’s regulations required covered entities to give individuals 
adequate notice of the uses and disclosures of PHI and to describe the individual’s rights and 
entities’ legal obligations with respect to PHI.  In addition, covered entities were required to 
designate a “privacy official” who was assigned responsibility to develop and implement 
procedures to bring the covered entity into compliance with HIPAA regulations and to train its 
employees to properly handle PHI.  “Business associates,” which are defined as “persons or 
organizations that handle a substantial amount of PHI in the performance of functions or services 
for covered entities,” and which include covered entities’ consultants, accountants, claim 
processors, and law firms, are also subject to privacy restrictions by regulations initially adopted 
by the Department of Health and Human Resources.  More particularly, those regulations: “(1) 
prohibit business associates from disclosing or utilizing PHI beyond the contract terms, (2) 
require business associates to develop internal guidelines regarding the handling of PHI; (3) 
mandate the opening of business associate records to HHS and covered entities, upon request, 
and (4) compel the inclusion of terms assuring that the business associate will comply with the 
contract and applicable regulations.”28  Notably, however, the liability of business associates was 
limited to breach of contract claims by relevant covered entities.29 

 
The scope of liability of business associates was dramatically enhanced with the passage 

of the Health Information Technology for Economic and Clinical Health Act (“HITECH”), 
which was included in the omnibus American Recovery and Reinvestment Act of 2009 
(“ARRA”), Pub. L. No. 111-5, div. A, tit. XIII, 123 Stat. 226 (codified as amended in scattered 
sections of U.S.C.).  The fundamental purpose of HITECH was to incentivize the 
computerization of all medical records, to facilitate the exchange of health information between 
entities and, given the expanded use of electronic health records, to extend the HIPAA privacy 
protections and penalties imposed on covered entities to business associates, thereby making 
business associates directly responsible for physical, administrative, and technical safeguards of 
the HIPAA Security Rule obligations and the privacy protections of the HIPAA Privacy Rule 
governing the use and disclosure of PHI, all of which must be incorporated into the business 
associate agreements and compliance with which is measured through periodic audits conducted 
by the Secretary of HHS.30  Hence any business associate who received any PHI from its clients 
must: (1) identify a “privacy official” to develop and implement HIPAA policies and procedures; 
(2) designate an individual to receive, process, and document the disposition of complaints about 
the handling and safeguarding PHI; (3) develop policies and procedures to protect PHI from 
inappropriate disclosure and use; and (4) designate a “security official” to administer safeguards 
(a) protecting electronic PHI from any use beyond the scope of the business associate agreement, 
(b) restricting physical access to the system housing electronic PHI, company premises, 
workstations storing PHI, electronic and physical movement of hardware and electronic media 
containing electronic PHI, (c) implementing technical safeguards restricting access to authorized 
personnel such as unique identifiers that track who is accessing what electronic PHI, and (d) 

27 Id.  
28 Id. at 320-22. 
29 Id. at 328. 
30 Id. at 327-29, 333, 335. 
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selecting appropriate means to prevent unauthorized access to electronic PHI, such as encryption 
and decryption of electronic PHI.31   

 
(4) Federal Trade Commission Enforcement Authority 

 
The Federal Trade Commission Act (FTC), 15 U.S.C.A. § 45(a), confers broad authority 

on the FTC to protect consumers’ personal information and privacy from data breaches.  In 
F.T.C. v. Wyndham Worldwide Corp., 799 F.3d 236 (3d Cir. 2015), the Third Circuit Court of 
Appeals affirmed a lower court decision upholding the FTC’s broad authority to regulate data 
security practices under the unfairness prong of § 45(a), i.e., “unfair or deceptive acts or 
practices in or affecting commerce.”  In three separate cyber security attacks into Wyndham’s 
computer systems between 2008 and 2009, hackers gained access to personal and financial 
information of Wyndham’s customers and racked up fraudulent charges in excess of $10.6 
million.  The FTC charged Wyndham with (1) allowing company branded hotels store payment 
card information in clear readable text, (2) using easily guessed passwords to access property 
management systems, (3) failing to use security measures to limit access between the hotel 
management system, the company network and the Internet, (4) allowing hotel property 
management systems to connect to its network without taking appropriate cybersecurity 
precautions, (5) failing to restrict access procedures from third parties, (6) failing to employ 
reasonable measures to detect and prevent access to its computer network, and (7) failing to 
follow proper incident response protocols.32  Rather than challenging or rebutting the FTC 
charges, Wyndham argued that the FTC failed to give notice that it would pursue cybersecurity 
lapses as unfair trade practices and lacked authority to bring unfair and deceptive practice actions 
for cybersecurity breaches.  The federal district court denied Wyndham’s motion to dismiss the 
action and, by allowing the case to proceed, upheld the FTC’s jurisdiction over cybersecurity.  
The district court rejected Wyndham’s arguments, concluding (1) the question of whether the 
FTC gave notice of its intentions was not relevant, because the statute itself provided notice that 
lapses in cybersecurity constitute unfair trade practices, and (2) the FTC has authority to pursue 
unfair trade practice actions for cybersecurity breaches, thereby providing the FTC with a clear 
path to enter the cyber world without fear of jurisdictional attacks.33 

 
The Third Circuit affirmed the federal district court, rejected Wyndham’s argument that 

subsequently enacted legislation - Gramm-Leach-Bliley Act, the Fair Credit Reporting Act, and 
the Children's Online Privacy Protection Act – excluded cybersecurity from the FTC’s authority, 
and affirmed the FTC’s authority to regulate data security practices under the unfairness prong.34  
Hence companies in possession of PHI are subject to the FTC’s voluntary compliance 
procedures through the use of consent decrees, and, in the absence of a consent order, 
administrative complaints by the FTC which are heard initially by an administrative law judge, 
may be appealed to the Commission, and thereafter appealed to the U.S. Court of Appeals and 
ultimately the Supreme Court. 

 

31 Id. at 329-32. 
32Vince Vela, Doctoring Up Cybersecurity Standards: A Solution to Adequate Internet Security Measures Post 
Wyndham, 3 TEX. A&M J. PROP. L. 243, 252 (2016).  
33 Id. at 249-250. 
34 Boyne supra note 22 at 334. 
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(5) Major Health Care Data Breaches: 2017-2020 
 

Significantly, there have been major health care breaches over the past four years.  In 
2017, there were 359 data breaches of 500 or more records reported to Department of Health and 
Human Services’ Office for Civil Rights (OCR), and those breaches exposed 5,138,179 
healthcare records.35  In 2018, OCR received notifications of 351 breaches of 500 or more health 
care records, resulting in the exposure of 13,010,821 healthcare records,36  In 2019, over 41.4 
million patient records were exposed by 572 security incidents, in which hacking incidents 
surged but insider-related events decreased over the previous year.37  Indeed, 2019 witnessed 
“more data breaches reported than any other year in history, and was the second worst year in 
terms of the number of breached records,” exposing, disclosing or stealing “the healthcare 
records of 12.55% of the population of the United States.”38  In 2020, the health care sector was 
“pummeled with targeted cyberattacks” resulting in the biggest healthcare data breaches seen in 
recent years.39  Although fewer hacking incidents were reported in the first half of the year, 
“active threats continued to plague the sector, from ransomware to insiders, which came to a 
head in September with a steady onslaught of ransomware attacks.”40  “[T]hreat actors worked to 
take advantage of the national crisis and expanded remote work, developing a host of COVID-19 
fraud schemes, phishing attacks, and related cyber threats designed to prey on natural fears.”41   

 
The ten leading breaches in 2020 highlight the significant work which must be 

undertaken by the health care industry, as the pandemic stretches into a new year, because as 
“the hackers have fully demonstrated in 2020, there’s no honor among thieves even during a 
global crisis.”42  In tenth place, the Missouri-based BJC Healthcare notified 287,876 patients that 
a phishing attack may have exposed their records when the hacker accessed the system’s email 
accounts, impacting BJC-affiliated medical providers, including nineteen hospitals.43  In ninth 
place, AspenPointe, a behavioral and mental health provider, notified 295,617 patients that their 
data was accessed by a cyberattack on its technological infrastructure undertaken by hackers’ 
exfiltrating patient data, including contact data, birth dates, driver’s licenses, SSNs, and bank 
account information.44  In eighth place, hackers unleashed a cyberattack on the Baton Rough 

35 Largest Health Care Data Breaches of 2018, HIPPA JOURNAL (December 27, 2018); available from 
https://www.hipaajournal.com/largest-healthcare-data-breaches-of-
2018/#:~:text=In%202017%2C%20there%20were%20359,exposure%20of%205%2C138%2C179%20healthcare%2
0records.  
36 Id.  
37 Jessica Davis, Latest Health Data Breaches News, HEALTH IT SECURITY (February 19, 2020); available from 
https://healthitsecurity.com/news/over-41.4m-patient-records-breached-in-2019-as-hacking-jumped-
49#:~:text=The%20Protenus%20Breach%20Barometer%20shows,and%20insider%2Drelated%20events%20decrea
sed.&text=February%2019%2C%202020%20%2D%20More%20than,in%202019%2C%20as%20hacking%20surge
d.  
38 2019 Healthcare Data Breach Report, HIPPA JOURNAL (February 13, 2020); available from 
https://www.hipaajournal.com/2019-healthcare-data-breach-
report/#:~:text=Figures%20from%20the%20Department%20of,a%20196%25%20increase%20from%202018.  
39 Jessica Davis, “UPDATE: The 10 Biggest Healthcare Data Breaches of 2020,” HEALTH SECURITY (December 
20, 2020); available from: https://healthitsecurity.com/news/the-10-biggest-healthcare-data-breaches-of-2020.  
40 Id.  
41 Id.  
42 Id.  
43 Id.  
44 Id.  
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Clinic’s electronic database breaching the data of 308,169 patients.45  In seventh place, over 
eight Magellan Health affiliates reported a sophisticated attack on the health plan’s servers, 
impacting nearly 365,000 patients.  The hacker gained access by employing a social engineering 
phishing scheme impersonating a Magellan Health client.46  In sixth place, Elite Emergency 
Physicians was the victim of a massive security incident resulting from the improper storage and 
disposal of records of healthcare entities by third party vendor Central Files, exposing the 
records of 550,000 patients.47  In fifth place, a ransomware attack potentially breached the 
records of about 640,000 patients of Florida Orthopaedic Institute.48  In fourth place, a thief stole 
a laptop owned the transportation vendor for Health Share of Oregon and potentially gained 
access records of 654,000 patients, including their names, date of birth, and Medicaid ID 
numbers.49  In third place, Luxottica of America, an eye care conglomerate, was the victim of 
security incidents in Fall 2020, in which hackers accessed the web-based appointment scheduling 
application managed by Luxottica, and gained access to a trove of patient data: appointment 
notes, health policy numbers, prescriptions, and appointment date and times.50  In second place, 
Dental Care Alliance, the third party practice support vendor for more than 320 dental practices 
across 20 states, was the victim of almost a month long system hack, breaching health 
information and payment card numbers of 1 million patients.51  In first place, Blackbaud, a cloud 
computing provider, was the victim of a ransomware attack which likely jeopardized more than 
two dozen providers as well as over 10 million patient records.52   

 
(6) History and Development of Blockchain 

 
The blockchain platform was introduced in 2009 as the underlying transaction processing 

technology to support the idea of digital currency—cryptocurrency blockchain.  In 2015, the 
blockchain vision grew to include a protocol for executing other types of transaction processing 
in addition to currency, the terms of smart contracts, and distributed applications—ethereum 
blockchain.  Considering the protocol execution, transaction processing may include recording 
information about people, places, things, or events.  That is, smart contracts are logic on how to 
handle predetermined business conditions, and distributed applications that include programs 
built and executed within the blockchain.  Since ethereum blockchain is an efficient way to settle 
all types of transactions, the platform is far-reaching into countless industries. 

 
Blockchain technology originated as an innovation for accounting to track debits and 

credits (recording transaction entries in a ledger).53  That is, software with database-embedded 
commands to manage the data changes for the assets within a database.  It concatenates (links in 
a chain) in canonical order cryptographically (encrypted codes) as verified transactions added to 

45 Id.  
46 Id.  
47 Id.  
48 Id.  
49 Id.  
50 Id.  
51 Id.  
52 Id.  
53 Adam Hayes, Double Entry Definition, INVESTOPEDIA (July 11, 2020); available from: 
https://www.investopedia.com/terms/d/double-entry.asp.  
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a sequence of lists (blocks).54  Once a block appended to the sequence, it cannot be altered55 or 
erased.56  The platform is one of accountability for spending and transparency for fraud 
prevention. 

 
Blockchain platforms house the data in a digital transaction system established in a 

decentralized relational database.  Relational databases became available in the 1970s; by the 
mid-1970s, designs for distributed databases were underway.  The distributed relational database 
model is being enhanced for the use of blockchain.57  While relational databases are not new, the 
blockchain use of relational databases is considered a next-generation data structure—a 
relational database that works like a network.58 

 
The network in a blockchain is a peer-to-peer network where any node can join.59  Block 

creation is achieved through mathematics and cryptographics60 distributed throughout the 
network.  All or a certain number of nodes on the network validate each transaction61—a node 
that validates transactions is identified as a miner—and the leader node appends to the 
blockchain.  For the process, the peer-to-peer network of miners is a trust that validates 
transactions in a ledger based on a decentralized autonomous organization.62  The overall design 
of the blockchain platform is intended to eliminate any single point of failure. 

 
The ethereum blockchain expands the blockchain platform through a programing 

language within the ethereum virtual machines (EVM) where the blockchain nodes execute and 
enforce programmed contract terms63 or business rules.  Essentially, EVM is a store of compiled 
smart contract information that contains its own digital currency called ether.  However, the 
execution of a smart contract run on ethereum may or may not trigger a condition for digital 

54 Robert Hackett, Blockchain Mania, FORTUNE (September 1, 2017, p. 44-51), available from https://search-
proquest-com.ezproxy.rowan.edu/abicomplete/docview/2001317446/66571D747D2A4313PQ/9?accountid=13605.  
55 Stefan Seebacher and Maria Maleshkova, A model-driven approach for the description of blockchain business 
networks, PROCEEDINGS OF THE 51ST HAWAII INTERNATIONAL CONFERENCE ON SYSTEM 
SCIENCES (January 2018 p. 3487-3496; available at 
https://www.researchgate.net/publication/320347141_A_Model-
driven_Approach_for_the_Description_of_Blockchain_Business_Networks.  
56 Minhaj Khan & Khaled Salah,  IoT security: Review, blockchain solutions, and open challenges, FUTURE 
GENERATION COMPUTER SYSTEMS Vol. 82, May 2018, p. 395-411); available at 
https://www.sciencedirect.com/science/article/abs/pii/S0167739X17315765.  
57 Vinay Gupta, The promise of blockchain is a world without middlemen, HARVARD BUSINESS REVIEW 
(March 6, 2017); available from: https://hbr.org/2017/03/the-promise-of-blockchain-is-a-world-without-middlemen. 
58 Gupta supra note 57; and Robert Hackett supra note 54.  
59 Shehar Bano et al., The road to scalable blockchain design, SECURITY (Vol 42, No. 4, Winter 2017, p. 31-36; 
available at https://www.usenix.org/publications/login/winter2017/bano.  
60 Roman Beck and Christolph Mueller-Block, Blockchain as radical innovation: A framework for engaging with 
distributed ledgers, PROCEEDINGS OF THE 50TH HAWAII INTERNATIONAL CONFERENCE ON SYSTEM 
SCIENCES (January 2017, p. 5390-5399); available at 
https://www.researchgate.net/publication/312166392_Blockchain_as_Radical_Innovation_A_Framework_for_Enga
ging_with_Distributed_Ledgers_as_Incumbent_Organization.  
61 Vinay Gupta, A brief history of blockchain, HARVARD BUSINESS REVIEW (February 28, 2017); available 
from https://hbr.org/2017/02/a-brief-history-of-blockchain.  
62 Hackett supra note 54. 
63 Khan supra note 56. 
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currency exchange.64  If there is a digital currency exchange, it may be some other currency, 
such as Bitcoin.  Moreover, the terms of the smart contract governing the exchange may simply 
be a token that gives the bearer of the token a right to something of value (i.e., car title token for 
currency, credential token for diploma, etc.).  Like the multiple node execution of a 
cryptocurrency blockchain transaction, nodes of ethereum run EVM to execute, enforce, and 
validate the transactions for the contract terms.  Afterward, the blockchain can hold validation to 
remotely stored information.65 

 
An additional blockchain platform is distributed ledger technology (DLT).  With DLT, 

the transaction processing handled in a distributed network just like cryptocurrency with the 
ledger stored across nodes.  However, the implementer has control of the structure, purpose, and 
network for which the DLT is used.  That is, contrary to the full transparency of cryptocurrency 
blockchain where anyone can join and validate transactions, which is permission less public 
access; under DTL only approved people or partners can join and validate transactions, which is 
permissioned public access.66  A third type of permission is only approved partners and the 
implementer determines consensus of the transaction validation—permissioned private access.67  
If a concern for sensitive information collected and stored exists, permissioned private access 
may be the desired feature in a blockchain platform. 

 
Some of the features of blockchain that can be related to the use of EMR include security, 

interoperability, and decentralization.  Considering the needs for an efficient EMR, blockchain 
provides for a number of advantages, including: 

 
• Secure tracking of any defined asset such as medical information or medical device based 

on the type of blockchain in which the asset resides—private (permissioned) or public 
(unpermissioned), or permissioned public access. 
 

• Asset tracking data integrity based on every transaction ever executed in a blockchain 
ledger. 
 

• Efficient auditing of each asset’s history within the blockchain. 
 

• Access controlling through each blockchain user’s private key, which is used to identify 
each transaction in the chain. 
 

• Strengthening cybersecurity by changing the structure of internet security. 
 

64 Lucas Mearian, What’s a smart contract (and how does it work)? COMPUTERWORLD (July 29, 2019); 
available from: https://www.computerworld.com/article/3412140/whats-a-smart-contract-and-how-does-it-
work.html.  
65 Khan supra note 56.  
66 Simon Chandler, What is the difference between blockchain and DLT, COINTELEGRAPH (August 2, 2019); 
available from https://cointelegraph.com/news/what-is-the-difference-between-blockchain-and-dlt.  
67 Asgar Pedersen et al., A ten-step decision path to determine when to use blockchain technologies, MIS 
QUARTERLY EXECUTIVE (Vol 18, No. 2, June 2019, p. 99-115; available from 
https://www.researchgate.net/publication/333545589_A_Ten-
Step_Decision_Path_to_Determine_When_to_Use_Blockchain_Technologies.  
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In addition, blockchain technology may be used with Internet of Things (IoT) devices by 
controlling the communication so only the unique identification needed from device to device is 
sent.  Actually, using blockchain may set a new standard for the connection of IoT devices to the 
internet.68  To combat issues with information security, worldwide spending is estimated at over 
$124 billion for 2019.69 

 
Developing and deploying blockchain for EMR and EHR is likely in the future when taking 

into account the many uses of blockchain already deployed.  For example, early adopter 
relationships include the following: 

 
• Business-to-Business transactions without a third party (smart contract) – Digital 

contracts are automatically executed on behalf of all parties when the parties have 
fulfilled their obligations to the contract.70  
 

• Business-to-Investor confidence in fiscal responsibility (secure collateral) –Developing 
a property registry which enables lenders to track a business’ secured collateral and 
builds trust for business in securing financing for business growth.71 
 

• Business-to-Government customs and homeland security (movement of goods) – 
Tracking of goods, control over tampering, and reducing the time of goods in transit are 
all of great value when supporting the requirements of customs and homeland security 
laws around the world.  Maersk container shipping is working on a project in partnership 
with IBM.72 
 

• Business-to-Consumer assurance that transactions are complete (debit management) – 
Payments can be facilitated using blockchain without the use of Bitcoin.  Actually, 
MasterCard is one of the top companies holding blockchain patents and could be offering 
a blockchain card in the near future.73 
 

• Consumer-to-Consumer (asset control rights) – Royalty income tracking for items like 
digital images, music, and so on, become available in addition to tracing the use of these 
items without the permission of the asset owner.  Eastman Kodak is in the process of 
developing royalty tracking in their KodakCoin payment application.74 

68 Nir Kshetri, Can blockchain strengthen the internet of things? IEEE IT PROFESSIONAL (July/August 2017, p. 
68-72); available from https://libres.uncg.edu/ir/uncg/f/N_Kshetri_Can_2017.pdf.  
69 Gartner forecasts worldwide information security spending to exceed $124 billion in 2019, GARTNER 
NEWSROOM PRESS RELEASES (August 15, 2018); available from: 
https://www.gartner.com/en/newsroom/press-releases/2018-08-15-gartner-forecasts-worldwide-information-
security-spending-to-exceed-124-billion-in-2019.  
70 Using the blockchain to clean up the Niger Delta, KNOWLEDGE@WHARTON (August 15, 2017): available 
from https://knowledge.wharton.upenn.edu/article/using-blockchain-clean-niger-delta/.  
71 Vishal Gaur and Adhinany Gaiha, Building a transparent supply chain: Blockchain can enhance trust, efficiency, 
and speed, HARVARD BUSINESS REVIEW (May – June 2020): available from https://hbr.org/2020/05/building-a-
transparent-supply-chain.  
72 Hackett supra note 54. 
73 Gaur supra note 71. 
74 Id.  
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(7) Using Blockchain as Health Record Backbone 

 
Some early cases and application of blockchain in health care are evident.  However, 

building paradigm altering health records is no simple feat.  Even the world’s preeminent 
knowledge management provider, Google, struggled to launch Google Health, a patient-centered 
health record.75  Nonetheless, the move to use blockchain as a framework has already begun.  
Researchers from MIT who have built and maintained an ethereum blockchain prototype 
published a white paper on a program called MedRec.  They define MedRec as “a novel, 
decentralized record management system to handle EHR’s using blockchain.”76  Their ambitious 
goal is to utilize blockchain as the backbone for an EHR that involves an access design across a 
variety of EHR applications. 

 
Another case example is the Massachusetts General Hospital, which has partnered with 

Medibloc, a Korean blockchain startup, on a pilot project.77  This partnership is focusing on the 
security component of blockchain and implementing it within the existing EHR structure rather 
than using it as a replacement.  Specifically, maintaining existing systems by using DLT as a 
complimentary approach in secure data storage and exchange.  Moreover, Medicalchain, based 
in London, has partnered with the Mayo Clinic to build blockchain use cases for both EHR 
applications as well as academic portfolios and research.78  Pairing those with expertise in 
blockchain with established leaders in clinical medicine— innovative efforts by institutions and 
organizations known around the world—signals how serious a transition into the healthcare 
space, particularly in the realm of medical record keeping, blockchain could be.  However, these 
cases and others may be part of an integrated collection of blockchain applications that create the 
ultimate solution.  

 
As noted above, HITECH imposes requirements on any business associate who receives 

PHI from its clients, including developing policies and procedures protecting PHI from 
inappropriate disclosure and use, and designating a security official to administer PHI safeguards 
in four specific areas.  The authors believe the adoption of blockchain achieves these 
requirements, as illustrated by the table appearing in the Appendix. 

 
(8) Conclusion 

 

75 Richard Brandt and Rich Rice, Building a better PHR paradigm: Lessons from discontinuation of Google Health, 
HEALTH POLICY AND TECHNOLOGY (Vol. 3, Issue 3, September 2014, p. 200-207); available from 
https://www.sciencedirect.com/science/article/abs/pii/S221188371400032X.  
76 Ariel Ekblaw et al., A case study for blockchain in healthcare: “MedRec” prototype for electronic health records 
and medical research data, PROCEEDINGS OF IEEE OPEN & BIG DATA CONFERENCE (August 13, 2016); 
available from 
https://scholar.google.com/scholar?q=A+case+study+for+blockchain+in+healthcare:+%E2%80%9CMedRec%E2%
80%9D+prototype+for+electronic+health+records+and+medical+research+data&hl=en&as_sdt=0&as_vis=1&oi=sc
holart.  
77 Mike Miliard, Blockchain use case: Electronic health records, HEALTHCARE IT NEWS (December 14, 2018); 
available from: https://www.healthcareitnews.com/news/blockchain-use-case-electronic-health-records.  
78 Mike Miliard, Mayo Clinic exploring blockchain HER use cases with UK startup, HEALTHCARE IT NEWS 
(June 20, 2018); available from: https://www.healthcareitnews.com/news/mayo-clinic-exploring-blockchain-ehr-
use-cases-uk-startup.  
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While the discussion in this review is not about the first mover in digital currency, 
Bitcoin, there are many types of digital currencies today such as, Litecoin, Zcash, Dash, Ripple.  
Each currency claims to have some value over the other digital currencies.  Likewise, since 2015 
there are blockchain platforms other than the first mover ethereum such as Hyperledger Fabric, 
Quorum, EOS, and more.  Each platform publicizes its programming value and comparative 
capabilities over the others.  The review proposition here is that, with the scale of resources in 
blockchain and the partnership modeled in other industries, blockchain as an innovation tool, can 
bring efficiencies and reduced transaction costs to health care.  Blockchain is a technology 
positioned to play a role in managing, controlling, and securing medical records.  This 
technology will also allow patients to have the ability to truly access and control their own data, 
which presents a challenge but also an opportunity to the practice of medicine. 

 
Intended as a tool for health care efficiency, EMR use has created the need to continue 

using old methods for sharing patient information and developed physicians into innovators for 
new workaround.79  EMR has delivered the vision for some and rests as a place needing a lot 
more work for others.  Nonetheless, the health care industry, as a collective body, has delivered 
on an enterprise level software implementation that was a major accomplishment.  From 2009 to 
2017, a near 90 percent adoption rate is in place for ERM for physician practices and acute care 
hospitals.80  Also starting in 2009, a process of bringing together a number of technologies to 
develop a distributed platform for cryptocurrency, smart contracts, and distributed ledger 
technology was developed.  Sitting under the marque of blockchain, a technology path to address 
countless needs in finance, business, and social missions for accurate, efficient, and auditable 
information exists.  The future of health care records may exist at the future intersection of 
electronic health records (EHR) and ethereum or distributed ledger technology (DLT). 

 
The HITECH Act 2009 was the stimulus package that created the change from paper 

medical records to electronic medical records.  Unfortunately, the act did not motivate the 
integration of systems across the different EMR platforms.  The U.S. administration at the time 
believed that health care and system providers would voluntarily adopt sharing patients’ digital 
data as part of the act, which did not happen.81  That said, HITECH Act I 2009 was a 
transformational success and therefore, perhaps it is time for HITECH Act II 2020.  This new act 
would usher in the integration of EMR into a blockchain platform.  Moving forward with 
caution, we know blanket adoption and technology are not the only factors that make an 
integrated process successful; factors that include legal requirements, business drivers, 
accountability, and quality information lend to the complexity and gratification of quality health 
care. 
  

79 Cimino supra note 14.  
80 Fry supra note 9.  
81 Kliff supra note 10.  
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Appendix 

Blockchain’s Achievement of HITECH Act 2009 Framework Requirements 

Framework Requirements Achieved by  
Blockchain 

Rationale 

Develop policies and procedures to 
protect PHI from inappropriate 
disclosure and use. 

Yes 
(Smart contracts) 

Originating with the design of 
Ethereum blockchain technology, 
blockchain can be used to store and 
account for the distribution of 
policies and procedures, which may 
include revision control of the 
documents. 
 

Designate a “security official” to 
administer safeguards: 
(a) Protecting electronic PHI from 

any use beyond the scope of the 
business associate agreement. 

 

(a) Yes 
(Smart contracts) 

 

(a) Smart contracts are programming 
logic on how to handle 
predetermined business 
conditions and distributed 
applications. 

 
(b) Restricting physical access to the 

system housing electronic PHI, 
company premises, workstations 
storing PHI, and electronic and 
physical movement of hardware 
and electronic media containing 
electronic PHI. 

 

(b) Yes 
(Cryptography) 

 
 

(b) Blockchain technology is 
founded on distributed processes 
in peer-to-peer networking and 
databases so that it is not 
dependent on hardware. The 
cryptographically (encrypted 
code) safeguards the data for 
access based on the type of 
permissions allowed. 

 
(c) Implementing technical 

safeguards restricting access to 
authorized personnel, such as 
unique identifiers that track who is 
accessing what electronic PHI. 

 

(c) Yes 
(Private keys) 

 

(c) The unique address assignment, 
private key, and public key of 
each participant on a blockchain 
set the safeguard for restricting 
access. 

 
(d) Selecting appropriate means to 

prevent unauthorized access to 
electronic PHI, such as encryption 
and decryption. 

(d) Yes 
(Cryptography) 

(d) See rationale 4b above. 
 

 

 

 

 

Volume 13, Southern Journal of Business & Ethics, 2021

59



 

 

Volume 13, Southern Journal of Business & Ethics, 2021

60



END OF AN ERA: THE DEATH OF TAX-FREE ONLINE SHOPPING AFTER  

SOUTH DAKOTA V. WAYFAIR 

CHRISTOPHER THOMPSON1 

LAURA SULLIVAN2 

HOPE KNIGHT3 

 

In 2016, South Dakota tackled an issue that has plagued most states since the rise of the 
internet as a market for out of state goods.  Taxes.  Specifically, how to force out of state online 
merchants to collect sales and use tax on goods being sold and delivered to persons in South 
Dakota.   

 
The State’s Legislature passed Senate Bill 106 (SB 106) amending South Dakota Codified 

Laws §10-45 and §10-52.4  The amendment was a direct challenge to the United States Supreme 
Court which had ruled in the early 1990’s that an online merchant had to possess a physical nexus 
to a state in order to be required to collect sales and use tax on online purchases made by 
individuals located within said state.  In passing Senate Bill 106 South Dakota knew that its new 
requirements would be unconstitutional unless the United States Supreme Court could be 
convinced to reevaluate its previous decision in light of the dramatic changes in the online 
marketplace since the early 1990’s.   

 
Quill v. North Dakota and its Aftermath 

 
 In 1992, the U.S. Supreme Court took up the issue of whether an out-of-state retailer 
without a stores or salespeople inside a given state could be required to collect and pay a tax on 
goods bought for intended use in that state.  The issue was raised when the Tax Commissioner of 
the State of North Dakota filed suit to require the Quill Corporation to collect and pay a use tax on 
goods bought for use in the state.5 

 The Quill Corporation is based in Illinois and is the largest direct retailer of office supplies 
in the United States.  In the years leading up its litigation with North Dakota it was experiencing a 
period of great financial success due in large part to its catalogue business selling office supplies 
directly to consumers.  In 1986, Quill’s revenue was approximately $180 million and it sent out 
around 40 million catalogues.6  Six years later when the Supreme Court rendered its opinion in the 
case Quill exceeded $200 million in sales with approximately $1 million made from sales to about 

1 Christopher Thompson, Sam Houston State University, clt058@shsu.edu 
2 Laura Sullivan, Sam Houston State University, lls003@shsu.edu 
3 Hope Knight, Sam Houston State University, hlk016@shsu.edu 
4 SB106. Assemb. Reg. Session. 2016 (S.D. 2016). 
5 Quill Corporation v. North Dakota, 504 U.S. 298 (1992). 
6 Quill Corporation Company History.  Available at http://www.company-histories.com/Quill-Corporation-
Company-History.html. 
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3,000 North Dakotans.  All sales Quill made to North Dakotans were delivered by mail or common 
carrier and the company did not have any property or salespeople in North Dakota.7 

 North Dakota’s issue came from its imposition of a “use tax” on all goods or property 
purchased for use or consumption inside its borders and the requirement retailers collect it from 
their customers and properly remit the funds to the state. A 1987 amendment to the statutory 
definition of “retailer” left Quill and other catalogue retailers responsible for collecting and 
remitting the use tax from their customers if they “engaged in regular or systematic solicitation of 
a consumer market in the state.”  Three or more advertisements in the state in one calendar year 
was the statutory standard set for regular and systematic solicitation. 8 

 North Dakota’s extension of the statutory definition of “retailer” was in direct conflict with 
decades old Supreme Court precedent.  Specifically, National Bellas Hess, Inc. v. Dept. of Revenue 
of Illinois wherein the court held requiring a seller whose only dealings with its customers is via 
mail to collect and remit taxes violates the Due Process Clause of the Fourteenth Amendment and 
constitutes an impermissible burden on interstate commerce.9     

After the case finally meandered through the lower courts to reach the Supreme Court 
North Dakota relied primarily on the theory or principle that the nexus requirements under the Due 
Process and Commerce Clauses are identical and as a result because (at least in the state’s view) 
Quill had sufficient minimum contacts with North Dakota to satisfy Due Process then it necessarily 
met the Commerce Clause nexus requirement.  The Court’s opinion in Quill rendered May, 26 
1992 disabused North Dakota of that theory. 

The Court held that while oftentimes Due Process claims and Commerce Clause claims are 
closely related “the Clauses pose distinct limits on the taxing power of the States.”  The Court 
went on to state that the distinction between those limits means that a State taxation law or scheme 
may pass Due Process muster but still violate the Commerce Clause by imposing a burden on 
interstate commerce.10  Specific to North Dakota’s use tax scheme the Court found that the Quill 
Corporation had sufficient minimum contacts in the form of its numerous catalogues to satisfy the 
Due Process Clause.  However, the Court went on to hold that an out of state mail order company 
such as Quill, with no physical presence in the state lacks a sufficient nexus to North Dakota to 
justify requiring it to collect and remit taxes on goods sold for use in the state rendering it in the 
violation of the Commerce Clause. 

In its opinion the Court held fast to its precedents and the belief that a bright-line rule such 
as the requirement of a physical presence was a benefit to the nation’s economy.11  Additionally, 
the Court took pains to point out that there had been no wholesale change of circumstances legal 
or businesswise requiring it to abandon its earlier precedents.  The practical, lasting effect of the 
Court’s decision was that only retailers with a physical presence in the state of a sold good’s 
ultimate shipping destination were required to collect and remit sales taxes providing an incentive 
for consumers to seek out of state retailers for their purchases because they did not have to pay 
sales taxes on their purchases.  In this environment states were left with the pipe dream that its 

7 Quill at 302. 
8 N.D. Cent. Code § 57-40.02-07 (Supp. 1991); N.D. Admin. Code § 81.04.1-01-03.1 (1988). 
9 National Bellas Hess, Inc. v. Department of Revenue of Illinois, 386 U.S. 753, 87 S.Ct. 1389 (1967). 
10 Quill at 305-07; 1909-10 . 
11 Id. at 317; 1916. 
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citizenry, on the de facto honor system, would pay use taxes on owed on their purchases from out 
of state sellers. 

Between Quill and Wayfair 

In the interim period between the Quill decision and South Dakota’s challenge to it giving 
rise to Wayfair whether a purchaser of goods from a remote vender online or by paper catalogue 
or sales list had to pay sales taxes on their purchases depended upon the location of the vender’s 
property or employees.12  Of course, during this period something else occurred that was 
unforeseeable for the Quill Court: the rise of the internet as a consistent source of remote retail 
sales.  This rise was so unexpected and meteoric that the justices deciding Quill can justifiably be 
excused for failing to see it coming.  When the facts giving rise to the case occurred years prior to 
the Court’s 1992 decision for a large part the core of the internet was off limits to commercial 
traffic something that would not change until 1991.13  For context, in July 1995, Amazon sold its 
first book to computer scientist John Wainwright.14  In 2009, more than 150 million Americans 
made at least one online purchase.15  Then in 2017, an estimated 1.66 billion people worldwide 
made at least one online consumer purchase.16  In this new world of online consumerism the Quill 
decision and its bright line requirement of a physical nexus for a remote retailer’s obligation to 
collect and remit state sales taxes on its sales to trigger was losing the states an estimated $8 billion  
to $13 billion annually.17   

All of which lead to South Dakota Senate Bill 106 which in turn birthed the landmark 
opinion in South Dakota v. Wayfair. 

Senate Bill 106 

South Dakota Senate Bill 106 is an interesting piece of legislation and includes a list of 
legislative findings.  Among those findings the bill states that the inability to collect sales or use 
tax from remote sellers on goods or services sold to South Dakotans was having a substantial 
negative economic impact on the state which was particularly severe due to the lack of a state 
income tax and the state’s heavy reliance on revenue raised by sales and use taxes to fund both 
state and local services.  The Legislature also found that under the Quill doctrine remote sellers 
enjoyed the advantage of the practically unhindered ability to market their products as “tax free” 
over local sellers with fixed points of sale within the state while at the same time benefitting from 

12 Timothy M. Todd, “Supreme Court’s Quill and Wayfair Cases Explained”, Forbes, June 27, 2018.  
 Available at: https://www.forbes.com/sites/timtodd/2018/06/27/supreme-courts-quill-and-wayfair-cases-
explained/#11c2a8bd72a4. 
13 “A Timeline of the Internet and E-Retailing: Milestones of Influence and Concurrent Events”, Kelley School of 
Business.  Available at: https://kelley.iu.edu/CERR/timeline/print/page14868.html. 
14 Megan Garber, “Here is the First Book Amazon Ever Sold”, The Atlantic, October 31, 2012.  Available at: 
https://www.theatlantic.com/technology/archive/2012/10/here-is-the-first-book-ever-ordered-on-amazon/264344/. 
15 Kayla Webley, “A Brief History of Online Shopping”, Time, July 16, 2010.  Available at: 
http://content.time.com/time/business/article/0,8599,2004089,00.html. 
16 “E-Commerce Worldwide”, Statista.  Available at: https://www.statista.com/study/10653/e-commerce-worldwide-
statista-dossier/. 
17 GAO, “Report to Congressional Requesters: Sales Taxes, States Could Gain Revenue From Expanded Authority, 
but Businesses Are Likely to Experience Compliance Costs”, GAO-18-114, November 2017 (Sales Tax Report), 
page 11-12.  Available at: https://www.gao.gov/assets/690/689187.pdf. 
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South Dakota’s infrastructure and economy.  The bill also included a declaration of emergency 
caused by the exemption of remote retailers from tax collection and remittance by Quill.18 

It is important to understand exactly who Senate Bill 106 requires to collect and remit sales 
tax.  The bill does not target small retailers or individuals making the occasional sale to a resident.  
Instead those burdens are only placed on seller’s whose gross revenue from delivering goods, 
transferring products electronically, or providing services into South Dakota exceeds $100 
thousand per annum; or concluded 200 such transactions in a given year.  Remote retailers meeting 
either of those thresholds are required to collect and remit the sales tax on each transaction and in 
doing so “follow all applicable procedures and requirements of law as if the seller had a physical 
presence in the state…”19      

An aspect of Bill 106 that should not be discounted is its provision for expeditious review 
which in its form is remarkable because it allows the state to seek a declaratory judgment in any 
circuit court against any party that meets the criteria above.  It further provides that any court in 
which such a declaratory judgment is sought must act as “expeditiously as possible.”20  This 
provision was the state’s avenue to have this issue brought before the United States Supreme Court 
and decided in slightly more than two years.21  

South Dakota v. Wayfair 

Under the “expeditious review” provision of Senate Bill 106 South Dakota filed suit 
seeking a state court’s declaration that online remote retailers Wayfair, Inc., Overstock.com, Inc., 
and Newegg, Inc. were required to comply with the tax collection and remittance rules as provided 
for in the bill.  All three companies are leading online retailers of consumer goods.   Both the state 
circuit court who heard the original suit and the Supreme Court of South Dakota who heard the 
appeal ruled in favor of the retailors.  South Dakota then sought certiorari which was granted by 
the U.S. Supreme Court which heard the case in the Spring of 2018 and rendered its landmark 
opinion on June 21, 2018.22  

For several years leading up to South Dakota’s challenge to the Quill several Justices 
including Clarence Thomas, Neil M. Gorsuch, and Anthony M. Kennedy telegraphed their 
receptiveness to a new challenge to the opinion with Kennedy going so far as inviting a challenge 
in a concurring opinion he authored in 2015.23  Fittingly Kennedy delivered the majority opinion 
of the court. 

The Court’s opinion did not pull any punches while dismantling Quill’s physical presence 
rule.  The Court found Quill “flawed in its own terms” because a physical presence is not required 
for a remote seller to have a sufficient nexus to a taxing state to justify requiring them to collect 
and remit tax.  Relying on the its opinion in Complete Auto Transit, Inc. v. Brady from 1977 the 
Court stated that the appropriate standard for determining whether a law violates the Commerce 

18 SB106. Assemb. Reg. Session. 2016 (S.D. 2016). 
19 Id.  
20 Id. 
21 Id; South Dakota v. Wayfair, 138 S.Ct. 2080 (2018). 
22 South Dakota v. Wayfair, 138 S.Ct. 2080 (2018). 
23 Adam Liptak, “Supreme Court Divided on Sales Taxes for Online Purchases”, The New York Times, April 17, 
2018.  Available at: https://www.nytimes.com/2018/04/17/business/justices-divided-on-sales-taxes-for-online-
purchases.html; Direct Marketing Assoc. v. Brohl, 135 S.Ct. 1124, 1134-35 (2015). 
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Clause is whether the “tax is applied to an activity with a substantial nexus with the taxing State, 
is fairly apportioned, does not discriminate against interstate commerce, and is fairly related to the 
services provided by the State.”24  Applying this four-pronged test the Court found that S.B. 106 
was not unconstitutional.  First, the Court found that the virtual and economic contacts Wayfair 
and the other companies had with South Dakota provided an ample nexus with the state because it 
only applies to retailers who sell more than $100 thousand of goods or services in the state or 
engage in 200 or more transactions for delivery annually in the state.  Second, the system put in 
place by South Dakota contains significant safeguards to “prevent discrimination against or undue 
burdens upon interstate commerce” such as the lack of any obligation for remitting retroactive 
sales or use tax for transactions prior to S.B. 106.  The Court also pointed out South Dakota’s 
adherence to the Streamlined Sales and Use Tax Agreement including its single, state level tax 
administration, simplified rate structures, and free software to assist retailers with complying with 
tax collection and remittance.25  

 Additionally, the Court held Quill responsible for creating market distortions and 
imposing “the sort of arbitrary, formalistic distinction that the Court’s modern Commerce Clause 
precedents disavow.”  Further, the Court acknowledged the practical effect of Quill was serving 
as “a judicially created tax shelter for business that decide to limit their physical presence and still 
sell their goods and services to a State’s consumers—something that has become easier and more 
prevalent as technology has advanced.”26   

Finally, the Court held that while Quill was wrong on the day the opinion was rendered the 
rise of the internet multiplied the harm and the egregiousness of the error and accordingly both 
Quill and Belle Hesse were explicitly overturned.27 

Post Wayfair 

The response to Wayfair’s holding that remote sellers may be required to collect and remit 
sales and use tax has been varied.  It runs the gamut from “the sky is falling”, “this is taxation 
without representation”, on to “maybe it will not be so bad.” 

The “taxation without representation” argument is interesting because the issue is not 
present in the actual opinion rendered in Wayfair.  Its proponents believe that forcing a remote 
seller to collect taxes from their buyers constitutes a tax on the seller.28 

Some states were as prepared as possible for the Court’s opinion.  As early as 2000, states 
were aware of the boom they were missing out on under Quill.  In response some of them joined 
together and formed the Streamlined Sales Tax Governing Board with the goal of eliminating 
many of the issues cited by Bellas Hess and Quill.  The board’s work culminated in the Streamlined 
Sales and Use Tax Agreement (SSUTA) which focused on simplifying and modernizing how sales 
and use tax is administered in the hope of reducing the burden of compliance.  The Streamlined 
Agreement calls for:  1. State level administration of sales and use tax collections; 2. Uniformity 
in the state and local tax bases; 3. Uniformity of major tax base definitions; 4. Central, electronic 

24 Complete Auto Car, Inc. v. Brady, 430 U.S. 274, 97 S.Ct. 1076 (1977). 
25  South Dakota v. Wayfair, 138 S.Ct. 2080 (2018). 
26 South Dakota v. Wayfair, 138 S.Ct. 2080, 2094 (2018). 
27 Id. at 2097. 
28 E.g. Lucas Flood, “South Dakota v. Wayfair: A Loss for Small Business Owners”, Freedom Works, July 2, 2018.  
Available at: https://www.freedomworks.org/content/south-dakota-v-wayfair-loss-small-business-owners. 
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registration system for all member states; 5. Simplification of state and local tax rates; 6. Uniform 
sourcing rules for all taxable transactions; 7. Simplified administration of exemptions; 8. 
Simplified tax returns; 9. Simplification of tax remittances; 10. Protection of consumer privacy.  
All of this was undertaken in the hope of creating some version of sales and use taxation that would 
meet with Supreme Court Approval. Presently twenty-four (24) states are members of the board.29  
The question remaining post Wayfair is whether membership in the group is necessary for any 
state’s requirement for remote sellers to collect and remit tax to be constitutional. 

South Dakota’s membership in the SSUTA was pointed at by the Court as a reason S.B. 
106 did not impose an undue burden on interstate commerce and prevented economic 
discrimination. The Court noted the SSUTA requires standardized taxes reducing administration 
and compliance costs “a single, state level tax administration, uniform definitions of products and 
services, simplified tax rate structures, and other uniform rules.”  Additionally, the Court noted 
that the system provides sellers the necessary software for compliance free of charge and sellers 
utilizing that software enjoy immunity from audits. 30  This begs the obvious question of whether 
membership is an absolute requirement for a state to avoid running afoul of the Commerce Clause. 

There are four levels of membership under the SSUTA.  First, there are full members which 
are those in complete compliance with the agreement.  Second, there are contingent members 
consisting of states who have made the necessary legal changes to comply with the agreement but 
are waiting for said changes to take effect.  Third, associate members are those in substantial but 
not total compliance with the agreement.  Finally, advisor membership is reserved for states who 
are involved with the SSUTA or has expressed interest in participating in it.31   

When Wayfair was decided on June 21, 2018, 21 states already had an “economic nexus 
model” built into their sales and use tax statutes.  Nine of those states are not members of the 
agreement.  Other states are still finding their way or were in between legislative sessions when 
Wayfair was decided.  Two states who are not members of the agreement are of particular interest.  
Unsurprisingly those two states are Texas and California whose combined populations roughly 
make of up twenty percent of the total U.S. population.32 

TEXAS 

Texas is not a member of the SSUTA and its legislature was not in session when Wayfair 
was decided.  As a result Texas Comptroller Glenn Hegar has been left to provide what guidance 
he could absent legislative action.33  Currently, Texas imposes a state-wide sales and use tax of 
6.25%.  In addition, local jurisdictions such as cities, emergency service districts, or counties may 
impose up to 2% more with the maximum total tax being 8.25%.34 

29 “About Us”, NO author, Sales and Use Sales and Use Tax Board.  Available at: 
https://www.streamlinedsalestax.org/about-us/about-sstgb. 
30Wayfair, 138 S.Ct. 2099-2100 (2018).  
31 https://www.streamlinedsalestax.org/. 
32 Chuck DeVore, “Texas vs. California”, The California Financial Times, July 9, 2012.  Available at: 
https://www.texaspolicy.com/texas-vs-california-2/. 
33 Robert Garrett, “Texas Gearing up to Tax More Online Purchases—But Slowly”, The Dallas Morning News, Jan. 
2, 2019.  Available at: https://www.dallasnews.com/news/texas-politics/2018/12/31/texas-gearing-tax-online-
purchases-slowly. 
34 Texas Comptroller, “Sales and Use Tax”.  Available at: https://comptroller.texas.gov/taxes/sales//. 
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 As Texas’ chief tax collector Hegar’s office proposed revising the current rules governing 
a seller’s obligation to collect and remit sales tax.  It is practically axiomatic that the proposed 
revision involves removing any vestiges of the “physical nexus” requirement.  What is unexpected 
about the proposed revisions is that it does not track South Dakota’s Senate Bill 106 but instead 
contains a blanket $500 thousand gross revenue threshold for triggering a remote seller’s duty to 
collect and remit tax.  By departing from the South Dakota system Texas believes that it has 
compensated for its far greater size, population, and market size by setting its trigger at $500 
thousand.  In essence it acknowledges that while $100 thousand worth of sales or 200 transactions 
in South Dakota is a lot (i.e. a sufficient nexus) that might not be the case for a much larger and 
more prosperous state such as Texas.  Additionally, Hegar’s proposed changes are solely forward 
looking and compliance would not be required until October 1, 2019.  Texas’ hope is that the 
combination of the $500 thousand trigger, or safe harbor for small businesses, the lack of 
retroactive liability, and the delayed start date remote vender tax collection and remission will 
render its scheme constitutional.35  However, currently there are over 1,500 different sales tax 
jurisdictions in Texas, each with its own rate.  Texas literally has a search engine to assist retailers 
in ascertaining how much sales and use tax they should collect.36  This is one of the very issues 
the Court in Wayfair believes was solved by South Dakota’s membership in the SSUTA.  It seems 
unlikely that without action that Texas’ new plan will pass constitutional scrutiny.  However, in 
anticipation of this complication Texas State Senator Jane Nelson introduced Texas Senate Bill 70 
providing for remote sellers to elect to pay a flat 1.75 % local tax on each transaction between the 
seller and a party in Texas.37  

CALIFORNIA 

In contrast to Texas, California decided to revamp its use tax system based upon the South 
Dakota model.  On December 11, 2018, California’s Department of Tax and Fee Administration 
announced that effective April 1, 2019 remote retailers with in excess of $100 thousand in 
California sales or two hundred discrete transactions in the preceding calendar year must collect 
and remit sales tax.  Collection and remission duties are not retroactive.  Interestingly the same 
thresholds were adopted regarding remote sales made to residents of individual districts within the 
state.  For example, a remote retailer whose activity within the district of Los Angeles is greater 
than $100 thousand must collect and remit state use tax AND local use tax.38   

It is not difficult to see potential issues with California’s plan.  The low triggering threshold 
for a state with a population the size of California and no solution for the issue of special tax 
districts is worrisome.  These are both issues that likely must be addressed in order for the state’s 

35 Id.; John Kennedy, “Comptroller Circulates Draft of Rule Revision in Response to Wayfair Ruling”, Texas 
Taxpayers and Research Association.  Available at: https://www.tscpa.org/advocacy/governmental-
affairs/news/comptroller-circulates-draft-wayfair-rule. 
36 See https://comptroller.texas.gov/taxes/sales//. 
37 Texas Senate Bill 70.  Available at: https://capitol.texas.gov/tlodocs/86R/billtext/html/SB00070I.htm. 
38 California Department of Tax and Fee Administration, “California Announces new Use Tax Collection 
Requirements for In-State and Out-of-State Retailers”, press release Dec. 11, 2018.  Available at: 
https://www.cdtfa.ca.gov/news/18-59.htm. 
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plan to pass constitutional muster.  Legislators are aware of these issues but the question remains 
as to what actions they might take to solve them.39 

GOING FORWARD 

The safest routes going forward for any state appears to either joining the SSUTA or 
adopting and incorporating the agreements principles into its sales and use tax statutes. 

The Court’s opinion in Wayfair telegraphs its feelings about the SSUTA or at minimum 
the role its principles play in assuring that S.B. 106 does not discriminate against or place an undue 
burden on interstate commerce.  The degree of difficulty in compliance for remote retailers is 
clearly a primary concern for the Court.  Under the SSUTA remote retailers will collect and remit 
a single, consistent rate on every sale they make inside South Dakota with the aid of free software.   

In other states, Texas and California included, those same retailers will collect and remit 
tax under dozens and in some instances hundreds of rates without the benefit of any free software 
assistance.  The word that immediately comes to mind is “burdensome.”  Based on Wayfair it 
appears likely that at minimum in order to avoid unconstitutionally burdening interstate commerce 
a state needs to adopt a single and consistent sales and use tax rate. 

EFFECT ON BUSINESSES 

What remains to be seen is the true effect the end of the internet as a tax free retail 
environment will have on businesses both large and small. 

One would not anticipate much of an effect on small businesses that do not generate enough 
sales to trigger S.B. 106’s reporting requirement (or the similar requirements the copy-cat statutes 
are sure to contain).  Obviously some small businesses may reach either of those triggers in one or 
more states but it is highly unlikely that a small business would reach the trigger of dozens or even 
a half-dozen states. 

A group predicted to benefit greatly from Wayfair are retailers with brick and mortar stores.  
By removing the ability of their online competitors to advertise either tacitly or overtly their 
products as “tax free” the opinion has eliminated one motivation for online shopping.40 

What can be said with certainty is that the end of online retail as a tax-free environment is 
over.  Regardless of how the remaining questions are answered in the future states now have an 
avenue to force remote retailers to impose sales and use tax and to remit it into each state’s coffers.  

 

 

 

 

39 See Adam Ashton, “California Moves to Raise Sales Tax Collections From Out-Of-State Retailers”, The 
Sacramento Bee, Dec. 11, 2018.  Available at: https://www.sacbee.com/news/politics-government/the-state-
worker/article222974830.html. 
40 See Tom Wheelwright, “How Will the 'Wayfair' Supreme Court Decision Affect Retailers? 5 Ways”, 
Entrepeneur.com. Available at: https://www.entrepreneur.com/article/316805. 
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ETHICAL ISSUES RELATED TO COVID-19 

DAVID RITTER & ROBERT TENNANT 

Texas A&M University-Central Texas 

 

Introduction 

Actions initiated by individuals, rooted in the disregard of ethical constraints and greed 
have become increasingly rampant since the passage of the Act by the US Government to help 
alleviate problems caused by the COVID-19 Pandemic. These infractions have included PPP and 
medical fraud issues caused by a lack of compliance with ethical standards and legal authority 
giving rise to economic and societal implications. Payroll Protection Program loans were 
established by the Coronavirus Aid, Relief, and Economic Security Act (CARES) as part of an 
economic stimulus package, in response to the COVID-19 pandemic. The initial act made 
available $349 billion in loans and the amount was increased to $659 billion, potentially 
forgivable loans, on April 24, 2020 aiding small businesses with less than 500 employees. The 
purpose was to provide fast economic relief to those qualifying for the relief. Specifically 
mentioned in the CARES Act were assistance to American workers and their families, assistance 
for small businesses and their employees, the preservation of jobs for American industry and 
assistance for state, local, and tribal governments. Most non-essential businesses were closed 
down by federal, state, and local authorities to lessen close contact between individuals, which is 
thought to be a primary method for the disease transmission. Many businesses not shut down 
were forced to limit the number of customers allowed in their establishments. The shutdown 
adversely impacted the ability of millions of Americans to support themselves and meet ongoing 
financial commitments. Many businesses have shut down and may never reopen. PPP loans are 
intended to bridge the gap to allow businesses to survive and pay their employees rather than 
resorting to laying them off and thereby exacerbating the impact on millions of lives. While 
helping many to continue to effectively maintain their business, it appears that there are many 
individuals and firms taking advantage of the PPP program and utilizing PPP loans in an 
unethical and potentially illegal manner. Regarding the COVID-19 vaccine, individuals are also 
engaging in fraud, cronyism, and various other means to obtain the vaccination earlier than their 
legally scheduled time. Legal obligation is established by legislative acts, at some level of 
government, which defines the boundary below which an action is no longer legal. An action 
may not be ethical as defined in the ethical standards of a civilization, but as long as the action is 
not illegal it cannot be punished under the law. This paper addresses the CARES Act as it 
pertains to small businesses under the direction of the Small Business Administration (SBA) and 
the illegal actions used by individuals to obtain an early vaccination or for PPT financial 
benefits. 
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Ethics 

“Public policy is the outcome of the struggle in government over who gets what.”  
(Clark E. Cochran et al, 1999) 

The above quote highlights the legislative process of “making the sausage” of public 
policy. All public policy reflects that which is possible and not that which is perfect. In the face 
of the ensuing COVID-19 pandemic, Congress established the Paycheck Protection Program 
Loans (PPP Loans). According to the Small Business Administration Website, the PPP is a loan 
designed to provide direct incentive for small businesses to keep their workers on the payroll. 
This paper seeks to examine the program’s ethical strengths and weaknesses through a multi-
paradigm lens approach. To examine the Paycheck Protection Program’s ethical effectiveness, a 
foundation of the various lenses used in this examination will be built. This foundation will also 
provide contextualization of ethics, morals, values, and legal obligations. 

According to Gaa & Thorne (2004), Ethics is the field of study of people’s actions in 
specific situations that have repercussions for themselves and others. As such, the study of ethics 
examines how the actors should perform in a given situation and not the expected predictive 
outcome anticipated (Mintz & Morris, 2020). In common parlance, ethics and morals are 
frequently conflated. However, there is a crucial distinction between the two terms. Ethics comes 
from the Greek origin ethos, which pertains to character. Whereas, morals is derived from the 
Greek moralis, meaning customs. Thus, it can be seen that ethics is the study of individuals 
actions, as relating to their perception of right and wrong, while morals is the comparison of 
individual actions to collective social norms and expectations (Walker & Lovat, 2017).  

Another term frequently conflated with ethics is values. While there are overlaps and 
similarities, in the research of ethics, the terms connote distinct concepts. Values represent the 
underlying motivators of action, or as ideas of importance to the individual. For example, 
accountants subscribe to the professional values of the AICPA code of conduct. The values of 
the profession include integrity, independence, professional skepticism, objectivity, and due care. 
While these values are likely important to an accountant, they may also hold values like personal 
recognition, status, wealth, and power. Values may increase the individual’s propensity to 
behave ethically, but there is no guarantee that they are correlated.  

The final foundational dimension is that of legal obligation. To quote Martin Luther King 
Jr., “You can’t legislate morality” (1963). Legal obligation is the minimum standard of 
acceptable behavior necessary to avoid punishment. It does not reflect the baseline standard of an 
ethical framework. Adjacent concepts to ethics are morals, values and legal obligations. Morals 
pertain to established customs and practices, and can come into play in evaluating legal 
obligation, under rule of law; the measure is often, “the reasonable person test” (Tinnus, 2017). 
Like morality, values and legal obligation are also not ethical frameworks useful for evaluating 
the implementation of the PPP program. Three ethical frameworks useful for evaluating the PPP 
program are virtue ethics, deontological ethics, and teleological ethics. Each of these frameworks 
provide different insights into the effectiveness of its implementation.  

Virtue Ethics 
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It is easy to reduce the concept of virtue ethics to the idea of being good. However, this is 
a normative statement that is difficult to measure with observable metrics. Aristotle’s 
Nicomachean ethics use of this concept has specific areas of articulation that make it more useful 
as an ethical framework. He breaks down the dimensions of character traits into two classes: 
intellectual virtues, and moral virtues (Howieson, 2018). 

Intellectual virtues include those of wisdom (both theoretical and practical), and technical 
knowledge. Theoretical wisdom is a collection of first principals and a rational intuitive 
understanding of them. Whereas practical wisdom is the ability to operationalize such 
understanding. Technical knowledge (episteme, according to Aristotle) is a possession of the 
technical knowledge necessary to comply in an intellectually virtuous manner (Baehr, 2014). 
Wisdom (Sophia) is a blend of intellect and scientific knowledge. Since Aristotle introduced 
virtue ethics, the debate between whether wisdom (Sophia) is a state of being or a cognitive 
facility has been argued. A possible conclusion is, because of the multifaceted nature of the 
construct, it captures both the state of knowledge and understanding (knowledge) and the 
applicative ability to employ that capacity to a variety of future events. 

The other component of Nicomachean ethics (Aristotle) addresses moral virtues. Moral 
virtues pertain to balanced action and activity. Aristotle noted that people’s actions relate to three 
modes: states of character, passions and faculties (Nicomachean, 1999). These elements of the 
human soul can be defined to provide clarity to analysis. States of character are the element of 
virtue that control how we respond to our passions. Passions being the emotional states of being 
common to humanity, which are our feelings of pleasure and pain. Finally, faculties are the 
ability to feel the onset of pain or the state of anger. 

Aristotle summarily dismisses passions from the realm of virtue, because they are not 
virtues or vices, and because these feelings are neither cause for praise nor worthy of 
condemnation. Therefore, the key to being important, from a moral virtue point of view, is the 
ability to alter, control or manipulate the outcome. Our faculties are also not the controlling force 
of moral virtue. The ability to comprehend our state of being is naturally occurring. Such ability 
is neither worthy of praise or condemnation, and thus not a measure of moral virtue. The mere 
fact of genius is not an indicator of genius. The leaders at Enron and Arthur Anderson, may have 
been the “the smartest men in the room,” yet intellect alone is not an indicator of ethical 
behavior. 

Deontological Ethics 

Deontological theories of ethics are principle based and are concerned with duty and 
rightness of action (Raj & Roy, 2016). In accounting, the importance of such principles is 
extensively present. For example, relevance and reliability of information, objectiveness, 
professional skepticism, etc., are evaluated in the accounting profession, based on how the rules 
are applied, and not the outcomes they yield. Under this framework, the moral 
rightness/wrongness of a decision is not based on the outcome that it achieves, but on its 
adherence to the underlying duty or moral code adherence. Accounting ethics relies on a 
deontological view of ethics. The accounting rules and norms form the basis of moral 
professionalism (Campbell, 2005). While the outcomes may be important, the profession is 
judged based on how the rules were applied. Deontological ethics provides a framework for 
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analyzing actions based on their adherence to known rules and principles. Deontological 
frameworks are useful for evaluating real-life scenarios (Raj & Roy, 2016). 

Teleological Ethics 

Teleological ethics primary tenet states that the morality of an action relates to the 
ultimate amount of good or evil the act generates. An action is correct if it generates the greatest 
amount of happiness, where happiness is measured in pleasure or absence of pain. Utilitarianism 
is one form of consequentialism, and Machiavellianism is another. The former focuses attaining 
some type of optimal happiness, while the latter optimizes self-interest. Under both of these 
frameworks, the path to the outcome is neither inherently moral nor immoral but is determined 
by the resulting outcomes they generate (Gesang, 2020).  

PPP Review 

The PPP was established under the CARES Act and is administered by the SBA with 
assistance from the Department of the Treasury (Treasury.gov, 2020). The initial program was 
intended to provide funds to cover up to eight weeks of pay and benefits for employees, and was 
allocated $349 billion dollars, to which an additional $320 billion dollars, was added by the 
Paycheck Protection Program and Enhancement Act. The SBA’s Economic Injury Disaster 
Loans (EIDL) with unsecured loans up to $25,000 and secured loans of up to $2 million dollars 
was extended to cover non-profit organizations including faith-based organizations. 
(congress.gov/116). 

“In addition to traditional funding programs, the CARES Act contains several programs 
to address the COVID-19 outbreak.” (https://www.sba.gov/funding-programs/loans/coronavirus-
relief-options) These programs were established for small businesses and non-profit 
organizations, providing a quick loan of up to $25,000 for firms with a SBA Express Lender 
relationship, and debt relief provisions. 

According to the SBA website:  

The Paycheck Protection Program is a loan designed to provide a direct incentive for 
small businesses to keep their workers on the payroll. 

Traditionally the SBA has defined small businesses as follows: 

The SBA assigns a size standard to each NAICS code. Most manufacturing companies 
with 500 employees or fewer, and most non-manufacturing businesses with average 
annual receipts under $7.5 million, will qualify as a small business. A full-service 
restaurant with less than eight million in annual revenue qualifies as a small business. 

The PPP has a provision for loan forgiveness which requires a recipient to spend 60% of 
the loan proceeds on payroll expenses within 24 weeks of receiving the money. This benefit 
implements the intent of the CARES Act to benefit individuals and provide them with funds 
during the period of negative job impact caused by the coronavirus. 
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The broad coverage of the PPP, and the dollars allocated to the act, was quickly enacted 
to provide immediate help to those covered. This has led to many unintended interpretations of 
the act, both innocent and intended, often to benefit an unintended and perhaps ethically 
challenged recipient. 

Individual Fraudulent Activity 

A Chinese national who is a permanent resident was jailed for lying in an attempt to 
obtain $20 million in PPP loans. Muge Ma lied to lenders and the Small Business Administration 
(SBA) that he employed hundreds of employees in several companies in which he was the only 
employee. He was living in a $1.8 million condominium which was purchased in 2018 “…while 
reporting $30,000 in annual income” (Brush, Peter, Sep. 30, 2020, Law360). 

“Two businessmen have been charged in the District of Rhode Island with allegedly 
filing loan applications fraudulently seeking more than a half-million dollars in forgivable loans 
guaranteed by the Small Business Administration (SBA) under the Coronavirus Aid, Relief and 
Economic Security (CARES) Act” (Two Charged, The United States Department of Justice, May 
5, 2020). They earned the dubious distinction of being the first individuals to be indicted for 
fraudulent CARES Act manipulation. The individuals claimed to have dozens of employees in 
four different businesses when there were no employees working for any of the businesses. “As 
alleged, David Staveley and David Butziger tried to capitalize on the coronavirus crisis by 
conspiring to fraudulently obtain more than half a million dollars in forgivable loans that were 
intended to help small businesses teetering on the edge of financial ruin,” said Special Agent in 
Charge Joseph R. Bonavolonta of the FBI’s Boston Field Office.” 

“Staveley and Butziger are charged by way of a federal criminal complaint with 
conspiracy to make false statement to influence the SBA and conspiracy to commit bank fraud. 
Additionally, Staveley is charged with aggravated identity theft. Butziger is charged with bank 
fraud.” Ibid. 

The loans were to pay employees of firms which did not exist at the start of the COVID-
19 pandemic and which did not have any employees.  

“A reality TV personality who stars in Love & Hip Hop: Atlanta has been arrested on 
federal bank charges arising from a Payroll Protection Program (PPP) loan that he obtained in 
the name of Flame Trucking” (Reality TV Personality, May 13, 2020). Maurice Fain stated in the 
loan application that his trucking company had 107 employees and a monthly payroll of almost 
$1.5 million dollars. He used the loan proceeds to purchase a Rolls Royce, expensive personal 
jewelry, to pay back child support, and obtain a large amount of cash. 

Shashank Rai, of Beaumont, Texas applied for more than $10 million in forgivable loans 
claiming that he employed 250 phantom employees. He made fraudulent applications to two 
banks. An application for $10 million was made to one bank claiming 250 employees with a 
monthly payroll of $4 Million dollars and a second bank claiming 250 employees with a monthly 
payroll of $1.2 million. The Texas Workforce Commission had no records of employee wages in 
2020 while the Texas Comptroller Office of Public Accounts reported the Raj Family LLC 
reported no revenues for the 4th quarter of 2019, or the first quarter of 2020. Commenting on the 
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case, Inspector General Jay N. Lerner FDIC OIG said, “Today’s charges hold the defendant 
responsible for his actions to swindle money out of a federal program intended to help those in 
need during a pandemic crisis” (Engineer Charged, May 13, 2020). 

Medical Cases Concerning the COVID-19 Vaccine 

Dr. Hasan Gokal, a Texas physician was charged with the misdemeanor of theft by a 
public servant, on January 22, 2021. The nature of the charge centers around the taking of a vile 
containing nine doses of the Moderna COVID-19 vaccine from his place of employment and 
inoculating his friends and family. His action led to his being dismissed from his position and 
charges being filed. Three days later the charges were dropped, and the case dismissed. The 
district attorney is considering whether to take the case to a grand jury for furtherance of the 
case. The doctor’s attorney noted that his efforts not transition to pursuing a wrongful 
termination suit (Schladebeck, 2021). 

Other cases involving vaccine administration have also arisen since the vaccine was first 
made available in December 2020. In Virginia, board of directors of Mary Washington Hospital 
foundation received vaccinations. The hospital posted photographs of the board members 
receiving their shots to social media. The posts were later removed due to backlash against the 
appearance that they received preferential treatment (Haefner-Becker, 2021). Hospitals around 
the country, as well as universities, have contended with similar potential violations of the 
guidance for vaccination order (Tampa Bay, 2021). 

Some Stanford University faculty that had little contact with the public were vaccinated 
ahead of frontline workers. The university claims that the algorithm that they used only focused 
on age, thus leading to department chairs, deans, and other administrators taking precedence over 
those actively serving on the front line (Stock, 2020). 

Ethical Analysis of Cases 

The ethical analysis of the above cases divides them into PPP loan related examples and 
medical/vaccine related cases. The analysis considers the actions from the following 
frameworks: legality, virtue ethics, deontological ethics, and teleological ethics. A given scenario 
may prove problematic under one framework, yet be viewed as ethical under another. 

This analysis begins with an examination of four PPP loan cases that have resulted in 
criminal proceedings. While being charged with wrongdoing is not an admission/conclusion of 
guilt, for the purposes of this research, the facts of the cases are assumed true, so that the relevant 
ethical concerns can be discussed. 

Muge Ma 

Muge Ma applied for $20 million of Paycheck Protection Program loans. He claimed that 
he had several companies that employed hundreds of employees. He lived in a $1.8 million home 
and had a reported income of $30,000 and had no employees. Clearly, if the data pattern is 
determined to be true, this represents illegal behavior. Analyzing this case under any of the 
above-described ethical frameworks fails to yield a reasonable ethical explanation for the 
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behavior. There is no data provided that would suggest that the money was being sought for 
some virtuous reason. Also, from a deontological perspective, the commission of fraud violates 
stated rules, laws, and societal patterns. The alleged crime was not done to achieve a higher 
justice (Rawls, 1971). Finally, examining the details from a teleological perspective does not 
yield an ethical determination. Ma sought to defraud the government, which would prevent 
others from qualifying for aid (limited resources) and delay the aid to others as well. This 
example represents the largest dollar amount of the cases examined. From the legal and 
consequentialist perspectives, this case would be the most unethical, because of its magnitude. 
However, from the virtue and deontological perspectives, a case could be made that the unethical 
nature of the decision is based on its lack of virtue, or deviation from the rules. See Table 1. 

Staveley and Butziger 

Staveley and Butziger applied for over $500,000 in PPP loans. The SBA intended these 
loans to cover the payroll of small businesses suffering as a result of the pandemic. Staveley and 
Butzinger had no employees and are charged with fraud. Clearly, such an action is illegal. 
Although the dollar amount is significantly less than the Ma case, the ethical failures are similar. 
The defendants in this case behaved just as unethically as in the previous case, as ethics are the 
study of how people should behave in a given situation. Thus, the dollar amount is not a factor in 
the appropriateness of the behavior. 

Maurice Fain 

Maurice Fain is a reality television star who is charged with seeking to cover 107 
nonexistent employees’ salaries, in the amount of $1.5 million. Instead of using the money to pay 
for payroll (there were no employees), he purchased a Rolls Royce automobile, jewelry, and 
hoarded cash. As charged, this behavior violates the law and intent of the program. While 
perhaps more salacious than the prior two cases (fame, expensive cars, etc.), this case is no more 
unethical than the prior two. It fails to meet the virtues outlined in virtue ethics. Fain clearly 
violated the rules of the program and society, by providing fraudulent data (deontological), and 
no greater societal outcome was achieved by the questionable practice. 

Shashank Rai 

While similar to some of the other cases, this one involves Rai applying for two separate 
PPP loans. Each claiming 250 employees, but differing payrolls, $4 million and $1.2 million the 
discrepancies, along with the fact that no reported salaries actually existed, alerted the Texas 
authorities to the potential fraud. Potentially more complicated than some of the other examples, 
the legal and ethical analysis results are similar.  

The analysis now shifts to examining the ethics of the three medical vaccination cases. 
These cases provide complexities not found in the loan examples. However, they are also 
financial/social in nature. The vaccines exist in limited quantity and have economic value. 

Dr. Hasan Gokal 
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Dr. Gokal is a frontline caregiver that removed a vile containing nine doses of the 
COVID-19 vaccine from his workplace. He was charged with the crime of unlawfully taking the 
vile of vaccine, and subsequently dismissed from his position. Charges were later dropped. From 
a strictly legal position, the doctor violated protocol and the law. However, if he did so to prevent 
the vaccine from being wasted due to expiration, and ensuring that his family was protected, as 
he claims, this affects the ethical analysis of the case. From a virtue ethics lens, the doctor 
demonstrated courage and generosity by making sure that it was not wasted. From a 
deontological point of view, a reasonable case can be made that he followed the higher order 
rules of the profession, by potentially saving lives. From a teleological lens, perhaps the ends are 
justified, because the scarce vaccine was not misspent, and additional people were inoculated. 

Board Members 

Hospitals around the nation have been giving priority to their board members to receive 
the COVID-19 vaccine. The guidelines in the United States vary, and hospitals have claimed that 
these board members perform voluntary work or are serving as community exemplars to 
encourage people to receive the vaccination. These cases are more complicated, as the guidance 
may not be clear enough to call the behavior criminal. However, it appears to violate the intent of 
the guidance. Such behavior fails to meet the virtues of integrity and truthfulness. And the 
resulting investigations into the hospitals demonstrates that from a deontological point of view, 
these policies are not intended to comply with the rules or yield some higher level of social 
justice. Teleological ethics looks for some positive ends to justify the behavior. If the board 
members actually are volunteers, this would be an example of such a justification. Also, if their 
behavior increased the number of community members signing up for vaccination, that also 
would be a positive consequence.  

Stanford University 

Stanford university employed an algorithm they claim was intended to identify the people 
that were meant to be vaccinated first. However, their selection process favored older department 
chairs, deans, and other administrators over frontline workers, who were younger. Like the other 
two medical scenarios, the behavior might not be illegal, but it doesn’t meet the guidelines 
established for the rollout. It is interesting that they blame the algorithm, as though it is some 
mysterious independent actor in the situation. The algorithm only did what it was programmed to 
do, according to the guidance given by the university. The university’s claim could be interpreted 
as, “we were only following orders.” Like prior examples, this case fails to meet the virtues of 
integrity and truthfulness. Deontologically, the university did not follow the rules and guidelines. 
Thus, the behavior cannot be viewed as ethical from this framework position. Finally, through a 
teleological lens, the consequence of vaccinating the older employees is consistent with 
protecting those at higher risk. 

Conclusion 

This paper examines some of the ethical issues t revealed in the implementation of 
COVID-19 policies. The urgency of the policy, as well as the need for the loans and vaccines, 
strain the ethical boundaries of individuals. This research has found that the PPP loan program 
has led to outcomes of specific criminal behavior, while the vaccine policy has led more to 
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ethical deficiencies. Also, the interpretation of the ethicality of the vaccine cases is bound by the 
ethical lens in which it is viewed. As with all research, this study is limited by the number of 
cases examined, as well as the pending nature of most of the legal cases cited. 
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Appendix 

Table 1 

Case Legal Virtue Deontological Teleological 
M. Ma Fraud: Attempted to 

secure $20 million in 
fraudulent loans (no 
actual employees 

Lacks: 
Integrity 
Truthfulness 
Proper ambition 

Actions do not 
follow established 
rules, or achieve 
justice 

Consequences: 
Legitimate 
applications are 
underserved 
Taxpayers money 
potentially wasted 

Staveley & 
Butziger 

Fraud: Attempted to 
secure over $500 
thousand in 
fraudulent loans (no 
actual employees) 

Lacks: 
Integrity 
Truthfulness 
Proper ambition 

Actions do not 
follow established 
rules, or achieve 
justice 

Consequences: 
Legitimate 
applications are 
underserved 
Taxpayers money 
potentially wasted 

M. Fain Fraud: Secured over 
 $1.5 million and 
purchased Rolls 
Royce 

Lacks: 
Integrity 
Truthfulness 
Proper ambition 

Actions do not 
follow established 
rules, or achieve 
justice 

Consequences: 
Legitimate 
applications are 
underserved 
Taxpayers money 
potentially wasted 

S. Rai Fraud: Applied for 
multiple loans 
totaling over $10 
million. (no actual 
employees) 

Lacks: 
Integrity 
Truthfulness 
Proper ambition 

Actions do not 
follow established 
rules, or achieve 
justice 

Consequences: 
Legitimate 
applications are 
underserved 
Taxpayers money 
potentially wasted 

H. Gokal Theft: Doctor stole 
COVID-19 vaccine 
that was about to 
expire. Charges later 
dropped 

Fulfills: 
Courage 
Generosity 
 

Gokal’s action may 
be consistent with 
professional ethics of 
do no harm (justice) 

Results: Vaccines 
were not wasted 
Potentially given to 
appropriate 
population 

Hospitals 
vaccinating 
board members 
out of sequence 

Noncompliance: Not 
following state or 
CDC guidelines 

Lacks: 
Integrity 
Truthfulness 
 

Actions do not 
follow established 
rules, or achieve 
justice 

Vaccinating board 
members may 
protect volunteers 

Stanford 
University 

Noncompliance: 
University 
vaccinated non-
medical employees 
ahead of front-line 
providers 

Lacks: 
Integrity 
Truthfulness 
 

Actions do not 
follow established 
rules, or achieve 
justice 

The algorithm 
identified older 
employees that may 
be at higher risk than 
the general 
population 
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THE USE OF EVENT STUDIES IN SECURITIES FRAUD LITIGATION 

 

SUNEEL UDPA1 

 
ABSTRACT 

 
An event study is a statistical regression analysis that examines the effect of an event or events 
on the market prices of a company’s publicly traded security. The event study methodology is 
well established in academia and is used extensively in economics, finance, and accounting 
research. The key contribution of the event study methodology is its ability to separate stock 
price fluctuations due to various market forces from the price impact due to the event under 
study. Over the past two decades, event study methodology has been used increasingly as a 
valuation technique in various litigation contexts, including securities fraud litigation. This 
paper provides a primer on how event studies are conducted and used in securities fraud 
litigation and their limitations. 

I. INTRODUCTION 

 An event study is a statistical regression analysis that examines the effect of an event or 
events on the market prices of a company’s publicly-traded security. The event study 
methodology is well established in academia and is used extensively in economics, finance, and 
accounting research to study the impact of various corporate events such as takeovers, earnings 
releases, and product recalls, as well as economic, legal, and regulatory announcements such as 
changes in monetary policies, corporation law, and accounting standards.2 The key contribution 
of the event study methodology is its ability to separate stock price fluctuations due to various 
market forces from the price impact due to the event under study. 

 Over the past two decades, event study methodology has been used increasingly as a 
valuation technique in various litigation contexts, including securities fraud litigation. Most 
securities fraud litigations deal with allegations that defendants (typically, publicly-traded firms) 
made misrepresentations and/or omissions that caused the stock price to be higher than it would 
otherwise have been had the firm made the “correct” disclosure. Event studies have been used in 
U.S. Courts to analyze the efficiency of the market in which a company’s stock trades and as 
economic evidence of materiality, reliance, loss causation, and damages. In fact, event studies 
have become so ubiquitous in securities fraud litigation that they are viewed as necessary in 
almost every case.3 

 This paper provides a primer on how event studies are conducted and used in securities 
fraud litigation and their limitations. This paper would be useful to lawyers, law students, and 
expert witnesses who are interested in using event studies in securities fraud litigation at the level 
of intellectual rigor that would pass muster in U.S. Courts. 

1 Associate Professor, School of Business and Leadership, University of Puget Sound. sudpa@pugetsound.edu 
2 S.P. Kothari & Jerold B. Warner, Econometrics of Event Studies in Handbook of Corporate Finance: Empirical 
Corporate Finance 3 (2007). 
3 Alon Bray & J.B. Heaton, Event Studies in Securities Litigation: Low Power, Confounding Effects, and Bias, 93 
Wash. U. L. Rev. 583, 585 (2015). 
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II. EVENT STUDY METHODOLOGY  

 The theoretical basis for the event study methodology is the semi-strong version of the 
Efficient Market Hypothesis (EMH) which states that all publicly available information is 
incorporated into stock prices quickly and without bias. The necessary conditions for semi-strong 
EMH to hold are that the stock is widely held, actively traded, and followed by several analysts. 
There is a vast body of evidence in the finance literature supporting the semi-strong form of the 
EMH. Modern finance theory holds that the stock price of a company at any point in time is the 
market’s best estimate of the discounted present value of its expected future cash flows to equity 
holders. Consequently, if new information becomes publicly available that causes the market to 
significantly alter its expectations of the company’s future cash flows, it will be immediately 
reflected in a change in its stock price. Therefore, by observing the changes in the company’s 
stock price to the announcement of an event one can measure the effect of the event on its value - 
the market’s estimate of the discounted present value of the company’s future cash flows. 

 Since the publication of two seminal studies by Ball and Brown4 in 1968 and Fama, 
Fischer, Jensen, and Roll5 in 1969 and, academic researchers have used the event study 
methodology to examine the impact of new information on the value of the firm. Academic 
researchers in economics, finance, and accounting have studied the impact of announcements of 
earnings, revenues, mergers and acquisitions, dividends, regulatory changes, new accounting 
standards, and other events that are relevant for the valuation of a firm. 

Structure of a Typical Event Study 

 A typical event study consists of five steps. 

Step 1: Defining the event and the announcement date or dates (called the announcement period) 

Step 2: Measuring the stock returns during the announcement period 

Step 3: Estimating the expected return of the stock during the announcement period in the 
absence of the announcement 

Step 4: Computing the abnormal (excess) return by subtracting the actual return from the 
expected return 

Step 5: Evaluating whether the excess return is statistically significant at the chosen level of 
statistical significance 

 The first step in an event study is to define the events under investigation. Events are 
usually announcements of various corporate, legal, or regulatory actions or proposed actions. 
The first public announcement of the defined event is the announcement date. There could be 
multiple events, such as the significant steps an acquirer takes in acquiring another company, 
each of which may provide new information to the market. Each of the multiple events generates 
its own announcement dates. The announcement period (or event window) is the period over 
which the effect of the event is analyzed. Given that the theoretical basis for the event-study 

4 Ray Ball & Paul Brown, An Empirical Evaluation of Accounting Income Numbers, Journal of Accounting 
Research, 159-178 (1968). 
5 Eugene Fama, Lawrence Fisher, Michael Jensen, & Richard Roll, The Adjustment of Stock Prices to New 
Information, International Economic Review, 10(1), 1-21 (1969). 
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methodology is the semi-strong EMH, the presumption is that the stock price will quickly reflect 
the new information released in the announcement. As a result, the announcement period is often 
just the date of the public announcement. If the announcement date is uncertain or if there is the 
likelihood of leakage of information, a longer announcement period maybe used. However, as 
the length of the announcement period increases, the noise-to-signal ratio increases, and the 
ability to detect price impact decreases. 

 In the case of securities fraud litigation, the firm-specific event is the fraudulent statement 
and/or the corrective disclosure. A typical shareholder lawsuit involves a misstatement made by 
the firm that leads the market to overvalue the firm’s stock followed by, sometime later, a 
corrective disclosure which causes the stock price to fall. A corrective disclosure is typically an 
admission by the firm that one or more of its prior statements were false or misleading along 
with the corrected, truthful, and complete version of the prior misstatement. In such situations, 
the misstatements and the later corrective disclosures are the events. The event study measures 
the impact of the misstatements on the stock price of the firm and the magnitude of the decrease 
in price on the announcement of the corrective disclosure. In circumstances in which the 
misstatements falsely confirm prior misstatements made by the firm, or by omission confirm the 
misinformation prevailing in the market, the stock price will not change and the event is not the 
misstatement or the omission, but the corrective disclosure. It is important to note that the 
corrective disclosure need not always be made by the firm making the misstatement; the 
corrective disclosure can be a ratings downgrade by a rating agency, the bankruptcy of the firm, 
or an enforcement action by the SEC. 

 The second step involves measuring the stock returns during the announcement period. 
Stock returns are calculated as the change in the closing price of the firm’s stock over a period of 
time divided by the original price of the stock. Since the announcement period is typically the 
day on which the announcement is made, event studies are commonly conducted using daily 
returns. The daily return of the firm on day t is calculated using the following formula:6 

Rt =
Pt − Pt−1

Pt−1
 

where Pt and Pt-1 are the closing stock prices at time t and t-1 respectively. 

The third step involves estimating the expected or normal return of the stock during the 
announcement period in the absence of the announcement. The expected return is the return that 
would have accrued to an investor in the absence of any firm-specific information. This step is 
necessary to isolate the impact of the firm-specific event on the firm’s stock returns from those 
affecting the overall market.7 Academic researchers have used several models to estimate 
expected returns. The most common model used in U.S. Courts is the market model that defines 
the expected return for stock i at time period t as 

Rit = ai + bi(Rmt) + ℇit 

6 If the firm declares a dividend, the daily stock return is calculated assuming the dividends are reinvested on the ex-
distribution date. That is, the daily stock return on the ex-distribution date is the change in stock price plus the 
dividend divided by the original price of the stock. 
7 See, In Re Executive Telecard Ltd. Securities Litigation, “in measuring stock price declines, one must eliminate 
‘that portion of the price decline that is the result of forces unrelated to the wrong.’” (quoting In re Exec. Telecard 
Ltd. Sec. Litig., 979 F. Supp. 1021, 1025 (S.D.N.Y. 1997)). 
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where: 
 
Rit = Return for stock i at time t 

ai and bi are the intercept and the slope coefficient parameters respectively for firm i 

Rmt = Return for a market index (such as the S&P 500 or the NASDAQ Composite Index) or an 
industry index (specific to the industry to which the firm belongs) for time t 

ℇit = Error term for stock i at time t.8 

 To estimate the expected returns during the announcement period for the firm under 
investigation, the coefficients ai and bi in the model above are estimated first by regressing the 
returns of firm i on the index returns for a period outside the announcement period. This period, 
called the estimation or control period, is often the period prior to the announcement period so as 
to ensure that the alleged misstatement does not impact the historical relationship between the 
firm’s stock returns and the market returns. The estimated coefficients thus obtained are then 
used to estimate the expected return during the announcement period.  

 The fourth step is to calculate the excess or abnormal return which is the difference between the 
actual return and the expected return during the announcement period. The excess return measures the 
stock’s reaction to the announcement of the event 
 
 The fifth and final step is to determine whether the estimated excess return is statistically 
significant at the chosen level of significance, which is typically 5% in academic studies. This step 
ensures that the excess returns observed are not just the result of the usual volatility of the stock price 
but are due to the announcement. 
 

III. USE OF THE EVENT STUDY METHODOLOGY IN SECURITIES FRAUD 
LITIGATION 

Most securities fraud actions in the US are brought under Section 10(b) of the Securities 
Exchange Act of 19349 and SEC Rule 10(b)510. Rule 10(b)5 allows a private plaintiff to recover 

8  The market model is a statistical model that is not grounded in any finance theory on asset price determination. It 
focuses on the empirical relationship between a firm’s stock returns and the market index returns. The most common 
model for expected returns that is based on finance theory is the Capital Asset Pricing Model (CAPM). The 
regression equation used to calculate the coefficients ai and bi under CAPM is  
Rit – Rft = ai + bi(Rmt – Rft) + ℇit where Rft is the risk-free rate at time t. The results obtained from the market model 
and CAPM are similar. 
9 Section 10(b) of the Exchange Act stipulates that it is unlawful [t]o use or employ, in connection with the purchase 
or sale of any security registered on a national securities exchange or any security not so registered, or any 
securities-based swap agreement any manipulative or deceptive device or contrivance in contravention of such rules 
and regulations as the [Securities and Exchange] Commission may prescribe as necessary or appropriate in the 
public interest or for the protection of investors. Securities Exchange Act of 1934 § 10(b), 15 U.S.C. § 78(j). 
10 Rule 10b-5 makes it unlawful to “make any untrue statement of a material fact or to omit to state a material fact 
necessary in order to make the statements made, in the light of the circumstances under which they were made, not 
misleading.” 17 C.F.R. § 240.10b-5 (2015). 
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damages caused by an act or omission resulting in fraud or deceit in connection with the 
purchase or sale of any security. 

Under Rule 10(b)5, a plaintiff must allege and prove the following five elements: 

i. That the defendant made a material representation or omission (Materiality)  

ii. That the defendant acted with a wrongful state of mind (Scienter) 

iii. That the material representation or omission was made in connection with the purchase or 
sale of the security (In connection with) 

iv. That the plaintiff relied on the material misrepresentation (Reliance) 

v. That the plaintiff suffered an economic loss as a result and the material representation 
actually caused the loss (Loss causation) 

Event studies have been used in US Courts to establish materiality, reliance, and loss 
causation. In addition, event studies have been used to address the practical task of calculating 
damages. 

Materiality 
 

In order to fulfill the materiality requirement, “there must be a substantial likelihood that 
the disclosure of the omitted fact would have been viewed by the reasonable investor as having 
significantly altered the ‘total mix’ of information made available.”11 The Court required a fact-
specific analysis of whether a reasonable investor would hold the particular alleged 
misrepresentation or omission to be significant in the context of the information available to the 
market12. Materiality can be objectively measured with an event study, since an event study can 
determine if the stock price changed as a result of the fraud (disclosure of allegedly material 
facts) and not as a result of some other factor. If the event study finds no significant or abnormal 
change in the stock price to the disclosure, the information is deemed immaterial.  

 
Misrepresentations that falsely confirm prior market expectations (called confirmatory 

disclosures) will not lead to an observable change in price. However, a change in the observed 
price will occur when the fraud is revealed via corrective disclosures. Event studies can be used 
on the dates of alleged corrective disclosures to indirectly establish the price impact of 
misrepresentations that falsely confirmed market expectations.13 
 

Reliance 

In securities fraud litigation, plaintiffs must demonstrate that they relied on the 
defendant’s misrepresentations or omissions. Reliance is an essential element for Rule 10(b)5 
liability because it ensures that there is the requisite causal connection between a defendant’s 
misrepresentation and the injury. Plaintiffs can either present direct evidence of their actual 
reliance, in which case there is no need for an event study analysis, or they can invoke a 
presumption of reliance.  

11 Basic Inc. v. Levinson, 485 U.S. 224, 231-32 (1988) (quoting TSC Indus., Inc. v. Northway, Inc., 426 U.S. 438, 
449 (1976)). 
12 Id. at 240. 
13 In re Vivendi, S.A. Sec. Litig., 838 F.3d 223, 259 (2d Cir. 2016). 
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The Supreme Court decision in Basic v. Levinson14 accepted the “fraud on the market” 

presumption of reliance which holds that “the market price of shares traded on well-developed 
markets reflects all publicly available information, and, hence, any material misrepresentation.”15 
The Court observed that the typical investor, in “buy[ing] or sell[ing] stock at a price set by the 
market, does so in reliance on the integrity of that price.”16 The court concluded that investor’s 
reliance can be presumed for the purposes of a 10(b)5 claim if the following requirements were 
met: (i) the misrepresentations were publicly known; (ii) the misrepresentations were material; 
(iii) the stock was traded in an efficient market; and (iv) the plaintiff traded between the time the 
misrepresentations were made and when the truth was revealed."17 An event study can be used to 
show that a misrepresentation or corrective disclosure had a statistically significant impact on the 
price of the stock, thereby demonstrating that the plaintiff relied on the misrepresentation. 
Conversely, defendants can use lack of price impact to the alleged misrepresentation to show that 
the presumption of reliance does not apply.18 

 
Loss Causation 

 
Loss Causation refers to the direct causal link between the misstatement and the 

economic loss. It requires that plaintiffs prove that the defendant’s misrepresentations or 
omissions not only caused them to invest, but also were the cause of their actual economic 
losses. The US Supreme Court in Dura Pharmaceuticals v. Broudo19 held that the plaintiffs 
cannot adequately allege loss causation by only alleging that the plaintiffs purchased the 
securities at an artificially high price. Rather they had to prove that they suffered an actual 
economic loss proximately caused by the defendant’s misrepresentation. This economic loss is 
“the amount of the original price distortion that 
remains in the stock until the corrective disclosure, as measured by the market’s response to the 
disclosure of the original misrepresentation.”20 Plaintiffs can use an event study on the dates of 
the alleged misstatements and corrective disclosures to demonstrate both that the economic loss 
occurred and this loss was caused by the defendant’s misrepresentation. 
 

Damages 
 

To make a viable securities fraud claim, the plaintiff must establish damages. The 
primary measure of damages in a securities fraud action is the plaintiff’s out-of-pocket losses 
which is the difference between the amount the plaintiffs paid and the “true” value of the stock. 
This is calculated as the actual difference between the price at which the plaintiff actually 
invested in the stock and the price they would have invested at had the truth be known to them at 
the time of the transaction. Event studies have been used to arrive at the “true” value and to 

14 485 U.S. 224 (1988). 
15 Id. at 246. 
16 Id. at 247. 
17 Jill Fisch, Jonah Gelbach, & Jonathan Klick, The Logic and Limits of Event Studies in Securities Fraud 
Litigation, 96 Texas L. Rev. 553 (2018). 
18 Halliburton Co. v. Erica P. John Fund, Inc. (Halliburton Hl), 134 S. Ct. 2398 (2014). 
19 544 U.S. 336 (2005). 
20 Jill E. Fisch, The Trouble with Basic: Price Distortion After Halliburton, 90 Wash. U. L. Rev. 895, 915 (2013). 
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answer the question, “What would the price have been during the class period but for the 
fraudulent disclosure?” 

In summary, materiality, reliance, loss causation, and the amount of damages can be 
proven using a single event study. For instance, consider the situation in which the plaintiff 
alleges that the defendant made a misrepresentation involving non-confirmatory information on 
Date One and then issued a corrective disclosure on Date Two. Both dates are relevant and a 
single event study can be used to prove that the alleged misrepresentation caused the stock price 
to rise and that the alleged corrective disclosure caused the price to drop. It is important to note 
that the corrective disclosure need to be made by the defendant, the event could be a credit 
ratings downgrade, an enforcement action by the SEC, or the bankruptcy of the company. In 
situations in which the misstatements falsely confirmed prior market expectations or the 
disclosure omitted certain relevant information, there would be no price impact at the time of the 
disclosure. In such situations, the event study can be performed at the time of the corrective 
disclosure or when the information is finally disclosed. 

 
IV. LIMITATIONS OF USING EVENT STUDIES IN SECURITIES FRAUD LITIGATION 

 
There are important differences between the use of event studies in academic research 

and the use of event studies in securities fraud litigation. Academics have used event studies to 
measure the effect of a single event across multiple firms or the effects of multiple events on 
multiple firms. By contrast, an event study used in securities fraud litigation typically involves 
measuring the impact of individual events on a single firm’s stock price. These differences have 
important methodological implications.  

Lack of Statistical Power 

Academic research on the power of event studies have concluded that the accuracy of 
event studies increase as the number of firms in the sample increase, as the number of days in the 
event window decrease, and as the alternative of a larger abnormal return is considered against a 
null hypothesis of zero abnormal return.21 The important question for judges and jurors in 
securities fraud litigation is whether an event study conducted with a sample size of one is 
acceptable. The statistical power with a sample of one is quite low. The variability of abnormal 
returns of a portfolio with just one stock is significantly higher than a portfolio with even a few, 
say five, stocks. Single-firm event studies suffer from a high signal-to-noise ratio; therefore, they 
lack the statistical power to detect price impacts, unless the price impacts are quite large. This 
has negative societal implications since it lowers the deterrent effect of securities laws. Small to 
medium scale fraud that might have meaningful negative price impacts but are not large enough 
to be detected using event study methodology will go undetected encouraging their future 
occurrences. 

Confounding Effects 

It is plausible that the announcement period return of a firm will be affected by 
confounding effects; that is, by other information unrelated to the event under scrutiny. If a 
sample of one firm is considered, it is quite difficult to determine the separate effects on firm 

21 See, A. Craig MacKinlay, Event Studies in Economics and Finance, 35 Journal of Economic Literature, 13-14 
(1997). 
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value of the announcement being investigated from those of unrelated events. If the sample has 
several firms, as is typical in academic research, then the averaging of excess returns across 
many firms tends to average away or cancel out the effects of unrelated price movements. 
Because single-firm event studies are impacted by confounding effects, it is very difficult for 
litigants to quantitatively decompose observed price impacts into those caused by the alleged 
fraud and those unrelated to it.22 

High Type II Errors 

Courts in detecting price impacts in event studies have focused on determining if there is 
a statistically significant price impact at the 5% significance level (equivalently, at the 95% 
confidence level).23 The 5% significance level is most commonly used in academic studies. The 
5% significance level requires that the Type 1 error rate be less than 5%. A Type 1 error, also 
known as a false positive, occurs when the researcher incorrectly rejects a true null hypothesis. 
In the context of an event study, it means that the researcher reports a significant price reaction to 
an event when, in fact, the price reaction occurred by chance. However, Type 1 errors are only 
one of two ways an event study could lead to an erroneous result. An event study also leads to 
Type II errors, also known as false negatives, when the researcher fails to reject a null hypothesis 
that is really false. In the context of an event study, it means that the researcher fails to detect a 
stock price reaction to an event, when, in fact, a significant stock reaction did occur. Research 
has shown that in single-firm event studies such as those used in securities fraud litigation, 
requiring a Type 1 error rate of 5% yields a very high Type II error rate.24 The courts, however, 
have been unwilling to deviate from the 5% significance level. For instance, In re Intuitive 
Surgical Sec25, in response to the plaintiff’s assertion that the price impact at a 10% significance 
level was statistically significant, the court rejected the plaintiff’s argument noting that there was 
“no reason to deviate” from the 5% significance level adopted by another court. 

Two-Tailed versus One-Tailed Tests 

In a purely academic study investigating whether an event had an impact on the stock 
price, statistical significance is appropriately tested by checking whether the estimated excess 
return is large enough in magnitude regardless of the sign. That is, “two-sided” tests of statistical 
significance is used since a large value of excess return on either side of zero provides evidence 
against the null hypothesis that the event had no impact on the stock price. However, in securities 
fraud litigation the price must move in a particular direction to support the plaintiff’s case. For 
example, a corrective disclosure by the company following a misrepresentation should cause the 

22 Another challenge of single firm event studies is that it could generate biased measures of price impacts from the 
combination of low statistical power and confounding effects. For instance, the true price impact of the event under 
investigation combined with the confounding effects of other information that impacts price in the same direction as 
the investigated event could push the total price change past the threshold of statistical significance. See Alon Brav 
& J.B. Heaton, Event Studies in Securities Litigation: Low Power, Confounding Effects, and Bias, 93 Wash. U. L. 
Rev. 583 (2015). 
23 The statistical significance is indicated by the “t-statistic.” The t-statistic is equal to the excess return on event 
days divided by the standard deviation of excess returns. A normally distributed variable will have 95% of its 
observations fall within approximately two standard deviations of its mean. Thus, by assuming that the returns 
adhere to normality, a t-statistic that is greater than the critical value of 1.96 indicates that the excess return is 
significant at the 95% confidence level. 
24 Brav & Heaton, supra note 22, at 594. 
25 In re Intuitive Surgical Sec. Litig., No. 5:13-cv-01920-EJD, 2016 WL 7425926, at *15 (N.D. Cal. Dec. 22, 2016). 
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stock price to fall. An increase in the stock price following the corrective disclosure does support 
the plaintiff’s cause. Therefore, tests of statistical significance when event studies are used in 
securities litigation should be “one-sided” so that the estimated excess return is considered 
statistically significant only if it moves in the direction consistent with the allegations of the 
plaintiff. The implication of using a two-sided test when a one-sided test is appropriate is that the 
Type II error increases dramatically which means that there are many more instances of false 
negatives. That is, the test result indicates that there is no negative stock price reaction to an 
event when, in fact, there is. However, the use of one-tailed test is often contested in courts.26 

Non-Normality of Excess Returns 

In event studies, we characterize an event as affecting the stock price by examining the 
distribution of excess returns on days when there is no news to the distribution on days in the 
announcement period. The standard event study assumes that the distribution of excess returns is 
normal. However, there is considerable empirical evidence that the distribution of excess returns 
is not normally distributed. There is empirical evidence that suggests that excess returns often 
exhibit skewness, fat tails, or both.27 If the excess returns are not normally distributed, the choice 
of the critical value for statistical significance testing would be different from the one used if the 
excess returns are normally distributed.28 However, courts have been generally reluctant to make 
such adjustments for the non-normality of returns 

Unconstitutionality of Requiring an Event Study 

Some legal scholars have contended that it is unconstitutional for federal courts to require 
an event study to establish or refute materiality, reliance, and loss causation. They note that the 
Seventh Amendment to the US Constitution gives to the plaintiffs of a securities fraud action the 
right of a trial by jury. The de facto event study requirement infringes on the Seventh 
Amendment right to a jury trial in two significant ways. One, requiring an event study to 
establish essential elements of a securities fraud case removes the factual determinations of 
materiality, reliance, and loss causation from the jury. Two, the event study requirement allows 
the judge to usurp the jury’s power to assess reliable expert testimony in reaching its factual 
determinations. These legal scholars contend that the fact that event studies as used in US Courts 
is not a perfect science and that the results are malleable to a large degree compound the problem 
of using event studies for securities fraud litigation.29 

V. CONCLUSIONS 

In securities fraud litigation, for the purposes of determining materiality, reliance, loss causation, 
and damages, it is critical to prove that the alleged misrepresentation affected the stock’s market 
price. This task is challenging since stock prices fluctuate continuously in response to various 
market forces and due to “noise.” Since event studies provide a simple method of controlling for 

26 Premium Plus Partners, L.P. v. Davis, 653 F. Supp.2d 855, 867 (N.D. Ill. 2009), aff’d sub nom. Premium Plus 
Partners, L.P. v. Goldman, Sachs & Co., 648 F.3d 533 (7th Cir. 2011). 
27 Jonah B. Gelbach, Eric Helland & Jonathan Klick, Valid Inference in Single-Firm, Single-Event Studies, 15 Am. 
Law Econ. Rev. 495 (2013). 
28 One methodology to address the non-normality of excess returns is to use the sample quantiles of the estimated 
excess returns distribution to estimate the critical value. See Id at 517. 
29 Michael J. Kaufman & John M. Wunderlich, Regressing: The Troubling Dispositive Role of Event Studies in 
Securities Fraud Litigation, 15 Stan. J.L. Bus. & Fin. 183 (2009). 
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market effects, litigants have successfully used event studies to show that the firm’s 
misstatements either affected its stock price or it did not. 

However, by necessity, the event studies used in securities litigation are conducted on a single 
firm. This results in several methodological challenges. The Courts should recognize the 
deficiencies of the event study methodology and allow litigants flexibility in using the 
methodology to determine the impact of an alleged fraud. 
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Women have become a major participant in today’s diverse work environment and have 
contributed to many different types of work arenas, including those professions typically occupied 
by men.  However, women still do not earn pay equal to that of their male counterparts even though 
laws were enacted to prevent gender pay inequality. This article provides a discussion of the 
gender pay gap in the United States workforce and provides considerations for organizations to 
reduce the gender pay gap.  The article begins with a basic overview and understanding of the 
gender pay gap concept including a discussion about the history of the gender pay gap and the 
reasons for the gender pay gap. Thereafter, there is a discussion about the impacts of the gender 
pay gap to organizations as well as recommendations to organizations about how to reduce the 
gender pay gap are presented using the leadership change framework by Kurt Lewin (1947). 
Lastly, conclusions are made about the benefits to organizations as well as employees pertaining 
to the reduction of the gender pay gap.  

 
OVERVIEW OF THE GENDER PAY GAP 

 Throughout the employment history of the United States, women have often had to 
vigorously seek various rights that have been traditionally afforded men.  The issue of equal pay 
is one of those rights that women have long sought to obtain and it has garnered a great deal of 
attention, particularly in the last few years (Sbrocchi, 2019). Even in today’s work environment in 
the United States, where women account for approximately half of the workforce, the pay for 
women continues to lag behind that of their male counterparts (Smith & McElhaney, 2017).  
However, there appears to be a substantial renewed interest in achieving the narrowing of the pay 
gap and establishing a work environment where the pay for women is on equal status with that of 
men.  In addition to individuals openly seeking to address this issue which would affect the private 
sector and non-private sector employees, the advent of social media has added another dimension 
for pay equity with the #TimesUp effort (Sbrocchi, 2019). This movement has provided 
widespread and renewed focus on this issue to a larger and more energized audience.  However, 
notwithstanding these broad-based efforts to assist pay equality for women, professionals and other 
knowledgeable individuals in the area note concern that the equity in pay parity between women 
and men will not be achieved until approximately 2059 unless there is some type of intervention 
(National Partnership for Women & Families, 2019).   

To change the behaviors of individuals within an organization, researchers have 
recommended a structured approach including leadership transitioning individuals from a current 
state of beliefs, behaviors, and practices to a future state with intended beneficial outcomes 
(Anderson & Anderson, 2010; Kurt Lewin, 1947; Project Management Institute, 2017).  
Leadership changes include the integration of culture, employees, procedures, processes as well 
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as practices and focus on change as a psychological transition involving employees and their 
acceptance of some type of change.  The changes usually involve a transitional process that 
require a framework noted by Kurt Lewin (1947). Kurt Lewin’s (1947) leadership change 
framework will be used in this paper and focuses on a three-step process noting unfreezing, 
moving, and freezing the employees within an organization.    

The U.S. Census Bureau (2019) reported that women in the U.S. were paid 82 cents for 
every dollar that was paid to men. Therefore, it is initially necessary for an understanding and 
discussion of the pay equity problem in order to truly address this issue. If these gender pay issues 
are not addressed, they may adversely impact employees as well as organizations. For example, 
employees’ wages may be depressed which may impact current and future spending capabilities 
including their retirement benefits (Trotter, Zacur, & Stickney, 2017). Persistent gender pay issues 
may cause organizations to experience limited access to recruiting diverse talent as well as 
employing committed and satisfied workers that are innovative and high performers (Smith & 
McElhaney, 2017; Trotter, Zacur, & Stickney, 2017).  These gender pay issues may also expose 
organizations to various types of lawsuits (Law, 2019). Therefore, in this article, the authors 
endeavor to provide management with information to consider in order to reduce the gender pay 
gap. The article begins with a basic overview and understanding of the gender pay gap concept 
including a discussion about the history of the gender pay gap and the reasons for the gender pay 
gap. Thereafter, there is a discussion about the impacts of the gender pay gap to organizations as 
well as recommendations to organizations about how to reduce the gender pay gap are presented 
using the leadership change framework by Kurt Lewin (1947). Lastly, conclusions are made about 
the benefits to organizations as well as employees pertaining to the reduction of the gender pay 
gap.  
 

UNDERSTANDING THE HISTORY OF THE GENDER PAY  
 

 The gender pay gap is generally recognized as the difference between the earnings of men 
and women, expressed as the median annual pay of all full-time women compared to the pay of 
men who also work full-time (AAUW, 2014).  In 1963, the United States Congress addressed the 
disparity in pay between women and men by enacting the Equal Pay Act (hereafter, EPA) 
(Sbrocchi, 2019).  Accordingly, the EPA’s impacts were also related to pay disparity. 
 Before the establishment of the EPA, the number of women represented in the workplace 
was substantially lower than their male counterparts (Sbrocchi, 2019). Accordingly, women 
represented approximately 25% of the United States workforce during the initial part of the 20th 
century (History.com Editors, 2019).  However, the percentage of women in the workplace 
changed as a result of the necessities of work demands brought on by World War II and millions 
of women worked and provided labor during this period and traditional industry positions normally 
occupied by men were now being performed by women (History, com Editors, 2019; World War 
II: 1939-1945, n.d.). Certain work positions such as engineering jobs as well as train driving 
positions were now being performed by women in huge numbers  (World War II: 1939-1945, n.d.)  
Predictably, women were receiving less pay then the men who formerly occupied these positions. 
As a result, labor disputes surfaced as women insisted and commanded pay equal to that of their 
male counterparts (Sbrocchi, 2019).  In order to assist in the settling of these industrial labor issues 
and facilitate the war effort, President Franklin D. Roosevelt established the National War Labor 
Board (hereafter, NWLB) through an executive order to intervene and compel settlements to 
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further the war efforts (Gross, 1981). The NWLB also endorsed policies requiring women to 
receive equal pay when substituting for male workers.  
 The women’s efforts also received assistance from labor unions in their equal pay 
initiative.  More altruistic, the labor unions sought to preserve the high wages for the men once 
they reentered the workforce after the war (Sbrocchi, 2019). Women were seen primarily as 
place holders for men’s jobs despite their desire to remain in the workforce. At the conclusion of  
World War II, men returned from the war and sought their original work positions (Equal Pay 
Act of 1963, National Park Service, 2016).  Policies through the federal and civil arenas allowed 
the women to be replaced with men.  For the women who were able to maintain their 
employment positions, their jobs were reclassified and the pay was predictably lowered.   

The EPA, “prohibits sex-based wage discrimination between men and women in the same 
establishment who perform jobs that require substantially equal skill, effort and responsibility 
under similar working condition”  (U.S. Equal Employment Opportunity Commission, n.d.). The 
EPA was instituted to adjust and ban salary arrangements and configurations that were founded on 
the basis that women should receive less pay than men solely on the premise that they were women. 
Although these laws exist which promote women receiving pay consistent with that of their male 
colleagues, many employers, in particular in the private sector, have not achieved this result in 
their respective workforces.   
 

REASONS FOR THE GENDER PAY GAP 
 
 To change the beliefs and behaviors of employees, senior leadership needs to establish and 
communicate the reasons for the gender pay gap to create a business case to include 
recommendations for the reduction. These reasons range from economic, societal as well as  
organizational  and have attributed to the ongoing gender pay gap decisions and practices and need 
to be reviewed in order for organizations to understand the core beliefs and behaviors (Becker, 
1985; O’Reilly, Smith, Deakin, &  Burchel, 2015; Yildirmaz, 2019 ).  

Some jobs have traditionally been identified as economic and related to human capital 
factors such as education and female preferences for more work-life family balance (Becker, 
1985). These human capital factors included occupations that focused on positions labeled as male 
jobs and required full-time and active workforce participation. Occupations such as engineering, 
finance and operations are related to higher compensation than other jobs (Berman, 2015; National 
Partnership for Women & Families, 2019; Yildirmaz, 2019).  Alternatively, there have been 
positions classified as female jobs such as teachers and these positions usually receive less 
compensation.  These gender classified positions often allow men to receive more compensation 
as occupations and allow organizations to quantitatively explain the gender wage gap (Blau & 
Kahn, 2016). There is also a school of thought that men should receive preferential salary treatment 
over women due to the fact that they are the primary bread winners of the family (Blu & Kahn, 
2016; Law, 2019). Conversely, women are taking a more active role in child rearing and thus 
usually do not work as long as men in the workforce.  This is also called the motherhood penalty 
(Blu &Kahn, 2016) and further supported by organizations not allowing for family caregiving 
support including flexible work schedules and work practices (Smith & McElhaney, 2017).  

Other reasons for the pay gender gap included societal factors and negotiation approaches 
(Yildirmaz, 2019). There are societal factors that contribute to the gender pay gap including the 
way pay tends to reflect certain types of social status. Women tend to engage in support and 
caregiving positions as well artistic talents rather than more challenging academic roles (Becker, 
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1985; O’Reilly, Smith, Deakin, &  Burchel, 2015). Additionally, men appear to take a more 
aggressive approach to negotiations and not only include their base pay but also commissions, 
bonuses and stock options in the overall compensation package (Allen & Kilmann,2001; 
Kornelakis, 2018).  

Organizational practices such as job evaluations, pay grades and gender discrimination 
have also contributed to the gender pay gap (Davies, McNabb, & Whitfield, 2015).  Job evaluations 
and pay grades have tended to be slanted towards more male-dominated positions which usually 
include higher pay and more career advancement opportunities. Additionally, discrimination 
against women is still a major factor and contributes to the pay gender gap (Law, 2019; National 
Partnership for Women & Families, 2019). More specifically,  Bertrand, Chugh and Mullainathan 
(2005) have labeled unconscious bias, stereotyped unconscious bias, and stereotyping as implicit 
discrimination. This fact persists even though laws exist which makes this illegal because 
compared to men, women tend to hold lower job positions and work in lower paying industries 
(National Partnership for Women & Families, 2019; Yildirmaz, 2019).  Additionally, educational 
levels, work experiences, regions worked and union membership only accounts for 62% of the 
gender pay gap. Therefore, the remaining 38% has been attributed to gender discrimination and 
organizational biasness (Blau & Kahn, 2017). 

GENDER PAY GAP: IMPACTS TO THE ORGANIZATION 

 As organizations understand the history and reasons for the gender pay gap, there is also a 
need to understand the impacts to the organization that are a result of these inequitable practices. 
If reward strategies are not implemented equitably and competitively, they have been noted to 
negatively affect productivity, create environments of job dissatisfaction, and impact overall 
company performance (Kornelakis, 2018; Smith & McElhaney, 2017). More specifically, the 
gender pay gap may cause some organizations to not be able to recruit and retain top talent, which 
may also leads to lower performance levels as well as money expensed for costly lawsuits (Capital, 
2016; Law, 2019; Smith & McElhaney, 2017). For example, Cooper and Barrett (1984) reviewed 
over 150 court cases which included violations of the EPA as well as other laws. These types of 
litigations are usually costly and need to include defenses other than personal testimonies such as 
examining job evaluations and other supporting documentation. Additionally, organizations need 
to disclose and commit to gender pay equity as noted by Intel (Green & Recht, 2019).  

One of the impacts to organizations related to gender pay inequality is that the focus of 
senior leaderships’ decisions are usually beneficial for shareholders and not necessarily the 
employees who are executing the organizational outcomes, such as revenue (Kornelakis (2018). 
These types of reward structure approaches tend to support environments the are gender pay 
inequitable and do not usually support reporting and disclosure of pay practices and pay data. 
Alternatively, Intel is one of a few organizations that reported gender and racial pay data and has 
been noted as a leader in pay transparency as far back as 2016 (Green & Recht, 2019). Despite this 
approach to gender pay equality, Intel is still reporting revenue increases over the past years. In 
particular, in January 2019, Intel reported that they paid equal pay for men and women doing the 
same work. It is also important to note that Intel’s revenue has continued to increase since 2018. 
Furthermore, Intel’s revenue in 2018, increased 12.89% from 2017 and Intel’s revenue as of 
September 30, 2019 was 1.69% higher than in 2018 (Intel Revenue 2006-2019, 2019).  

Another impact to organizations for continuing to perpetuate the gender pay gap, is the 
limited access to diverse, top talent. Technology companies, like Intel, tend to be more prosperous 
because they attract and retain top talent, including women, as they focus on innovation and growth 
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as competitive advantages (Capital, 2016). For example, Intel reported in 2018 that women made 
up at least 26% of their workforce (Green & Recht, 2019). The need for innovation is most 
impactful for technology companies whose overall model is based on innovation and high 
performance (Smith & McElhaney, 2017) as well as continuously striving to provide investor 
returns (Capital, 2016). Intel’s earning per share for the twelve months ending September 30, 2019 
was $4.26, a 32.3% increase from the same time in 2019 (Intel Earnings Per Share 2006-2019, 
2019). Thus, gender pay equity issues need to be addressed not only for the organizations’ profits 
and returns, but also for their shareholders.  

The last impact to the gender pay gap, noted herein, is that organizations have inequitable 
negotiation opportunities for men than for women (Yildirmaz, 2019). For example, male 
negotiation practices not only include discussing the base salaries but also other reward 
components such as commissions, bonuses and stock options.  This type of negotiation includes 
total rewards that focuses on monetary and nonmonetary reward practices (Allen & Kilmann, 
2001). For example, nonmonetary rewards consist of things such as compensation time, gift 
certificates, memberships, merchandise and complimentary tickets (Allen & Kilmann, 2001). 
These nonmonetary reward structures have been used by various organizations to hide gender pay 
inequality by not reporting all types of total rewards such as bonuses and stock options ( Smith & 
McElhaney, 2017).  
 

RECOMMENDED EFFORTS BY ORGANIZATIONS TO ADDRESS THE GENDER 
PAY GAP 

 

 Kurt Lewin (1947) was interested in changing the behavior of groups such as 
organizations.  The model that Lewin (1947) identified focused on a three-step leadership 
process of unfreezing, moving, and freezing.  The recommended steps to reduce the gender pay 
gap are organized in this section of the paper based on Kurt Lewin’s three-step process as gender 
pay equality has historically been an issue throughout the years and a structured approach is 
needed to reduce the gender pay gap. See Table 1 for more details.  

Unfreezing 
 

Kurt Lewin (1947) purported that an organization’s equilibrium (stability) needs to be 
unfrozen before individuals can discard old behaviors and consider new behaviors. Therefore, in 
order for individuals to unfreeze their feelings related to gender pay issues, senior leadership 
needs to address the gender pay gap at the organizational level by embedding a culture filled 
with principles that mandate equality in the workplace. This culture needs to include the 
elimination of gender pay discrimination as well include gender diversity goals, flexible work 
schedules, and a gender inclusive culture (Anderson & Anderson, 2010; Smith & McElhaney,  
2017; Workplace Gender Equality, n.d.).  For example, companies such as The Gap and 
GoDaddy, have supported practices that hold employees accountable for certain behaviors and 
are transparent in their reporting practices which tend to create cultures that are more gender pay 
equitable (Capital, 2016; Smith & McElhaney, 2017).  

Senior leadership in organizations also needs to establish a pay equity committee with 
neutral and qualified members to oversee principles related to awareness and understanding of 
the key issues related to pay equity such as positions classified as male jobs that impede moral, 
lowers female retention and impacts performance (Workplace Gender Equality, n.d.). In order to 
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continue the unfreezing, the leadership needs to develop a communication plan (internal and 
external to disclose pay data) which includes ongoing statements and actions related to equitable 
behaviors such as maintaining female leaders in all levels of the organization and nurturing a 
culture of sponsorship for all in support of equitable behaviors (Smith & McElhaney, 2017). 
Unfreezing also needs to consider actions to immediately reduce the pay gap including allocating 
funds to adjust salaries during the performance review (Workplace Gender Equality, n.d.). 

 
Moving 

 
Kurt Lewin (1947) believed that moving, which is noted as moving individuals from less 

acceptable behaviors to more acceptable behaviors, was needed.  Lewin (1947) also believed that 
reinforcement was required in order to sustain the changed behaviors.  Thus, senior leadership 
within organizations needs to implement a plan that not only reduces the gender pay gap but also 
sustains pay equality (Smith & McElhaney, 2017). For example, organizations need to institute 
processes and procedures to recruit, train, develop and remove the barriers for female equity 
considerations (Workplace Gender Equality, n.d.). More specifically, the processes and 
procedures need to focus on the reduction of the gender pay gap including changes to the pay 
structure and human resources pay targets. This includes targets to increase the recruitment of 
women in male-dominated positions such as science, technology, and computer science  
(Yildirmaz, 2019).  

Moving the organization also needs to include non-monetary rewards such as flexible 
work times for work-life balance and training opportunities to allow for equal access to job 
positions and opportunities (Allen & Kilmann, 2001). These non-monetary rewards can be 
sustained by providing training and career development for men and women to assume future 
management and leadership roles including job rotations and overseas assignments (Smith & 
McElhaney, 2017) to facilitate the use of equitable opportunities. Additionally, training and 
career development programs need to be ongoing and updated to reflect the hiring trends and 
practices of peer organizations paying special attention to provide equal salary negotiation 
opportunities for women and men (Yildirmaz, 2019).  
 Another consideration for moving individuals to gender equity behaviors includes 
eliminating biasness from the performance and salary management processes (Smith & 
McElhaney, 2017) and holding individuals accountable for not implementing gender equity 
practices. This goal will include training supervisors and managers to conduct evidence-based 
performance reviews without gender biasness and making supervisors and managers accountable 
for providing justification for their pay and performance decisions (Workplace Gender Equity, 
n.d.).  To assist in eliminating biasness from the performance and salary processes, human 
resource professionals need to compare performance ratings and salaries for women and men 
prior to finalizing and adjusting, if needed.  
 

Freezing 
 

Freezing of the current state of the organization, after the moving process, seeks to 
transition the organization to a new equilibrium to ensure that the individual behaviors are 
sustained and do not revert back to the state before the unfreezing (Lewin, 1947).  The main 
focus during freezing requires changes to the culture, policies and procedures within the 
organization.  In organizational terms, refreezing often requires changes to the culture, norms, 
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policies and practices (Cummings and Huse, 1989). Implementation of the changes require 
commitment, collaboration and motivation to review, refine and report on the policies and 
procedures that have been implemented in the moving phase of Lewin’s model (1947).  

To freeze an organization based on gender pay equality practices, there needs to be  
commitment and motivation from the senior leadership and human resource personnel to hold 
people accountable when not executing behaviors that align with the organization’s strategy for 
gender pay equality (Workplace Gender Equity, n.d.). This would include recruiting, training, 
developing and removing barriers for female equity considerations that can be implemented at 
the management as well as individual levels. For example, monthly management reporting of 
key performance measures (Workplace Gender Equity, n.d.) helps to enforce a culture of pay 
transparency (Trotter, Zacur & Stickney, 2017) as well as help organizations to benchmark their 
practices against other organizations.  Examples of key performance measures include the 
percentage of  promotions by gender, number of employees participating in gender equality pay 
training, and retention rates of women and men. Additionally, there needs to be oversight of the 
process that eliminates biasness from the performance and salary management processes 
including regular reviews of gender pay gap data and gender pay audits to highlight and address 
gender pay equity issues as identified and reported (Connell & Mantoan, 2017). Furthermore, 
these types of pay audits should be noted as compulsory and should be reported to both the 
public and private sectors and focus on the causes of the gender pay gap and the outcomes that 
are associated with the inequality (Davies, McNabb & Whitfield, 2015). Organizations need to 
also institute processes and procedures to recruit, train, develop and remove the barriers for 
female equity considerations (Smith & McElhaney, 2017). 
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Table 1: Recommendations for Organizations to Reduce the Gender Pay Gap  

Presented using Kurt Lewin’s (1947) Change Leadership Process 

 
Unfreezing  
 

1. Senior leadership mandates a culture filled with principles that support equality in the 
workplace (Smith & McElhaney, 2017; Workplace Gender Equality, n.d.). 

2. Human Resources leads a communication plan which includes ongoing statements and 
actions related to equitable behaviors such as maintaining women leaders in all levels 
of the organization and nurturing a culture of sponsorship for all in support of equitable 
behaviors (Smith & McElhaney, 2017). 

3. Senior leadership needs to establish a pay equity committee with neutral and qualified 
members to oversee principles related to awareness and understanding of the key issues 
related to gender pay equity (Cloutier & Lamarche, 2015). 

4. Human Resources leads efforts to immediately reduce the gender pay gap including 
allocating funds to adjust salaries during the performance review process (Workplace 
Gender Equality, n.d.). 

 
Moving 
 

5. Human Resources institutes processes and procedures to recruit, train, develop and 
remove the barriers for female equity considerations (Workplace Gender Equality, 
n.d.). 

6. Human Resources leads efforts to eliminate biasness from the performance and salary 
management processes (Yildirmaz, 2019).   

7. Managers and supervisors conduct evidence-based performance reviews without 
gender biasness (Workplace Gender Equality, n.d.). 

8. Managers and supervisors are accountable for providing justification for their pay and 
performance decisions (Workplace Gender Equality, n.d.). 

9. Senior Leadership and Human Resources hold people accountable when not executing 
behaviors that align with the organization’s strategy for gender pay equality 
(Workplace Gender Equality, n.d.). 

 
Freezing 
 

10. Human Resources leads efforts for monthly management reporting of key performance 
measures (Workplace Gender Equality, n.d.) to enforce a culture of pay transparency 
as well as help organizations to benchmark their practices against other organizations  
(Trotter, Zacur & Stickney, 2017). 

11. Senior Leadership and Human Resources conduct oversight of the process that 
eliminates biasness from the performance and salary management processes including 
regular reviews of gender pay gap data and gender pay audits (Connell & Mantoan, 
2017) to highlight and address gender pay equity issues as identified and reported. 
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CONCLUSION 
 

 The EPA was instituted to adjust and ban salary arrangements and configurations that were 
founded on the idea that women should receive less pay than men on the sole premise that they 
were women (U.S. Equal Employment Opportunity Commission, n.d.).  Although this law exists 
to promote women receiving pay consistent with that of their male colleagues, many organizations 
have not achieved this result in their respective workforces.  As a result, there is still a disparity in 
pay between men and women in the workplace. By analyzing the gender pay gap as well as 
understanding the reasons which allow it to exist, the authors present impacts to the organizations 
as well as recommendations to reduce the gender pay gap.  These recommendations are presented 
as a framework that supports an organized effort to address the gender pay gap issue from an 
internal and external organizational perspective by also reviewing the history of pay as well as the 
reasons for the gender pay gap. These recommendations are not all inclusive but provide an 
approach that benefits the organization as well as benefits the employees (see Table 2). The 
organization, under the direction of their senior leadership and human resources, needs to continue 
to be able to recruit top talent by establishing a brand that is gender pay equitable.   

 
 

Table 2: Recommendations and Gender Pay Equity Benefits  

 
Recommendations 
Kurt Lewin (1947) 

Descriptions  
Kurt Lewin (1947) 
 

Benefits for 
Organizations 

Benefits for Employees 

Unfreeze gender pay 
inequality 

Readying the 
organization to change 
the culture from 
gender pay inequality 
to gender pay equality 

More engaged and 
committed workers; 
more recruiting 
opportunities (Smith & 
McElhaney, 2017; 
Trotter, Zacur, & 
Stickney, 2017).   

Committed employees 
that understand and 
support the change 
including changes to the 
pay process such job 
evaluations, pay grades, 
and performance 
reviews (Davies, 
McNabb, & Whitfield, 
2015).   

Move the 
organization to 
gender pay equality 

Organization is 
unfrozen and moving 
towards a new culture 
of gender pay equity 
as they implement the 
changes 

Lessens the chance of 
discrimination and 
costly lawsuits (Law, 
2019) 

Training and coaching of 
the new performance 
and pay processes; more 
opportunities for women 
(Smith & McElhaney, 
2017; Yildirmaz, 2019) 

Freeze the 
organization at the 
gender pay equality 
state 

Organization is stable 
and continuously 
improving the 
processes and 
procedures 

More opportunities to 
recruit diverse and top 
talent; increased access 
to innovative and high-
performing workers 
(Smith & McElhaney, 
2017; Trotter, Zacur, & 
Stickney, 2017).   

Gender equitable pay; 
more satisfied women 
workers (Smith & 
McElhaney, 2017) 
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From 1973 to 2017, US multinational firms with foreign operations were able to avoid 

US tax on foreign earnings if those earnings were designated as permanently reinvested. Seeking 
to avoid tax liability and give the appearance of better performance, firms designated over 3 
trillion USD as permanently reinvested. The behaviors and decisions of managers during this 
period afford researchers a glimpse into the ethical motivations of these managers. Analysis 
showed that rather than reinvesting those earnings into operations, much was used to fund 
suboptimal investments or held as cash, reducing tax revenues, stunting growth and reducing 
domestic liquidity. Managers with a short-term focus could use the PRE designation to make 
earnings appear higher in the current year, to the future detriment of the firm. This paper uses 
rational choice theory, self-serving bias and the Markkula framework to analyze earnings 
repatriation decisions, and conclude that self-serving bias led managers to act under the rights 
perspective of the Markkula framework, rather than the utilitarian, fairness, common good or 
virtue perspectives.  

INTRODUCTION 

Chief Executive Officers (CEOs) and Chief Financial Officers (CFOs) are hired and 
compensated by organizations with the objective of maximizing shareholder wealth under a set 
of constraints (Connelly et al., 2016). Constraints stem from organizational capabilities, industry 
factors including customer, supplier and competitor characteristics as well as regulatory 
constraints. Two regulatory constraints which has a measurable impact on executives’ ability to 
maximize shareholder wealth are tax law and financial reporting standards. Tax laws vary 
substantially from jurisdiction to jurisdiction: Tax rates differ, as do the procedures for 
determining what is taxable, what qualifies as income, what qualifies as a deduction, just to name 
a few. Some jurisdictions afford more discretion to make these determinations to managers than 
other jurisdictions. When a firm conducts business in multiple jurisdictions, the complexity of 
their regulatory constraint increases, however, their ability to make business choices which affect 
their tax liability also increases. 

For example, US based multinational corporations (MNCs) are generally required to pay 
US Taxes on foreign earnings, and to record a tax liability for those foreign earnings, which 
reduces their net income by accrued tax liability for financial reporting purposes. However, from 
1973 to 2017, US MNCs were able to avoid accruing US Tax liability on foreign earnings by 
designating those earnings as permanently reinvested (PRE) in foreign operations under ASC 
740-30-25-171 (ASC740) (Donohoe et al., 2012). The objective of this rule was to encourage 
accurate reporting of foreign earnings while permitting firms to grow their foreign operations, 
thus creating higher future returns, which would then be repatriated and taxed. Repatriation 

1 The 1973 standard was APB number 23, however APB23 was superseded by ASC 740-30-25-17. This 
paper uses the name of the current standard (ASC740) to refer to both the current and old standard.  
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refers to the moving earnings from a foreign jurisdiction to one’s home jurisdiction (in this 
example, moving revenue earned overseas back to the United States). 

US financial reporting standards (Generally Accepted Accounting Principles, GAAP) 
contributes to the trapped cash phenomenon differently than tax law, however both incentivize 
managers to accumulate foreign earnings overseas (Furner & Dickins, 2019). For tax reporting 
purposes, the goal is to minimize tax liability, incentivizing managers to report the lowest taxable 
income possible. For financial reporting purposes, the goal is to maximize earnings, 
incentivizing mangers to report the highest earnings possible. Indeed, the calculation of net 
income for financial reporting is not the same as the calculation of income for tax because they 
are determined by different sets of laws and regulations. 

Since tax law leave the decision to repatriate or not repatriate foreign earnings to the 
discretion of managers, and repatriation creates a tax liability on the current-year balance sheet, 
which reduces perceptions of firm performance, the designation of earnings as permanently 
reinvested under ASC 740 is a mechanism to make earnings appear higher without incurring the 
tax lability. The firm can choose to repatriate those earnings later; however they will incur the 
tax liability in the year that the earnings are repatriated. This GAAP exception rule creates an 
incentive for managers, particularly those with a short-term focus, to designate more foreign 
earnings as permanently re-invested than needed to support and grow their foreign operations 
(Klassen et al., 2014), resulting in the accumulation of cash (i.e. trapped cash) overseas. Edwards 
et al. (2016) provides evidence that this “excess trapped cash,” or trapped cash not used to 
improve foreign operations is often used for less-profitable acquisitions, and even with tax 
considerations factored in, would often be more efficiently invested in domestic operations 
(Furner, Morrow, et al., 2021). This can create other downsides for the MNC as well, as it 
reduces liquidity on the domestic side, and exposes the trapped cash to political and financial risk 
in some jurisdictions (this is discussed further in the Analysis section). Finally, the reduced tax 
liability translates into reduced US taxes paid, which has a variety of negative consequences for 
US citizens who benefit from tax revenue. 

Despite the apparent downsides, trapped cash was a noteworthy problem, with Bartash 
(2018) finding that US MNCs had over 3 trillion of trapped cash in 2017. Some authors suggest 
that earnings management can explain some of this apparently irrational behavior. Market 
analysts are tasked with evaluating the financial health of publicly traded firms, and provide 
regular estimates of earnings. Publicly traded firms release their earnings numbers quarterly, and 
stock price has been shown to fluctuate substantially based on whether the firm meets analysts’ 
predictions (Bartov et al., 2002). The motivation to meet these earnings targets can be substantial 
for managers, particular those who are compensated with equity, and as a result, many engage in 
accounting tricks to improve the appearance of earnings, particularly when the firm is close to, 
but has not quite met earnings targets (Bergstresser & Philippon, 2006). Most of these activities 
are legal, however many negative long-term implications for firm performance, and some may 
even lead to liquidity challenges in the future. A variety of accrual based methods exist for 
earnings management, and Dhaliwal et al. (2004) provides evidence that firms who are close to 
meeting earnings sometimes use tax expense to meet earnings targets. Since tax accounts are one 
of the last accounts closed before earnings announcements, Dhaliwal et al. (2004) stress the 
situational factors that make tax accounts an enticing vehicle for earnings management. Since tax 
law is largely explicit and prescriptive, leaving little discretion to managers that do not wish to 
violate the law, opportunities to manage earnings via tax accounts are limited, however the 
exemption of unrepatriated foreign earnings is an exception, and the decision to designate 
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foreign earnings as permanently reinvested is left fully to the MNC, together creating an 
opportunity for managers of MNCs to increase financial reporting earnings while reducing tax 
liability. For many MNCs foreign earnings represent a substantial portion of total earnings2.  

When managers are afforded discretion by regulators, they may act opportunistically, in 
their own interest and sometimes to the detriment of shareholders, the long-term health of their 
firm or the common good (Furner, Walker, et al., 2021). This study uses the Markkula 
framework along with the theory of rational choice and self-servicing bias to evaluate the effects 
of tax law and financial reporting standards on US MNC manager behavior. I review the trapped 
cash phenomena, propose that it is explainable by a combination of self-serving bias in 
interpretation of regulations and application of ethical frameworks, consistent with a self-serving 
focus on the rights perspective of the Markkula framework over the other perspectives. I also 
note that investors tended to reward firms which engage in opportunistic application of the 
discretion afforded under ASC740, and propose that taken together, the trapped cash 
phenomenon, the related reduction in tax revenue and the behavior of US MNC managers should 
serve as evidence to regulators that when regulations empower self-interested individuals with 
discretion, there is risk of outcomes which are not consistent with the objectives of the 
regulation.  

This paper proceeds as follows. The next section outlines the Markkula framework and 
reviews relevant literature related to rational choice theory and self-serving bias. An analysis of 
the trapped cash phenomenon within the Markkula framework is then conducted. The findings of 
this analysis are discussed, and summarizing remarks conclude the paper. 

LITERATURE REVIEW 

In order to analyze the trapped cash phenomenon using the Markkula framework, 
relevant literature related to rational choice theory, self-serving bias and the Markkula 
framework are reviewed.  

Rational Choice Theory 

According to von Neumann and Morgenstern (1944), rational choice theory posits that 
when individuals are faced with a decision, they evaluate the potential costs and benefits, 
weighted by their associated likelihoods, of potential actions. This theory assumes that individual 
decision makers are rational optimizers who are self-interested (Scott, 2000), and explains 
apparently irrational or pro-social behavior as a means to a self-interested end. Homans (1958) 
used rational choice theory to articulate a theory of social exchange, in which the decision to 
enter into social relationships is driven by self-interested rational cost-benefit analyses. Social 
exchange theory was a central component of sociology and behavioral psychology research from 
the 1960s to 1990s (Scott, 2000), with several authors developing mathematical rational decision 
models to predict social behavior (e.g. Coleman, 1973; Cook, 1977). 

The tenants of rational choice theory have been challenged many times by researchers 
who point to examples of behavior which appears to be irrational and not self-serving (e.g. 
Herrnstein, 1990). Hodgson (2012) argues that while controlled experiments and simulations 

2 Changes in tax law under the 2017 Tax Cuts and Jobs Act removed the incentive to hold foreign earnings 
overseas, however the decisions made by US MNCs during this period promise to shed insight into the motivations 
and moral considerations of managers. 
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provide evidence of a tendency toward self-serving rationality, it is not possible to apply these 
findings to real-life decisions made in specific contexts without controlling for other influencing 
factors. Hodgson (2012) also argues that the notion that all behaviors (even those which appear 
irrational or pro-social) are actually self-interested, which is central to social exchange theory is 
unfalsifiable, since the true motives of decision makers cannot be measured, and argues that the 
theory concludes that any action, whether self-optimizing or not, is self-interested.  

Regardless of its criticism, rational choice theory has been widely adopted among 
economics researchers to predict human behavior in a variety of contexts, and informs the 
educators and textbook publishers (e.g. Miller, 2001) who mold todays’ corporate decision 
makers (Herfeld, 2012). Today’s finance students work through optimization problems involving 
multiple and complex constraints, while many finance textbooks offer only a terse and vague 
chapter on ethics. As such, it is not surprising that researchers identify a tendency of CEOs and 
CFOs to behave opportunistically. For example, Chung et al. (2002) found that when 
institutional investors monitor firm behavior closely, managers engage in less earnings 
management (the use accruals to make earnings results look better, usually to meet an analysts 
earnings target), suggesting that left unsupervised, managers will act opportunistically to impress 
shareholders, increase stock price in the short term, often at the expense of long-term 
performance (accruals-based earnings management has negative long-term implications). 

A vast literature on the drivers and mechanisms of earnings management illustrates an 
agency problem. Agency theory defines an agency problem as a situation that occurs when a 
manager’s interests do not align with those of the shareholders. Under corporate finance theory, 
managers (i.e. CEOs and CFOs) serve as agents of the shareholders, and seek to maximize the 
wealth of the shareholders through value creating activities which increase stock price (Jensen & 
Meckling, 1976). However, opportunistic managers can maximize their own wealth in the short 
term, at the long term expense of shareholders, if their employment horizon is short (Hill & 
Jones, 1992). The use of accruals to meet earnings forecasts is one way that managers can 
maximize their wealth in the short term, at the expense of long-term performance (Kazemian & 
Sanusi, 2015).  

This paper uses the premise of rational choice theory that decision makers will rationally 
evaluate information which they have access to in order to achieve self-optimizing outcomes, 
often at the expense of others to explain the trapped cash phenomenon, and suggest that under 
the Markkula framework, the rights approach will prevail over the other approaches because of 
rational choice and self-serving bias. 

Self-Serving Bias 

Rational choice theory assumes that decision makers will rationally consider all 
information at their disposal and choose an action that maximizes their own self-interest. 
Economics and other researchers have tested numerous mathematical models of rational choice 
using simulation-based experiments which control for environmental factors. However, real 
decision makers often do not have access to complete, reliable or easily accessible information, 
and are forced to make decisions under uncertainty. Simon (1957), recognizing the limitations of 
real-world decision makers to consider all relevant information to a decision, developed a theory 
of bounded rationality, in which decision makers must act in the absence of full information 
about the outcomes of their actions, and rely instead on approximations and adequacy criteria 
(instead of optimal criteria). Selten (1990) points out that identifying an optimal solution is 
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constrained not only by the availability of information, but also human information processing 
capacity. When information is abundant, but not necessarily relevant or helpful, decision makers 
incur a cost, in terms of cognitive effort, to find and consider information. In many cases, the 
costs of processing this information exceeds the value of the information.  

To overcome the challenges presented by too much information, Tversky and Kahneman 
(1974) suggest that decision makers employ a variety of information processing shortcuts, which 
they call heuristics and biases (Downen et al., 2019). Researchers have identified and studied a 
variety of heuristics and biases. Among those, self-serving bias is relevant to this paper. When a 
decision maker is faced with conflicting information, they have a tendency to discount that 
information which would indicate an outcome less favorable to the decision maker (Furner, 
2017). Bazerman et al. (2002) use self-serving bias to explain why some auditors make irrational 
choices in the face of conflicting information, often exposing their clients to audit risk. 
Specifically, they find empirical evidence that auditors who are vulnerable to self-serving bias 
(i.e. have a stake in the outcome) are more likely to endorse a client’s biased financial reports 
than they are to generate those numbers themselves.  

Self-serving bias in decision making differs from self-serving bias in attribution, which 
refers to the tendency of individuals to take credit for positive outcomes while making external 
attributions when outcomes are negative, for the purpose of preserving and developing self-
esteem (Shepperd et al., 2008). In decision making, Bazerman et al. (2002, p. 4) describe self-
serving bias as a tendency to “critically scrutinize and then discount facts that contradict the 
conclusions that we want to reach, and … uncritically embrace evidence that supports our 
positions.” In an article titled “The Impossibility of Auditor Independence” Bazerman et al. 
(1997) argue that even though auditors rarely engage in deliberate collusion with clients, a 
number of psychological phenomena, including self-serving bias, make truly impartial audits 
nearly impossible. To support their claim, they conduct an experiment in which a simulated 
lawsuit negotiation is conducted. Subjects are assigned to either the plaintiff or defendant role, 
and are given the same set of facts, where the interpretation and applicability of some of these 
facts were subject to debate. All subjects were told that if they failed to negotiate a settlement, a 
judge would decide the case in a way that would be detrimental to all parties, thus creating an 
incentive to settle. Given the same set of facts, subjects assigned to play the role of plaintiffs 
ignored mitigating facts and demanded higher compensation, while those assigned to play the 
role of defendants ignored aggravating facts and offered lower compensation, even when doing 
so resulted a worse outcome for all parties. Bazerman et al. (1997, p. 91) conclude: “When 
presented with identical information, individual perceptions of a situation differ dramatically 
depending on one’s role in the situation.”    

Auditing decision impact numerous stakeholders other than the audited firm. When 
auditors approve incorrect financial statements to the benefit of managers; long-term stock 
holders, regulators, competitors and the public at large could suffer as a result (Bazerman et al., 
1997). Jenni and Loewenstein (1997) note that those who are harmed are “statistical,” i.e. the 
decision maker does not have a direct relationship with them and cannot identify with them at the 
time that the decision is made, decision makers tend to discount information regarding the 
detrimental effect of the decision. Financial fraud researchers draw a distinction between 
statistical, identifiable and iconic victims, providing evidence that decision makers show greater 
sympathy toward identifiable victims than statistical victims, and grant substantial deference to 
iconic victims, for fear of public retaliation (Loewenstein et al., 2006). While auditors may 
consciously desire an accurate and unbiased audit, Bazerman et al. (1997) suggest that self-
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serving bias often results in selective interpretation of facts in a way that benefits managers of 
the audited firm.  

Although the context of this paper is trapped cash, this paper discusses self-serving bias 
in the auditor-decision context in order to review relevant literature on the psychological and 
social drivers of the phenomena, because self-serving bias has not been applied to the trapped-
cash context yet in research. In addition, the development of the self-serving bias construct in the 
auditor-decision context is consistent with the objectives of this paper in that it reflects a 
tendency to selectively ignore information which would steer the decision maker away from a 
conclusion which would benefit the decision maker. Having reviewed rational choice theory and 
self-serving bias, which this paper proposes drive the trapped cash phenomena, the next 
subsection reviews the Markkula framework, which will be applied to the trapped cash 
phenomena in the Analysis section.     

THE MARKKULA FRAMEWORK 

Since 1986, the Markkula center for applied Ethics has sought to research educate 
decision makers worldwide on ethical considerations (Velasquez et al., 2021). The center 
employs 25 staff, including ethics researchers, lawyers, businesspeople, scientists, and 
journalists. They provide advice, analysis, case studies, data, curricula, and news content to 
businesses, government institutions, non-profit organizations, and media organizations. They 
also developed widely used framework for ethical decision making, which they update 
frequently (Velasquez et al., 2009). 

The framework encourages decision makers to conduct a 5 phase, 10 step analysis of the 
decision that they face. Central to this analysis is phase 3 (step 6), in which they use 5 ethical 
perspectives to evaluate each alternative action. By doing so, decision makers develop a through 
picture of the implications of each alternative course of action in terms of 5 widely used ethical 
perspectives. These perspectives and the questions associated with operationalizing them are 
summarized in Table 1. Upon answering these questions, the decision maker should be able to 
move on to the next step armed with a robust understanding of the ethical implications of their 
decision options.  

 

Table 1: Phase 3 of the Markkula Framework (Velasquez et al., 2009) 

Ethical Perspective Question to Ask 
Utilitarian  Which option will produce the most good and do the least harm? 
Rights Which option best respects the rights of all who have a stake? 
Justice Which option treats people equally or proportionally?  
Common Good Which option best serves the community as a whole? 
Virtue Which option leads me to act as the sort of person that I want to be? 

  
This framework has served as a basis for numerous academic case studies. For example, 

Schultze and Mason (2018) developed a case study for a graduate information systems strategy 
course in which students assume the role of top management team at a major telecom provider, 
and evaluate numerous proposals that involve mining customer social media data. Suggested 
projects include using social network analysis to predict and prevent customer churn, monitoring 
sentiment regarding the telecom provider on customers’ social media with the goal of facilitating 
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quick and public responses to issues and improving sentiment, and selling consumers’ data to 
third parties. Students are encouraged to identify a 4th potential application of data mining and 
evaluate each against the Markkula framework.   

Having outlined rational choice, self-serving bias and the Markkula Framework, the next 
section applies the Markkula framework to the cash repatriation decision, and in doing so, 
explains why trapped cash has become such a substantial problem.  

ANALYSIS 

When a US MNC has operations overseas which generate revenue, mangers at the MNC 
face a choice: Should they repatriate those earnings or should they keep those earnings in the 
jurisdiction where they were earned. Table 2 summarizes the advantages and disadvantages of 
each option.  

Table 2: Advantages and Disadvantages of Repatriating and Not Repatriating 

Repatriating Not Repatriating 
Advantages Disadvantages Advantages Disadvantages 

Usually better re-
investment 
opportunities 

Tax liability reduces 
short-term earnings 

Usually lower tax 
liability short-term 

Usually less 
productive 
investment 
opportunities lead to 
lower growth 

Increased liquidity in 
the US 

Financial reporting 
income decreases for 
tax liability on 
repatriated foreign 
earnings. 

Financial reporting 
income increases for 
no tax liability on 
PRE 

Less liquidity in US 
operations 

Less risk of loss due 
to currency 
fluctuations, political 
instability and debt 
market instability  

 
There is a chance of a 
“Tax Holiday” in the 
future 

Some jurisdictions 
are risky places to 
keep assets or issue 
debt, creating 
potential for loss 

Taxes are paid on 
earnings in the year 
that the revenue is 
earned, resulting in 
earnings and tax 
liability 
proportionally 
distributed over time  

  

If a large amount of 
earnings need to be 
repatriated latter, a 
large tax liability that 
year will result in 
poor book 
performance that year 

 
When a US MNC repatriates overseas earnings, they can use that money to invest in their 

domestic operations, which generally yields better returns (Edwards et al., 2016). Further, 
repatriated earnings can support liquidity in US operations, preventing financial shortfalls in the 
event of an unexpected increase in costs or decrease in revenue. Since US based MNCs are 
headquartered in the US, their baseline unit of value is the US dollar, which is relatively stable 
(Fantacci & Gobbi, 2021). US ownership laws and debt markets are also relatively stable (Kalsie 
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et al., 2020) reducing the risk of loss that might exist in some jurisdictions. Finally, if a US MNC 
repatriates earnings when they are earned, then their net income will reflect the earnings and tax 
liabilities that year, resulting in a proportional and more accurate net income over time. In the 
event that a liquidity crisis or the threat of political instability forces a US MNC to repatriate a 
large sum of accumulated foreign earnings at once, the MNC is going to have a very high tax 
liability in that year, which will cause net income to look lower than it would otherwise.  

Klassen et al. (2014) note that when earnings are held overseas, they tend to be held as 
cash or financial assets rather than re-invested into operations, and as a result yields weaker 
returns. Also, Edwards et al. (2016) find that when US MNCs have substantial overseas 
holdings, they tend to make inefficient investments. They cite the example of Microsoft, who 
acquitted Skype for $8.56 billion in 2011, using cash that was trapped in the EU. Barusch (2011) 
notes that on the face of it, this acquisition was irrational. Microsoft paid more than Skype than 
most analysts valued it at, Microsoft already owned two competing products with a wider 
subscriber base, and did not acquire any patents which promised to augment their existing 
portfolio. Barusch (2011),  Edwards et al. (2016) and Furner, Morrow, et al. (2021) suggest that 
Microsoft would not have acquired Skype if not for the billions in trapped cash held by 
Microsoft in the EU.  

When a MNC chooses to leave earnings overseas, then faces a liquidity crisis at home,  it 
could decide to repatriate its trapped cash to increase liquidity, however doing so would result in 
a high tax liability for that year and thus negatively affect net earnings for that year. In this sense, 
postponing the repatriation of cash until it is needed to prevent a liquidity crisis would have the 
effect of trading off long-term performance for short-term performance. Also, holding cash or 
other assets can be risky in some jurisdictions, since fluctuations in currency markets, political 
instability which may result in assets being seized, and changes in the debt structure of foreign 
entities can all result in losses to firms that hold assets or loan money in those jurisdictions.   

The primary benefit of accumulating earnings overseas is tax savings in the year that the 
earnings are incurred. In many jurisdictions, these savings can be large. However, as discussed 
above, the downsides can be substantial, particularly in the long term. One potential advantage of 
accumulating earnings overseas is that there is a possibility the US will institute a “tax holiday” 
in which US MNCs are granted a short time period during which they can repatriate foreign 
earnings while paying a discounted tax rate. The US government implemented such a holiday in 
20043 in an attempt to stimulate the economy by encouraging domestic investment. While $362 
billion was repatriated during this time, researchers generally found that this tax holiday was 
ineffective at creating jobs, since rather than invest repatriated earnings into operations (thus 
creating jobs) most of the repatriated cash was used to issue stock dividends and repurchase 
shares (although some was used to retire debt, which had a marginal stimulatory effect on the 
economy) (Furner et al., 2017). From the perspective of a US MNC, the possibility of a future 
tax holiday potentially mitigates some of the long-term risks associated with holding earnings 
overseas such as currency fluctuations and political stability.  

Looking at the advantages and disadvantages of both options, and assuming that a tax 
holiday is not imminent, the decision to repatriate or not comes down to a tradeoff between 
current term tax savings and 1) future returns and 2) future risk of loss. This paper now applies 
the Markkula framework to analyze this decision from the point of view of the MNC. Phase 3, 
step 6 of the Markkula framework directs decision makers to consider the question in terms of 6 

3 The 2004 American Jobs Creation Act allowed US MNCs to repatriate foreign earnings with a tax rate of 
5.25% rather than the maximum 35% rate that most are subject to.  
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ethical perspectives. In following 6 subsections, the decision to repatriate foreign earnings or not 
are discussed in terms of these 6 ethical perspectives.  

The Utilitarian Perspective  

The utilitarian perspective supports decisions which do the most good and the least harm, 
thus tipping the balance of good vs harm toward good. Velasquez et al. (2009) highlight the 
effects of the decision on all shareholders: “The ethical corporate action, then, is the one that 
produces the greatest good and does the least harm for all who are affected -- customers, 
employees, shareholders, the community, and the environment. 

In most scenarios, the decision which results in the most good while minimizing harm to 
all stakeholders is to repatriate. This has the following effects: 

• Results in proportional annual revenue/liability reporting, which is better for analysts, 
who can make more reliable estimates and valuations, which subsequentially helps 
investors make better investment decisions. This is also better for long-term 
shareholders, as it reduces the volatility of their investments. 

• Less long-term risk for shareholders and employees, since the US political and financial 
markets are more stable, and because of increased liquidity. 

• Investment in domestic operations has more potential to create new jobs than investment 
in foreign financial assets.  

• More tax revenue benefits American society as a whole.  
On the other hand, accumulating trapped cash overseas creates a short-term benefit for 

the decision makers themselves, as it tends to create a short-term net income increase, thus 
increasing stock price, which benefits the decision makers when they are evaluated in terms of 
their impact on stock price, and when they either hold stock themselves or are compensated with 
stock. In these situations, particularly when an agency problem exists, choosing to retain 
earnings overseas despite the long-term harm to analysts, investors, stockholders, employees, 
and the US treasury represents an unethical decision under the utilitarian perspective. This choice 
can be justified under rational choice theory, which views individuals as self-interested, and self-
serving bias, which suggests that decision makers may attempt to justify their decisions by 
asserting that the foreign earnings will be invested in a profitable manor, despite evidence that 
most foreign earnings are held as cash and other low ROI financial assets (Le Guyader, 2015).  

The Rights Perspective 

The rights perspective also instructs decision makers to consider the impact on all of 
those affected, however it differs in that it does not seek to maximize the tradeoff between 
benefit and harm, rather, it simply discourages violations of the rights of anyone affected. The 
rights highlighted include informed choice, not to be injured, privacy and not to be treated as a 
means to an end (Velasquez et al., 2009). Under this perspective, either repatriating or not 
repatriating foreign earnings seems permissible, as doing either does not directly violate any of 
the rights identified. An argument could be made that obscurification of net income denies 
analysts and ultimately investors of the right to be told the truth about the financial performance 
of the firm, however the higher current year net income is not a lie, based on the decisions made 
by the firm, the net income is correct. An argument could be made that choosing to reduce tax 
burden harms American society at large, but again the MNC is compliant with tax law, and has 
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the right to do as they choose as long as they are compliant with tax law, and society at large 
does not have the right to demand revenue beyond what is required by law. So either decision 
appears ethical under the rights perspective. 

The Fairness or Justice Perspective 

The fairness or Justice perspective directs decision makers to make decisions which treat 
affected individuals fairly. According to Velasquez et al. (2009): “Today we use this idea to say 
that ethical actions treat all human beings equally-or if unequally, then fairly based on some 
standard that is defensible.” Under this principal, deciding to accumulate earnings overseas 
would be unethical, because it benefits current-year shareholders to the detriment of future 
shareholders (due to net income fluctuations, lower performance of foreign investments and 
exposure to the long-term risks previously discussed). This also benefits current-year 
shareholders to the detriment of US society (due to lower tax revenue). The fairness perspective 
suggests that US MNCs should repatriate earnings that are not needed to support foreign 
operations when they are incurred.  

The Common Good Perspective 

The common good perspective directs decision makers to consider the impact on society 
as whole, including those most vulnerable to harm, and to think critically about potential 
downstream effects on parties not explicitly considered in the decision. Under this perspective, 
the reduced US tax revenue is the primary driver of the decision to repatriate. Tax revenue is 
designed to be for the common good, supporting education, research, infrastructure, defense, 
nutrition, environmental protection and a wide variety of other social programs. If research 
indicated that overseas earnings were invested to benefit those in the jurisdiction in which they 
are held, then an ethical argument for accumulating cash might plausible under this perspective, 
however evidence indicates that trapped cash is generally invested into low impact financial 
instruments, or simply held as cash (Le Guyader, 2015).  

The Virtue Perspective 

The virtue perspective is rooted in the values of the decision maker, and according to 
(Velasquez et al., 2009)encourages them to simply ask themselves “Which option leads me to act 
as the sort of person that I want to be?” The values which Velasquez et al. (2009) name are 
honesty, courage, compassion, generosity, tolerance, love, fidelity, integrity, fairness, self-
control and purpose (although they note that this is not an exhaustive list).  

If a decision maker chooses to maximize their own short-term benefit to the long-term 
detriment of others, this would appear to violate the virtues of generosity, fairness, and 
compassion. Further, the short-term orientation would suggest a lack of self-control. Finally, 
although not directly lying, using the rouse of re-investing foreign earnings to avoid domestic tax 
liability, and thus increasing net-income is not fully honest. While arguments can be made the 
decision to accumulate overseas earnings demonstrate a commitment to purpose and may even 
be courageous, this is not the purpose nor type of courage that most people would be proud of, 
and thus not the type that would lead one “to act as the sort of person that I want to be.” On the 
whole, the virtue perspective would discourage the accumulation of foreign earnings.  
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Summary of Findings 

This analysis suggests that the decision to accumulate excess foreign earnings (i.e. those 
earnings which are not necessary to grow foreign operations) is unethical under 5 of the 6 
perspectives outlined in the Markkula framework.  Yet, research indicates that this practice is 
very common, with over 3 trillion USD in trapped cash held by US MNCs in 2017 (Bartash, 
2018). This finding raises questions regarding the motivations and ethical perspective of decision 
makers at US MNCs. I conclude that under rational choice theory, managers who are self-
interested will selectively apply the discretion afforded to them under ASC470 (consistent with 
research on self-servicing bias) and adopt the rights perspective to inform their decision. This 
finding is consistent with Baud et al. (2021), who classify moral justifications from CPA 
magazine into 6 categories (utility, private commitments, perfectionist ends, general duties self-
interest and specific obligations), finding that specific obligations is the most widely used 
justification by far. Since CEOs and CFOs are charged with maximizing shareholder wealth, this 
specific obligation likely drives their decision making, under the rights perspective, while the 
choice to sacrifice long term outcomes for short term outcomes can be attributed to selective 
interpretation of their duties, consistent with self-serving bias.  

CONCLUSION 

This analysis carries implications for researchers interested in the ethical motivations of 
US MNC managers, as well as for regulators. While the Tax Cuts and Jobs Act of 2017 reduced 
the extent to which opportunistic US MNCs could exploit the discretion afforded in ASC740 to 
avoid tax liability on foreign earnings, the behaviors of managers during this time provides 
researchers with an insightful glimpse into the motivations and ethical perspectives of managers 
as well as shareholders during that time. We learned that for some firms, the motivation to avoid 
tax liability sometimes outweighed the motivation to make optimal investments. We also learned 
that when firms were motivated to manage earnings, some exploited the discretion afforded to 
them under both tax law and GAAP, often trading long term negative outcomes for short term 
gains. Indeed, Furner, Morrow, et al. (2021) found evidence that some investors recognize and 
appreciate this behavior, rewarding it by purchasing more stock from companies that engage in 
earnings management through PRE manipulation. It took regulators decades to put an end to this 
practice, after billions of dollars of potential tax revenue was forgone. For researchers, the lesson 
is that some managers will use their discretion opportunistically, opting to adopt the rights 
perspective of the Markkula framework, at the expense of the utilitarian, common good, 
fairness/justice and virtue approach due to self-serving bias. Shareholders seem to take a similar 
perspective, seeking to invest in those firms which maximize short term gains even at the 
expense of long-term performance, and to the detriment of the common good. For regulators, this 
suggests that regulations should consider the common good, and should be carefully crafted to 
avoid providing firms with the ability to act opportunistically and thus contrary to the objectives 
of the regulation. Specifically, clauses which afford designation discretion to managers are at 
risk for opportunistic interpretation, and should provide as much guidance as possible, 
particularly when implications to the common good are substantial.  
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COVID-19 REPORTING: PRIVACY VERSUS PROTECTION 
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I. INTRODUCTION 
 

Among the countless unique situations spawned by the COVID-19 pandemic is the 
dilemma faced by organizations that have an employee testing positive for the virus. 
Organizations have a duty to protect the privacy rights of their employees. However, 
organizations also have a duty to protect their employees and customers. These sometimes-
competing duties create uncertainty for organizations that want to respond appropriately when an 
employee contracts the virus.  

This paper examines the privacy rights of employees from a constitutional, statutory and 
common law perspective to identify which privacy rights exist when an employee tests positive 
for COVID-19, and what actions constitute a violation of the employee’s privacy rights. We also 
examine the legal duty imposed on organizations to create and maintain a safe work environment 
for their employees and customers. Finally, we propose appropriate guidelines for organizations 
that balance their duty to maintain their employees’ privacy and protect other employees and 
customers. 

 
II. THE PRIVACY RIGHT 

 
The right of privacy generally dates to 1890 when Louis B. Brandeis and Samuel D. 

Warren sparked the development of the privacy tort in the United States.1 By 1960, the 
overwhelming majority of American courts had recognized the right in some form.2 Today, the 
right to privacy is acknowledged at all levels of our legal system. In the employment context, the 
privacy right extends to both public and private employees. 

Although the United States Constitution does not have an express provision protecting a 
right to privacy, the Supreme Court has recognized "zones of privacy" in the various 
amendments to the Constitution.3 These zones protect two types of privacy interests - the 
individual interest in avoiding disclosure of personal matters, and the interest in independence in 
making certain kinds of important decisions.4 

∗ J. D., Professor, University of Central Oklahoma, dford@uco.edu. 
∗ * J. D., Professor, University of Central Oklahoma, mludlum@uco.edu. 
1 Warren & Brandeis, “The Right to Privacy”, 4 Harv.L.Rev. 193 (1890). 
2 See Dean Prosser, Privacy, 48 Cal.L.Rev. 383, 384-88 (1960). 
3 Roe v. Wade, 410 U.S. 113, 152-153, 93 S.Ct. 705, 35 L.Ed.2d 147 (1973); C.N. v. Ridgewood 
Bd. of Educ., 430 F.3d 159, 178 (3d Cir. 2005). 
4 Hedges v. Musco, 204 F.3d 109, 121 (3d Cir.2000) (quoting Whalen v. Roe, 429 U.S. 589, 599-
600, 97 S.Ct. 869, 51 L.Ed.2d 64 (1977) (footnote omitted)). See also Sterling v. Borough of 
Minersville, 232 F.3d 190, 193-196 (3d Cir.2000) (tracing the development and treatment of the 
right to privacy in the Supreme Court). 
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The right not to have intimate facts concerning someone’s life disclosed without their 
consent generally centers around the individual’s reasonable expectations of privacy.5 The more 
intimate or personal the information, the more justified is the expectation that it will not be 
subject to public scrutiny.6 For example, there would typically be a high expectation of privacy 
with respect to medical information, financial information, and sexual orientation.7 Certainly, a 
positive COVID-19 medical condition falls within this category. 

However, the right to avoid disclosure of personal matters is not absolute. Disclosure of 
personal information may be necessary and in the public interest.8 Obviously, there is a public 
interest in preventing the spread of the COVID-19 virus and disclosure of individual medical 
information is key in that effort. In each case, the court must weigh competing interests to 
determine whether the intrusion into an individual’s privacy is justified.9 Consideration should 
be given to the type of record requested, the information it does or might contain, the potential 
for harm in any subsequent nonconsensual disclosure, the injury from disclosure to the 
relationship in which the record was generated, the adequacy of safeguards to prevent 
unauthorized disclosure, the degree of need for access, and whether there is an express statutory 
mandate, articulated public policy, or other recognizable public interest toward access.10 

With respect to the COVID-19 virus, a strong recognizable national public interest exists. 
Disclosures of COVID-19 conditions are necessary to protect the safety of co-workers, 
customers and the public in general. Contact tracing cannot occur unless information regarding 
those afflicted with the virus is disclosed. This strong public interest must be balanced with the 
individual’s constitutional right of privacy. 

The right to privacy is not just a federal issue. At the state level, the constitutions of 10 
states have explicit provisions relating to a right of privacy.11 For example, the California 
Constitution states, “All people are by nature free and independent and have inalienable rights. 
Among these are enjoying and defending life and liberty, acquiring, possessing, and protecting 
property, and pursuing and obtaining safety, happiness, and privacy.”12 Other states recognize 
the right of privacy even though their constitutions do not contain explicit privacy protections.13  

In addition to the constitutional recognitions of a privacy right, numerous statutes 
acknowledge a privacy right with respect to certain information and conduct. Among these 
federal statutes are the Health Insurance Portability and Accountability Act of 1996, known as 
HIPAA14 which pertains to privacy rights for patients and medical record privacy, the Privacy 

5 See Fraternal Order of Police v. City of Philadelphia, 812 F.2d 105, 112 (3d Cir.1987). 
6 Id. 
7 Sterling v. Borough of Minersville, 232 F.3d 190, 193-196 (3d Cir.2000). 
8 United States v. Westinghouse Elec. Corp., 638 F.2d 570, 577 (3d Cir.1980). 
9 Id. 
10 Id. 
11 Alaska: art. I., § 22; Arizona: art. II, § 8; California: art. I, § 1, art I, § 23; Florida: art. I, § 12; 
Hawaii: art. I, §§ 6 and 7; Illinois: art. I, § 6; Louisiana: art. I, § 5; Montana: art. II, § 10; South 
Carolina: art. I, § 10; Washington: art. I, § 7.  
12 California Constitution, art. I, § 1, art I, § 23. 
13 See e.g. New Jersey Constitution, article I, paragraph 1; Hennessey v. Coastal Eagle Point Oil 
Co., 129 N.J. 81, 94, 609 A.2d 11 (1992). 

14 42 U.S.C., § 1320d et. Seq. 
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Act of 197415 which pertains to personal information maintained by Federal agencies, and the 
Americans with Disabilities Act of 1990 (ADA)16 which prohibits employers from inquiring into 
the medical history or condition of applicants and prevents employers from discriminating 
against qualified individuals with a disability in regard to the terms, conditions, and privileges of 
employment.  Also, at the federal level, the Rehabilitation Act17 includes the requirement for 
reasonable accommodation and non-discrimination based in disability, and rules about employer 
medical examinations and inquiries. The Family and Medical Leave Act of 1993 (FMLA)18, the 
Health Information Technology for Economic And Clinical Health Act of 2009 (HITECH)19 and 
other federal and state anti-discrimination and health privacy laws also are a concern.  

The ADA contains a number of explicit provisions related to employer-required medical 
examinations, establishing different rules applicable to various stages of the application and 
employment process.20 In the initial stage of the application process, prior to the time an 
employer has made an offer of employment to a job applicant, the ADA prohibits any employer 
covered by the act from conducting a medical examination of any applicant.21 A COVID-19 test 
would be considered a medical exam. 

After an employer has made an offer of employment to a job applicant and before the 
applicant begins his or her employment duties, the ADA specifically provides that an employer 
may require a job applicant to undergo a medical examination, and may condition its offer of 
employment on the results of such examination. This exam is valid so long as (1) all entering 
employees are subjected to such an examination regardless of disability, (2) information obtained 
through the examination regarding the medical condition or history of the applicant is collected 
and maintained in separate medical files and is treated as a confidential medical record, and (3) 
the results of the examination are used only in accordance with the other provisions of the ADA 
(i.e., the results may not be used to discriminate against a qualified individual with a 
disability).22 

Finally, after an employee has been hired and has begun working, the ADA provides that 
an employer "shall not require a medical examination unless such examination is shown to be 
job-related and consistent with business necessity."23 Testing for COVID-19 has been viewed as 
a business necessity. 

At the state level, the statutes are numerous and varied. Many state statutes mirror federal 
statutes. For example, the California Confidentiality of Medical Information Act24 protects the 
confidentiality of individually identifiable medical information obtained from a patient by a 
health care provider and limits the circumstances in which the release of such information to 
specified entities or individuals is permissible. This statute applies directly, if not explicitly, to 
COVID-19 medial information. 

15 5 U.S.C., § 552a. 
16 42 U.S.C., § 12112(a). 
17 29 U.S.C. § 701 et seq. 
18 29 U.S.C. § 2601 et seq. 
19 42 USC sec 139w-4(0)(2) (February 2009), part 2, subtitle C, sec 13301, subtitle B, sec 3014. 
20 42 U.S.C. § 12101 et seq. 
21 42 U.S.C. § 12112(d)(2)(A). 
22 42 U.S.C. § 12112(d)(3). 
23 42 U.S.C. § 12112(d)(4)(A). 
24 Cal. Civ. Code, § 56 et. seq. 
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Some state statutes, like Wisconsin’s right of privacy statute, explicitly acknowledge a 
right of privacy with respect to private medical information when the disclosure of such 
information would be highly offensive to a reasonable person.25 In Marino v. Arandell Corp., the 
court allowed an employee’s privacy claim when his employer conducted prohibited medical 
inquiries about his condition, chronic Hepatitis C, and intentionally failed to maintain 
confidentiality with respect to his medical records.26     

Nevertheless, some courts strictly construe the right to privacy. In Carter v. Tennant 
Co.,27 the court interpreted the Illinois Right to Privacy in the Workplace Act which prohibits 
any employer from inquiring into whether a prospective employee has ever filed a claim for 
benefits under the Illinois Worker’s Compensation Act or the Illinois Workers’ Occupational 
Diseases Act or received benefits under the Acts.28 Although the court acknowledged that the 
employer had questioned the prospective employee regarding whether he had suffered prior 
occupational injuries, lost time from work for a work-related injury or illness, or seen a medical 
doctor for any work-related injury or illness, the court denied the prospective employee’s claim 
for a violation of the privacy act because the employer did not specifically ask whether the 
prospective employee had ever filed a workers compensation claim.29  

Given the foregoing, an employee’s right to privacy with respect to medical information 
is clear and compelling. Employers should use great restraint when obtaining an employee’s 
medical information and should use great care in maintaining the confidentiality of such 
information.  

In addition to the constitutional and statutory privacy protections, every state in the 
United States now recognizes “some general form of common law protection for privacy.”30 A 
majority of the states adopt the legal principles reflected in the Restatement (Second) of Torts.31  
Under these principles, the right of privacy may be invaded in four different ways: (1) 
unreasonable intrusion upon the seclusion of another; (2) appropriation of another's name or 
likeness; (3) unreasonable publicity given to another's private life; and (4) publicity that 
unreasonably places another in a false light before the public.32  

For unreasonable intrusion upon the seclusion of another, the courts generally require that 
the plaintiff plead and prove four elements: (1) an unauthorized intrusion or prying into the 

25 Marino v. Arandell Corp., 1 F. Supp.2d 947 (E. D. Wis. 1998).  
26 Id.  
27 Carter v. Tennant Co., 383 F.3d 673 (7th Cir., 2004).  
28 820 ILCS 55/10. 
29 Carter v. Tennant Co., supra. 
30 Green, Michael Z., (2001) A 2002 Employment Law Odyssey: The Invasion of Privacy Tort 
Takes Flight in the Florida Workplace, 3 Fla Coastal L.J. 1, 9.   
31 See Restatement (Second) of Torts (1977), § 652B. 
32 See, e.g., Forsher v. Bugliosi, 26 Cal.3d 792, 163 Cal.Rptr. 628, 637-38, 608 P.2d 716, 725 
(1980); Goodrich v. Waterbury Republican-American, Inc., 188 Conn. 107, 448 A.2d 1317, 1329 
(1982); State Farm Fire & Cas. Co. v. Compupay, Inc., 654 So.2d 944, 948-49 
(Fla.Dist.Ct.App.1995); Cabaniss v. Hipsley, 114 Ga.App. 367, 151 S.E.2d 496, 500 (1966); 
Miller v. Motorola, Inc., 202 Ill.App.3d 976, 148 Ill.Dec. 303, 304, 560 N.E.2d 900, 901 (1990); 
Beaumont v. Brown, 401 Mich. 80, 257 N.W.2d 522, 527 (1977); Corcoran v. Southwestern Bell 
Tel. Co., 572 S.W.2d 212, 214 (Mo.Ct.App.1978); Killilea v. Sears, Roebuck & Co., 27 Ohio 
App.3d 163, 499 N.E.2d 1291, 1294 (1985) 
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plaintiff's seclusion; (2) an intrusion that is offensive or objectionable to a reasonable person; (3) 
the matter upon which the intrusion occurs is private; and (4) the intrusion causes anguish and 
suffering.33 Most workplace and non-workplace privacy issues involve the issue of unreasonable 
intrusion upon the seclusion of another. With respect to COVID-19, the issue is whether the 
intrusion occasioned by the testing or reporting of the virus is reasonable, offensive or 
objectionable.  

Another aspect of the common law right of privacy concerns unreasonable publicity 
given to another's private life.34 The following elements musts be proven: (1) the fact or facts 
disclosed must be private in nature; (2) the disclosure must be made to the public; (3) the 
disclosure must be one which would be highly offensive to a reasonable person; (4) the fact or 
facts disclosed cannot be of legitimate concern to the public; and (5) the defendant acted with 
reckless disregard of the private nature of the fact or facts disclosed.35 If the facts disclosed are 
already public, no invasion of privacy will exist.36 In contrast, facts related to an individual's 
"unpleasant or disgraceful" illnesses, such as COVID-19, are considered private in nature and the 
disclosure of such facts could constitute an invasion of the individual's right of privacy.37 

To be made public, the communication of information must be to the public in general or 
to a large number of persons, as distinguished from one individual or a few.38 This is a key for 
organizations. Disclosure of information should be limited to public health officials and those 
exposed to an individual testing positive for the virus. The facts and circumstances of each case 
must be taken into consideration in determining whether the disclosure was sufficiently public so 
as to support a claim for invasion of privacy.39 

The term "highly offensive" has been construed to mean that the disclosure would cause 
emotional distress or embarrassment to a reasonable person.40 This determination is a question of 
fact and depends on the circumstances of a particular case.41  

33 See e.g. Melvin v. Burling, 141 Ill.App.3d 786, 95 Ill.Dec. 919, 490 N.E.2d 1011 (1986). 
34 See Restatement (Second) of Torts (1977), § 652B. 
35 Robert G. Ozer, P.C. v. Borquez, 940 P.2d 371 (Colo. 1997). 
36 See Aquino v. Bulletin Co., 190 Pa.Super. 528, 154 A.2d 422, 426-27 (1959) (holding that 
issuance of marriage license or divorce decree was matter of public record and could be 
disclosed without invading right of privacy); Alarcon v. Murphy, 201 Cal.App.3d 1, 248 
Cal.Rptr. 26, 29-30 (1988) (holding that arrest warrant which was part of court file is public 
record and could be disclosed without violating right of privacy). 
37 Restatement (Second) of Torts § 652D cmt. b (1976). 
38 See Brown v. Mullarkey, 632 S.W.2d 507, 509-10 (Mo.Ct.App.1982) (holding that no public 
disclosure occurred when plaintiff's personnel file was released to attorneys representing 
defendant in personal injury suit); Porten v. University of San Francisco, 64 Cal.App.3d 825, 
134 Cal.Rptr. 839, 841 (1976) (holding that no public disclosure occurred when plaintiff's school 
grades were disclosed to scholarship and loan commission because grades were not released to 
public in general or large number of persons). 
39 See, e.g., Kinsey v. Macur, 107 Cal.App.3d 265, 165 Cal.Rptr. 608, 611 (1980) (holding that 
defendant's dissemination of copies of a letter to only twenty people constituted public 
disclosure). 
40 See Brown v. American Broadcasting Co., Inc., 704 F.2d 1296, 1302 (4th Cir.1983). 
41 Compare Urbaniak v. Newton, 226 Cal.App.3d 1128, 277 Cal.Rptr. 354, 360 (1991) (holding 
that disclosure of HIV positive status was highly offensive to reasonable person) with Virgil v. 
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The fourth requirement of a claim for invasion of privacy is that the facts disclosed are 
not of legitimate concern to the public. For this determination, the right of privacy must be 
balanced with the rights of free speech and free press guaranteed by the United States 
Constitution.42 The rights of free speech and free press protect the public's access to information 
on matters of legitimate public concern.43 Therefore, the right of the individual to keep 
information private must be balanced against the right to disseminate important information to 
the public.44 Arguably, certain information regarding employees testing positive for the COVID-
19 virus is important information for the public. In Gilbert, the Tenth Circuit Court of Appeals 
stated, "to properly balance freedom of the press against the right of privacy, every private fact 
disclosed in an otherwise truthful, newsworthy publication must have some substantial relevance 
to a matter of legitimate public interest."45 The term newsworthy is defined as "[a]ny information 
disseminated 'for purposes of education, amusement or enlightenment, when the public may 
reasonably be expected to have a legitimate interest in what is published.' "46 

 Whether a subject is of legitimate public interest, "[t]he line is to be drawn when the 
publicity ceases to be the giving of information to which the public is entitled, and becomes a 
morbid and sensational prying into private lives for its own sake."47 The newsworthiness test 
"properly restricts liability for public disclosure of private facts to the extreme case, thereby 
providing the breathing space needed by the press."48 Therefore, the requirement that the facts 
disclosed must not be of legitimate concern to the public protects the rights of free speech and 
free press guaranteed by the United States Constitution. 

The final requirement of a claim for invasion of privacy by unreasonable publicity given 
to one's private life is that the defendant acted with reckless disregard of the private nature of the 
fact or facts disclosed. A person acts with reckless disregard if, at the time of the publicity, the 
person knew or should have known that the fact or facts disclosed were private in nature.49 

As the foregoing indicates, privacy rights are recognized at all levels of jurisprudence and 
in varying degrees. A working knowledge of privacy rights at all levels and in all contexts is 
critical to an understanding of when and to what extent an employer’s reporting of an 
employee’s COVID-19 medical information will be viewed as a violation of the employee’s 
rights. 

 
 

III. THE DUTY TO PROTECT 
 

Sports Illustrated, 424 F.Supp. 1286, 1289 (S.D.Cal.1976) (holding that disclosure of person's 
unflattering habits and idiosyncracies was not highly offensive to reasonable person). 
42 See U.S. Const. amend. I. 
43 See Cox Broadcasting Corp. v. Cohn, 420 U.S. 469, 491-92, 95 S.Ct. 1029, 1044-45, 43 
L.Ed.2d 328 (1975). 
44 See Gilbert v. Medical Econs. Co., 665 F.2d 305, 307 (10th Cir.1981). 
45 Id. at 308. 
46 Gilbert, 665 F.2d at 308 (quoting Restatement (Second) of Torts § 652D cmt. j (1976)). 
47 Restatement (Second) of Torts § 652D cmt. h (1976). 
48 Gilbert, 665 F.2d at 308. 
49 See e.g. Diversified Management, Inc. v. The Denver Post, Inc., 653 P.2d 1103, 1109-10 
(Colo.1982). 
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Employer organizations have a legal duty to protect employees, customers, and others 
from harm. Traditionally, the focus of this duty has been in relation to actions taken by 
employers or their agents. COVID-19 forces employers to now also consider the potential harm 
to employees, customers and others from exposure to the virus. The duty to protect is found in 
general agency law50, which imposes a duty to provide agents a safe working environment, 
federal and state statutory regulations such as those promulgated under the Occupational Safety 
and Health Act (OSHA)51, state workers compensation laws, and general common law 
negligence theories. The duty imposed by most health and safety laws applies to all employees 
regardless of their immigration status.     

In addition to the duty of employers to protect employees, customers and others from 
harm, employers also have a duty to protect private information, including COVID-19 medical 
information. As described in the previous section, this duty to protect the privacy rights of 
employees and others is extensive. However, constitutional and statutory privacy protections 
should not interfere with or prevent employers from following CDC recommendations and 
guidelines established by state and local public health authorities.52 

This creates a conundrum for employers. How can employers protect employees, 
customers, and others from exposure to the COVID-19 virus while at the same time protecting 
the private medical information of employees? The answer to this question requires employers to 
walk a fine line between disclosure of information necessary to prevent or alert exposure to the 
virus and maintaining the confidentiality of all other private information. 

Certainly one proactive step employers can take is to create a safety policy, or 
supplement their existing safety policy, to account for the safety risk created by COVID-19. The 
COVID-19 virus creates new obligations regarding safety precautions and worker protection. 
These include deep cleaning of the workplace and the use of personal protective equipment such 
as masks. The policy should also require compliance with federal, state and local guidelines such 
as those announced by the Center for Disease Control (CDC). The policy should apply to 
established workplace locations as well as other locations where one or more employees are 
working or are present as a condition of their employment. This could include the home of 
employees working remotely. 

Requiring safety in the workplace is not a new concept. Since its inception, OSHA has 
imposed on every employer a “general duty” to furnish to each of its employees a place of 
employment free from recognized hazards that cause or are likely to cause death or serious 
physical harm.53 That duty extends to COVID-19 exposure even though there are no specific 
COVID-19 OSHA standards that define or articulate an employer’s duty of care with respect to 
COVID-19 workplace safety obligations. The protection extends to third party subcontractors, 
third party vendors and independent contractors.   

The Occupational Safety and Health Administration has indicated that adherence to 
government guidelines is a key factor in determining whether an employer has acted in good 
faith to fulfill its duty of care. Employers should have an infectious disease preparedness and 

50 See Restatement (Second) of Agency, § 552. 
51 29 U.S.C. Ch. 15  § 651 et seq. 
52 Schaefer, Ian Carleton and Seraphin, Brock J., Rule 5: Yes, My Employer Can Do That; 
Balancing Employers’ Rights and Responsibilities with Employee Privacy – Return to Work in 
the Time of COVID-19, The National Law Review, Vol X, No. 314 (November 9, 2020). 
53 29 U.S.C. Ch. 15  § 651 et seq. 
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response plan. Employers should communicate their safety plans to all employees and enforce s 
such plans. In addition, for confirmed cases, if an employee was exposed to COVID-19 on the 
job as part of his or her work-related duties, the case may be an OSHA-recordable illness. 

OSHA safety considerations include the physical distancing of employees and patrons. 
Employers must stress personal hygiene practices such has frequent hand washing. Work 
locations must undergo deep cleaning protocols and hazard controls. Employers should also 
require the use of personal protective equipment such as masks and train employees on their use 
and necessity. Telework, working remotely and scheduling should also be components of a 
safety plan to limit exposure to the virus. 

The OSHA safety considerations closely parallel the recommendations of the CDC safety 
protocols which include social distancing (staying 6” apart and avoiding large gatherings), 
implementing flexible sick leave policies (including leave to care for someone), instituting an 
employee training program regarding the spread of COVID-19, and setting clear expectations. 

Personal protective equipment requirements will vary depending on the risk of COVID-
19 exposure an employee faces. OSHA has identified four risk categories which can provide 
guidelines to the use of masks and other personal protective equipment. OSHA does not 
explicitly require use of masks for retail or restaurant workers, but many state and locate 
governments do require such use. Employers should also train employees regarding use of 
personal protective equipment. 

Employers should also extend their safety policies to cover employees working from 
home. For example, employers could be liable for risks or harm caused by materials or 
equipment that the employer provides or otherwise requires to be used as part of the employee’s 
home-based manufacturing operation. In general, employers will not be liable for conditions 
existing at an employee’s home that were not created by the employer. Employers have no duty 
to inspect or monitor conditions in the home. 

Balanced against the duty to provide a safe working environment is the duty to protect 
employees from the disclosure of private information. In other words, employers must respect 
the privacy rights of their employees. Employers have a duty to take reasonable precautions to 
protect the information they require from employees.  

In balancing their responsibilities, employers must use restraint and act reasonably.  
Generally, public health concerns will have priority over privacy rights. Disclosure of COVID-
19 health information or other personal health information is allowed or mandated to prevent or 
lessen a serious or imminent threat to the health and safety of the public or a person.54 General 
information regarding numbers of cases for example does not violate HIPAA. HIPPA provisions 
also apply only to covered entities and business associates. HIPPA does not create a private right 
of action.55 Recently, some provisions of HIPAA have been waived or relaxed (e.g., testing 
cites).56 A limited waiver of HIPAA provisions was implemented in March 2020.57 

54 45 CFR § 164.512(b)(1)(w). 
55 Coughlin, Christine, Politics, the Pandemic and Health Data Privacy, Oklahoma Law Review 
Symposium 2020 Privacy in a Pandemic: How Employers, Insurers, and Government Actors 
Collect and Use Your Data, October 16, 2020. 
56 Fuller, Mary and Eichenberger, Justin, How Privacy Laws Shape COVID-19 Reopening Plans, 
The Recorder (May 14, 2020),  
57 Id. 
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When testing and disclosing COVID-19 medical information, employers must be mindful 
of the limitations imposed by the ADA. Under the ADA, mandatory medical exams must be “job 
related and consistent with business necessity.” The ADA permits employers to take steps to 
determine whether an employee has COVID-19 because they would pose a direct threat to the 
health of others. To protect workers, employers may ask and screen for COVID-19 symptoms. 
Information gathered must be confidential and maintained appropriately. The duty to protect may 
outweigh some privacy concerns.  

 
IV. GUIDELINES FOR EMPLOYERS 

 
Most employers have a desire to honor their legal and ethical duties to provide a safe 

working environment for their employees and to protect their employees’ privacy rights. 
However, many employers may not be knowledgeable when it comes to specific steps that 
should be taken in the context of COVID-19 to comply with the myriad of federal, state and local 
laws, mandates, and regulations. Therefore, specific guidelines provide valuable assistance. 

Foremost, employers should develop an infectious disease preparedness and response 
plan. Employers should consider where, how and from what sources workers might be exposed 
(e.g., general public, customers, coworkers). Employers should also consider non-occupational 
risk factors at home and in community settings. Additional consideration should be given to 
workers’ individual risks (age, medical condition, etc.). Finally, employers should identify 
controls necessary to address the risks. 

The infectious disease preparedness and response plan should provide for the protection 
of privacy rights. Employers should be prepared to implement basic infection prevention 
measures (screenings, temperature checks, etc.). Employers should also develop and 
communicate policies and procedures for prompt identification and isolation if appropriate, 
reporting infections, contact tracing within the organization among co-workers, etc. Employers 
should also develop, implement and communicate about workplace flexibilities and protections 
(leave, safety, health, privacy, travel, etc.). In addition, employers should develop appropriate 
administrative controls to provide information while protecting privacy rights.  

In the implementation of its infectious disease preparedness and response plan, employers 
should ensure their safety practices do not violate federal, state, or local statutes and mandates, 
including those previously mentioned. In this respect, the Equal Employment Opportunity 
Commission has explicitly advised that federal law does not interfere with or prevent employers 
from following CDC guidelines or those of state and local authorities. 

Employers can and should ask ADA-covered employees if they are exhibiting signs of 
COVID-19 (an exception exists for employees who are teleworking).58 Employers cannot inquire 
about COVID-19 status of family members. Taking employees’ body temperature during 
COVID-19 is also permissible59 and this should be done for all employees. Employers may 
administer a COVID-19 test to employees before permitting them to enter the workplace, so long 
as the test is “job related and consistent with business necessity”60 (e.g., would pose a direct 

58 Schaefer, Ian Carleton and Seraphin, Brock J., supra p. 3. 
59 Id at 3. 
60 What You Should Know About COVID-19 and the ADA, the Rehabilitation Act, and Other 
EEO Laws, U.S. Equal Employment Opportunity Commission Technical Assistance Questions 
and Answers (September 8, 2020). 
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threat to the health of others). Antibody test results should not be used to make decisions about 
returning persons to the workplace. Requiring that test would not be a permissible medical 
examination under the ADA.61 

COVID-19 medical information should be stored separately from medical records.62 This 
includes employee statements, employer notes and other documentation from questioning 
employees, and data collected from ADA-permissible medical exams. The names of those testing 
positive should not be disclosed to other employees.63 Employers may disclose the name of 
employees testing positive to public health agencies as well as general information regarding the 
number of reported cases without violating HIPAA or privacy rights.64 

As it relates to notifications of exposure, employers should notify employees who may 
have been exposed to the virus by a co-worker.65 Notification should not include the name of the 
infected worker without his or her consent. Employers may provide co-workers with information 
to determine their risk of exposure (e.g., floor, office, team, etc. of infected worker and time 
periods of exposure). Obviously, an employer cannot notify other employees unless they 
discover, or are notified by an employee, that an employee has tested positive for the virus. 
Specific guidelines exist with respect to how to give notice to the employer.66   

Contact tracing should be limited to exposure within a work environment. Contact apps 
are not contact tracing. Contact tracing outside the work environment should be the 
responsibility of public health authorities, not the employer.67 

Employers may require employees to stay home if they have symptoms of COVID-19.68 
Employers may require a doctor’s note certifying fitness for duty.69  Employers may also 
question employees about where they have traveled.70 

Employers may screen job applicants for symptoms of COVID-19 after making a 
conditional job offer.71 Employers may take an applicant’s temperature as part of a pre-

61 Id. 
62 42 U.S.C. § 12112(d)(3). 
63 What You Should Know About COVID-19 and the ADA, the Rehabilitation Act, and Other 
EEO Laws, supra p. 9. 
64 Francis, Leslie, Employment Discrimination Down Syndrome and COVID-19, Oklahoma Law 
Review Symposium 2020 Privacy in a Pandemic: How Employers, Insurers, and Government 
Actors Collect and Use Your Data, October 16, 2020 
65 What You Should Know About COVID-19 and the ADA, the Rehabilitation Act, and Other 
EEO Laws, supra p. 9. 
66 EEOC v. Thrivent, 700 F.3d 1044 (7th Cir. 2012). 
67 Mohapatra, Seema, Protecting Vulnerable Workers and Contract Tracing – The Ethical Role 
for Employers, Oklahoma Law Review Symposium 2020 Privacy in a Pandemic: How 
Employers, Insurers, and Government Actors Collect and Use Your Data, October 16, 2020.  
68 Schaefer, Ian Carleton and Seraphin, Brock J., supra p. 3. 
69 What You Should Know About COVID-19 and the ADA, the Rehabilitation Act, and Other 
EEO Laws, supra p. 4. 
70 What You Should Know About COVID-19 and the ADA, the Rehabilitation Act, and Other 
EEO Laws, supra p. 8. 
71 What You Should Know About COVID-19 and the ADA, the Rehabilitation Act, and Other 
EEO Laws, supra p. 11. 
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employment medical exam.72 Employers may delay or withdraw a job offer if the prospective 
employee tests positive for or exhibits symptoms of COVID-19.73 Employers may not withdraw 
a job offer or postpone a start date because the applicant faces a heightened risk of exposure (e.g. 
persons over 65).74 

Employees may be disciplined for not following employer guidelines (e.g., wearing 
masks). Employers may bar employees from physical presence at a workplace if they refuse to 
have their temperature taken or answer questions.  

Guidelines for termination of employees also exist. Former accommodations under the 
ADA may now be an undue hardship and justify termination. If the circumstances permit, remote 
work may viewed as a reasonable accommodation under the ADA.75 Employers may discharge 
employees if there is individualized and objective evidence of a threat to self or others 
(considering duration, severity, and level of harm). Employers may not discharge or furlough 
employees at a higher risk. A healthy employee who refuses to work out of fear of contracting 
COVID-19 has no job protection. OSHA requires imminent danger for refusal to work.76 

Having an infectious disease preparedness and response plan and following guidelines 
will certainly reflect a good faith effort on the part of employers to honor their legal duties. 
Although some employers have also sought the legal protection of a COVID-19 release from 
their employees, such releases are not advisable. Requiring employees to sign a release of 
COVID-19 claims against their employer are invalid. Generally, workers cannot prospectively 
waive their rights against employer. Most state workers’ compensation laws prohibit employees 
from waiving claims arising from job-related illnesses and injuries.  

Although releases are not advisable, COVID-19 acknowledgment forms may provide 
some benefit.77 These allow employees to acknowledge the best efforts of the employer, the 
safety procedures and guidelines implemented by the employer, and an agreement to follow the 
guidelines. Guidelines should be tailored to the needs of the workplace and should be enforced 
(e.g., discipline for those who do not wear masks). Acknowledgment forms can also set 
expectations for both parties and provide an opportunity for employees with medical conditions 
to initiate discussions regarding new or changed accommodations. Some problems, such as 
obesity and pregnancy, that may not have been a problem before COVID-19, may now require 
accommodation.78  

 
V. CONCLUSION 

 

72 What You Should Know About COVID-19 and the ADA, the Rehabilitation Act, and Other 
EEO Laws, supra p. 12. 
73 Id. 
74 Id. 
75 EEOC v. Ford, 752 F.3d 641 (6th Cir. 2013).  
76 Guidance on Preparing Workplaces for COVID-19, Occupational Safety and Health 
Administration (March 9, 2020).  
77 Schaefer, Ian Carleton and Seraphin, Brock J., supra p. 5. 
78 Skinall, Jennifer, Becoming Visible, Oklahoma Law Review Symposium 2020 Privacy in a 
Pandemic: How Employers, Insurers, and Government Actors Collect and Use Your Data, 
October 16, 2020.  
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The COVID-19 virus has created unprecedented issues for employers. Legally, 
employers must be aware of their duties. The duty to protect the privacy rights of employees 
must be balanced against the duty to provide a safe working environment and prevent 
employees, customers and others from exposure to the virus. These competing duties may be 
managed by following existing federal, state, and local laws, regulations and mandates, by 
following specific recommended guidelines, and by acting reasonably and with restraint when it 
comes to COVID-19 policies and disclosure of private medical information.         
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BOOK REVIEW 

INCLUSIVITY IN THE BUSINESS LAW CLASSROOM 

 

MICHAEL CONKLIN* 

 

Introduction 

     This is a review of the new book What Inclusive Instructors Do: Principles and Practices for 
Excellence in College Teaching.1 The book does an excellent job bridging the gap between theory 
and practice on the subject. These practical applications are the result of a survey completed by 
hundreds of college instructors.2 Helpful quotes are provided from the respondents of the survey 
which consist of a diverse makeup of institution type, discipline, and rank.3 Furthermore, reflection 
questions are provided throughout the book to help facilitate applicability to each instructor’s 
unique classroom. This review provides an overview of the book along with a couple words of 
caution for implementing the suggested strategies.  

Planning Ahead 

     The authors spend a large portion of the book focusing on the preparation that goes into the 
syllabus and the first day of class. This is wise because the standard for classroom inclusivity is 
largely set on the first day of class. The syllabus and introductory statements on the first day are 
crucial to letting students know that the classroom is a welcoming place for diverse views. At this 
early stage, it is also important to alleviate fears that at-risk students may have. The authors discuss 
at length numerous examples of how to accomplish this, such as “preassessments” that allow the 
instructor to gain a better appreciation for the diversity in his or her classroom4 and the use of “we” 
language to reflect a collaborative tone and reject an implicit hierarchy between student and 
instructor.5 

     The authors provide a creative idea for syllabus design. Namely, an instructor can create the 
syllabus during the first week of class as a collaborative exercise with the students. This 
demonstrates a dedication to inclusivity, as the instructor considers the diverse concerns of the 
students. I once heard about an instructor in a labor law class who would negotiate the terms of his 
syllabus with the students using the National Labor Relations Board rules, thus mimicking a 
union–management negotiation. 

* Michael Conklin is the Powell Endowed Professor of Business Law at Angelo State University. His university 
teaching experience spans six states and 15 years. He was a finalist in the Academy of Legal Studies in Business 
2021 Master Teacher Competition. 
1 TRACIE MARCELLA ADDY, DEREK DUBE, KHADIJAH A. MITCHELL & MALLORY E. SORELLE, WHAT INCLUSIVE 
INSTRUCTORS DO: PRINCIPLES AND PRACTICES FOR EXCELLENCE IN COLLEGE TEACHING (2021). 
2 Id. at xiii. 
3 Id. 
4 Id. at 87. 
5 Id. at 56. 
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     Personally, I help accomplish this inclusive tone on the first day of class by sincerely informing 
the class of the following: 

     While I have my personal opinions, I am not here to indoctrinate you. I’m 
perfectly fine with everyone leaving this semester believing the opposite of what I 
believe on an issue, so long as it is the result of everyone being exposed to the best 
arguments for both sides. For that reason, I hope in this class we have a wide variety 
of backgrounds and opinions expressed on the subjects we discuss. I’m excited to 
see what unique point of view I will get to hear this semester that I’ve never been 
exposed to before. 

     The importance of genuinely making such an announcement on the first day was illustrated to 
me when I taught my first-ever four-week mini-session Legal Environment class. I quickly noticed 
that I wasn’t getting the diversity of opinions I usually do and simply attributed it to the unique, 
four-week format. I then suspected, and later confirmed, that this was the result of me being hurried 
and not setting a welcoming tone for diverse perspectives on the first day as I usually did. It was 
amazing to see the stark difference such a statement makes. 

     I have also found that this emphasis on initial impressions is valuable for not only setting an 
inclusive tone but also setting the tone that a Legal Environment course is exciting and not boring 
as students may incorrectly assume. Personally, I do this with an interactive PowerPoint that tells 
the amazing backstories of some people who have had their lives profoundly affected by the legal 
principles we will discuss in class. 

Benefits to the Instructor 

     This book avoids a common mistake of relying on the altruistic motives of the reader. Meaning, 
the authors not only mention the benefits of inclusive teaching to the students but also to the 
instructor. This results in the strategies for inclusive teaching in the book being more likely to be 
implemented. For example, the book discusses how expensive textbooks adversely affect the most 
financially vulnerable students. Faculty can help alleviate this disparity by placing books on 
reserve at the library and utilizing cheaper or open-access alternatives. Because all students benefit 
from spending less on textbooks, this will likely benefit the instructor as well on his or her student 
evaluations. 

     Many of the other strategies this book provides also lead to significant advantages to the 
instructor, in addition to the more direct advantages to the student. For example, when 
underrepresented students feel comfortable sharing their diverse perspectives in class, this benefits 
them by increasing their engagement and sense of belonging, it benefits the other students in the 
class, as they are now exposed to a greater diversity of views, and it benefits the instructor, who 
will likely receive higher student evaluations due to a more inclusive and engaging class. 

Helpful Versus Harmful Strategies 

     My only critique of the book is a nuanced one, but nevertheless very important. The book lacks 
an emphasis on the importance of exercising caution regarding potential pitfalls from attempts at 
inclusion. Just because an instructor’s heart is in the right place does not guarantee his or her 
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attempts at inclusion will not have unintended consequences. One danger is that an instructor will 
use a classification such as race, gender, or socioeconomic status as a proxy for lack of intellectual 
ability. This is not only unfounded but also perpetuates harmful stereotypes. And it could place 
students in these categories—who are already underrepresented in the college classroom—in a 
very uncomfortable position, thus increasing the likelihood that they will disengage from the class 
and maybe even withdraw from the university. 

     The authors of the book encourage instructors to assign reading materials from diverse authors. 
This is naturally a good idea to enhance the inclusivity of a classroom environment. However, 
instructors should be careful in how they call attention to this. It is not hard to imagine a well-
meaning instructor who presents such diverse authorship in a way that is interpreted by the class 
as “Look, even [women/Hispanics/LGBTQ people] can contribute to legal scholarship,” thus 
inadvertently implying that such authorship is abnormal and that such people are inferior at the 
practice. Additionally, turning to a piece of scholarship written by, say, a Black man as providing 
the Black opinion on an issue perpetuates the harmful stereotype that all Black people think alike. 
This is counterproductive to an inclusive classroom because it could cause a Black student with an 
opposing view to not feel comfortable sharing—as if his or her view is somehow inconsistent with 
his or her racial identity. 

     Studies have shown that even a subtle reminder of a student’s membership in an 
underrepresented group can result in harm. For example, in a 1999 study, Asian-American female 
college students were randomly placed in one of two groups.6 Each group was given a math test, 
but one group was first asked questions that highlighted their gender, while the other group was 
first asked questions that highlighted their race.7 The former group greatly underperformed the 
latter group on the math test.8 This is because each group was behaving in accordance with the 
stereotypical perceptions of the group they were reminded of—Asians being good at math and 
women not being good at math.9 

Potential Legal Environment Topics Regarding Diversity 

     The following is a non-exhaustive list of legal topics that help spark discussion about diversity 
and inclusion in a Legal Environment classroom: 

• Because the reasonable person legal standard is rooted in white, male historical 
jurisprudence, some harassment cases have utilized a reasonable woman standard and a 
reasonable Black person standard.10 This topic allows for a class discussion on the roots of 
our legal system and how far we should go to adjust it for evolving demographics. 

6 Margaret Shig, Todd L. Pittinsky & Nalini Ambady, Stereotype Susceptibility: Identity Salience and Shifts in 
Quantitative Performance, 10 PSYCH. SCI. 80, 80 (1999). 
7 Id. at 81. 
8 Id. 
9 Id. at 82–83. 
10 See, e.g., Ellison v. Brady, 924 F.2d 872 (9th Cir. 1991) (applying a reasonable woman, or reasonable person of 
the same sex as the victim, standard in a sexual harassment case); Harris v. Int’l Paper Co., 765 F. Supp. 1529 (D. 
Me. 1991) (implementing a reasonable Black person standard instead of the traditional reasonable person standard in 
a hostile work environment case based on racial harassment). 
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• Female Supreme Court justices are more likely to be interrupted than their male 
counterparts.11 

• Studies show that “Ban the Box” legislation, which bans employers from asking if 
applicants are convicted felons, has the unintended consequence of reducing job prospects 
for young Black and Hispanic men, the very people the legislation was intended to help.12 

• The race and gender of an attorney play a significant role in who potential litigants want to 
hire as their attorney.13 

• Studies show that rap lyrics are presented as evidence in criminal court more than any other 
fictionalized artistic expression.14 And potential jurors view song lyrics more negatively if 
told they are from a rap song than a country or rock song.15 

• The uncertainty, cost, and time involved in pursuing and appealing a civil case affect rich 
and poor litigants unequally.16 

• The principle of overturning unconscionable contracts that take advantage of people often 
in disparate circumstances. 

• A 100:1 sentencing disparity in which crack cocaine (more likely to be possessed by Black 
people) was punished more harshly than powder cocaine (more likely to be possessed by 
white people).17 

• Tax policies, such as the marriage penalty, are more likely to negatively affect Black 
households than white households, and there is evidence to suggest that these racially 
disparate results were intended.18 

• Policies of banning felons from serving on juries disproportionately excludes potential 
Black jurors, which affects the probability of an acquittal.19 

• The modern-day effects of systemic, historical injustices, such as redlining.20 
• Hate crime legislation can be used to prosecute the groups it was designed to protect and 

incentivize more hate speech. 

11 Tonja Jacobi & Dylan Schweers, Female Supreme Court Justices Are Interrupted More by Male Justices and 
Advocates, HARV. BUS. REV. (Apr. 11, 2017), https://hbr.org/2017/04/female-supreme-court-justices-are-
interrupted-more-by-male-justices-and-advocates. 
12 Alana Semuels, When Banning One Kind of Discrimination Results in Another, ATLANTIC (Aug. 4, 2016), 
https://www.theatlantic.com/business/archive/2016/08/consequences-of-ban-the-box/494435/. 
13 Michael Conklin, The Effects of Race and Gender on Attorney Selection, 20 RUTGERS RACE & L. REV. 1 (2018). 
14 ERIK NIELSON & ANDREA L. DENNIS, RAP ON TRIAL: RACE, LYRICS, AND GUILT IN AMERICA 7 (2019). 
15 Id. at 18. 
16 For example, if a poor plaintiff wins an $800,000 verdict at the trial court level, he or she may be willing to take a 
$300,000 settlement because he or she desperately needs the money now and cannot afford to fight an appeal. 
Meanwhile, a rich plaintiff is more likely to prefer to wait a little longer and spend a little more money to get the full 
$800,000. 
17 Cracks in the System: Twenty Years of the Unjust Federal Crack Cocaine Law, AM. C.L. UNION (Oct. 2006), 
https://www.aclu.org/other/cracks-system-20-years-unjust-federal-crack-cocaine-law. 
18 DOROTHY A. BROWN, THE WHITENESS OF WEALTH: HOW THE TAX SYSTEM IMPOVERISHES BLACK AMERICANS—
AND HOW WE CAN FIX IT 12 (2021). 
19 Ronald Wright, Yes, Jury Selection Is as Racist as You Think. Now We Have Proof, N.Y. Times (Dec. 4, 2018), 
https://www.nytimes.com/2018/12/04/opinion/juries-racism-discrimination-prosecutors.html. 
20 Redlining is “[c]redit discrimination . . . by an institution that refuses to provide loans or insurance on properties 
in areas that are considered to be poor financial risks or to the people who live in those areas.” Redlining, BLACK’S 
LAW DICTIONARY (11th ed. 2019). 
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• Mainstream religions appear to receive more First Amendment protections than less 
popular religions.21 

Miscellaneous 

     Every instructor has experienced the awkwardness of posing a question to the class only to be 
met with dead silence and blank faces. The authors mention this but give little in the way of 
practical solutions—other than the general advice of setting a tone of inclusion early on. 
Personally, I have found a divide-and-conquer strategy works well. This is where the instructor 
calls on a smaller subset of the class, such as everyone in a given row. This may sound 
counterintuitive—if nobody in the entire class is likely to provide a response, then people in a 
smaller subset of the class should be even less likely to provide a response. The theory behind why 
this works is that a student may feel his or her response is not the best in the class and therefore is 
not worthy of sharing. But that same student may feel his or her response is the best in a row of 
only five people and will therefore share in that context. 

     Additionally, students are afraid to provide wrong answers. Consequently, they are more likely 
to respond to questions that do not have a wrong answer, such as “How much in punitive damages 
do you think should have been awarded and why?” “Are you persuaded by the plaintiff’s 
argument? Why or why not?” or “Do you think the statute in question is referring to A or B? 
Why?” 

     There are various classroom technology options that you can use to help create a more inclusive 
classroom by increasing participation from everyone.22 For example, platforms like Kahoot! and 
Poll Everywhere allow anonymous word clouds. These can then be used to invite—but not 
demand—explanations from students who provided responses that are generally not shared. For 
example, an instructor could use the prompt “What comes to mind when you think of ‘employee 
legal protections’?” After seeing all of the anonymous responses, the instructor may note, “Here 
are two interesting responses: ‘not protected equally’ and ‘rigged to favor the company.’ I would 
really like to hear more about that.” 

     The authors mention an innovative option for exams called the immediate feedback assessment 
technique also called “instant feedback cards.”23 These are custom, multiple choice exam sheets 
that require the student to scratch off their answer choices to reveal if they were the correct answer. 
If a student discovers that his or her first selection was incorrect, he or she can try again for partial 
credit. This helps reduce the stress of an exam in that, if a student correctly narrows a question 
down to two options, he or she will at least receive partial credit. And perhaps more importantly, 
the student will walk away from the test knowing the correct answers for each question—because 
he or she can simply keep scratching off options until he or she sees what the correct answer was. 

21 COLUM. L. SCH.: L., RIGHTS, & RELIGION PROJECT, WHOSE FAITH MATTERS? THE FIGHT FOR RELIGIOUS LIBERTY 
BEYOND THE CHRISTIAN RIGHT (2019), 
https://lawrightsreligion.law.columbia.edu/sites/default/files/content/Images/Whose%20Faith%20Matters%20Full%
20Report%2012.12.19.pdf. 
22 ADDY ET AL., supra note 1, at 117–18. 
23 See Lawrence C. Mohrweis & Kathe M. Shinham, Enhancing Students’ Learning: Instant Feedback Cards, 8 AM. 
J. BUS. EDUC. 63 (2015). 
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This is highly preferable to a standard exam, where students often walk away believing their 
incorrect answers are in fact correct and then never follow up to see the correct answers. 

     Due to the breadth and significance of the book, it cannot provide detailed explanations for 
every topic it brings up. For example, the authors advise instructors to be conscious that some 
students may not have the same, traditional avenues to pursue medical treatments.24 Therefore, a 
requirement of medical documentation to excuse absences and late work will disproportionately 
fall on the most disadvantaged students.25 While this is certainly a worthwhile concern, it is unclear 
what the ideal response is. Requiring some students to produce documentation and not others 
invites accusations of discriminatory enforcement of the rules. And allowing students the benefits 
of an excused absence by simply stating they were unable to acquire documentation will encourage 
students to abuse an instructor’s generosity. The absence of such an explanation is not a criticism 
of the book, as it is not feasible to provide detailed explanations for every topic. And the book 
more than serves its purpose as a powerful catalyst to spark further discussion on these issues. 

     The authors provide up-to-date research and examples, including how COVID-19 has 
exacerbated the significance of privilege.26 Namely, when colleges transitioned to online-only 
learning without access to campus resources, this severely disadvantaged students without laptops 
and reliable wireless internet, students who had to take on additional family responsibilities due to 
the closing of public schools, and home environments that are not conducive to learning.27 

     The authors suggest using end-of-semester student evaluations to measure the success of 
implementing inclusive strategies.28 I would advise being cautious regarding this, as there are 
numerous other variables that could affect evaluations, such as class meeting time, the weather on 
the day of the evaluation, a recent campus tragedy or sporting event loss, and the timing in the 
semester that the evaluation is given (such as right after an exam). Studies demonstrate that even 
judges’ verdicts are affected by arbitrary factors, such as the weather,29 how hungry the judge is,30 
and the recent performance of a local sports team.31 And variances in student evaluations from one 
semester to the next can arise from random statistical noise, especially in classes without that many 
students. 

 

24 ADDY ET AL., supra note 1, at 78. 
25 Id. 
26 Id. at 158. 
27 Id. 
28 Id. at 151. 
29 Anthony Heyes & Soodeh Saberian, Temperature and Decisions: Evidence from 207,000 Court Cases, 11 AM. 
ECON. J.: APPLIED ECON. 238 (2019) (finding that a 10°F increase in outdoor temperature reduced favorable 
outcomes by 6.55%, despite the judgments being made indoors). 
30 Kurt Kleiner, Lunchtime Leniency: Judges’ Rulings Are Harsher When They Are Hungrier, SCI. AM. (Sept. 1, 
2011), https://www.scientificamerican.com/article/lunchtime-leniency/ (finding that judges are significantly more 
likely to grant a parole request when they are not hungry). 
31 Ozkan Eren & Naci Mocan, Emotional Judges and Unlucky Juveniles, 10 AM. ECON. J.: APPLIED ECON. 171 
(2018) (finding that an unexpected loss from a prominent team in the state increased length of sentences handed 
down the following week). 

Volume 13, Southern Journal of Business & Ethics, 2021

139



Conclusion 

     This book does an excellent job equipping the Legal Environment instructor to create a more 
inclusive classroom. And fortunately, this can be achieved with only slight changes to an 
instructor’s existing teaching style. The book recognizes that there is not one approach to inclusive 
teaching. It provides numerous different strategies that instructors are free to experiment with and 
determine which methods work best for their classrooms. This book is highly recommended for 
any Legal Environment instructor who wants to move beyond just talking about an inclusive 
classroom where students feel comfortable expressing diverse opinions—and wants to take 
proactive steps that are proven to accomplish this goal. 
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